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Abstract

Mathematics and cryptography have a long history together. Almost all the modern
crypto systems use the notions either from number theory or from finite fields in some
way or the other. This thesis is devoted to the study of some mathematical problems
arising from cyptography. More precisely, we study cryptographic properties of some
classes of polynomials over finite fields.

Substitution boxes (S-boxes) play a very crucial role in the design of secure crypto-
graphic primitives such as block ciphers. Differential attack, introduced by Biham and
Shamir [4] in 1991, is one of the most efficient attacks on the S-boxes used in the block
ciphers. To quantify the degree of security of a S-box against the differential attacks,
Nyberg [45] in 1993 introduced the notion of differential uniformity. In 2020, Ellingsen
et. al generalized the notion of differential uniformity and introduced the concept of
c-differential uniformity:.

There is yet another important attack on block ciphers known as the boomerang at-
tack. This attack was proposed by Wagner [57] in 1999. In 2018, Cid et. al [19] introduced
the notion of boomerang connectivity table to analyze the boomerang attack. Further, to
quantify the resistance of a function against the boomerang attack, Boura and Canteaut
in 2018 introduced the concept of boomerang uniformity. In 2020, Stanica generalized the
concept of boomerang uniformity and introduced the notion of c-boomerang uniformity.
Now we summarize our contributions in the subsequent paragraphs.

First, we consider optimal functions with respect to differential uniformity over finite
fields of odd characteristic known as planar functions. To be more precise, we discuss the
problem of classifying Dembowski-Ostrom polynomials from the composition of reversed
Dickson polynomials of arbitrary kind and monomials over finite fields of odd character-
istic. Moreover, by using a variant of the Weil bound for the number of points of affine
algebraic curves over finite fields, we discuss the planarity of all such Dembowski-Ostrom
polynomials.

Afterwards, we study the c-differential uniformity of some functions over finite fields of
odd characteristic and give several classes of power maps with low c-differential uniformity,
for c = —1. We also give a necessary and sufficient condition for a linearized polynomial

to be a perfect c-nonlinear function and investigate conditions when perturbations of
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perfect c-nonlinear (or not) function via an arbitrary Boolean or p-ary function is perfect
c-nonlinear. In the process, we obtain a class of polynomials that are perfect c-nonlinear
for all ¢ # 1, in every characteristic.

Next, we consider the c-differential uniformity and boomerang uniformity of two classes
of permutation functions over finite fields of even characteristic. One of these classes is in
fact a class of involutions, which has been used by Beierle and Leander [3] to construct a
class of differentially 4-uniform functions. We shall show that the c-differential uniformity
of this involution is 2 for all ¢ # 0, 1. We also give the boomerang connectivity table entries
of this class of involutions. The other class is of differentially 4-uniform permutations
given by Tan et. al [55]. We give a bound for its c-differential uniformity and boomerang
uniformity.

Further, we consider the boomerang uniformity of an infinite class of power maps over
finite fields of even characteristic. We show that for non-permutations, the differential
uniformity is not necessarily smaller than the boomerang uniformity, as was the case for
permutations.

At the end, we give a complete description of the c-boomerang connectivity table
entries for the Gold function over finite fields of even characteristic, by using double Weil
sums. In the process we generalize a result of Boura and Canteaut [8] for the classical

boomerang uniformity.
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Chapter 1

Introduction

This thesis comprises of a study of some polynomials over finite fields, which have appli-
cations in cryptography and coding theory, and it consists of two parts. The first part
is devoted to the study of the differential uniformity (DU) and its generalisation called
the c-differential uniformity (¢DU), of some classes of polynomials over finite fields. The
second part of the thesis is dedicated to the study of the boomerang uniformity (BU) and
its generalisation called the c-boomerang uniformity (cBU), of some classes of polynomials
over finite fields of even characteristic. Chapters 2, 3 and part of Chapter 4 shall form
the first part, while the remaining part of Chapter 4 and Chapters 5 and 6 constitute
the second part. In the following, we explain some relevant background and give a brief
motivated account of the contents of these chapters.

We denote, by I, the finite field with ¢ = p" elements, where p is a prime number and
n is a positive integer. By F} = (g), where g is a primitive element of F,, we denote the
multiplicative cyclic group of non-zero elements of F,. We call a function f from F,. to IF,,
a p-ary function in n variables. For positive integers n and m, any function f : Fyn — Fym
is called a vectorial p-ary function, or (n, m)-function. When m = n, f can be uniquely
represented as a univariate polynomial over F, of the form f(X) = ;1;01 a; X', a; € F,.
Therefore in such a scenerio, we often consider f as a polynomial f € F,[X]. We recall
that a polynomial f € F,[X] is a permutation polynomial (PP) over F, if the associated
mapping X — f(X) is a bijection from F, to F,.

The canonical additive character is a homomorphism y; : F, — C of the additive
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group of I, defined as follows

) = e (),

where C is the field of complex numbers and Tr : F, — I, is the absolute trace defined
by Tr(X) = X + X? + X”” 4+ ... + X?"' (to emphasize the dimension, we sometimes
write this as Tr}). We define the relative trace Trl : Fpn — Fye,eln, by Trl(X) =
X+ X7 + X7 + -+ X7 “7Y Note that all additive characters of F, can be expressed
in terms of x; [36, Theorem 5.7].

For each 0 < k < ¢ — 2, the k-th multiplicative character is a homomorphism v, :

[F;, — C of the multiplicative group of F, defined as follows

1) for{ =0,...,q—2.

It is well-known that the group of multiplicative characters of I, is a cyclic group of order
g — 1 with identity element 1, [36, Corollary 5.9].

In the theory of finite fields, exponential sums are important tools in the study of
number of solutions of equations over finite fields. As a special case, the Gauss’ sums are

defined as follows

G, x) = Y $(X)x(X),

XeF;
where x and 9 are additive and multiplicative characters of I, respectively.

A Weil sum is yet another important character sum defined as follows

> X(f(X)),

X€F,

where x is an additive character of F, and f(X) is a polynomial in F,[X]. It is well-
known that a polynomial f(X) over finite field F, is a PP if and only if its Weil sum
> xer, X(f(X)) = 0 for all nontrivial additive characters x of F,.

Differential cryptanalysis, introduced by Biham and Shamir [4], is one of the most
powerful attacks against block ciphers. To quantify the ability of a given function to resist
the differential attack, Nyberg [45] introduced the concept of differential uniformity. For

any function f : F, = F, and a € I, the derivative of f in the direction a, denoted by
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D¢(X,a), is defined as
D¢(X,a):= f(X +a)— f(X) for all X €F,.

For any a,b € F,, the Difference Distribution Table (DDT) entry at point (a,b), denoted
by Af(a,b), is defined as

Asla,b) = {X € F, | Dy(X,a) = b}
The differential uniformity of f, denoted by Ay, is defined as
Ay :=max{As(a,b) | a,b € Fy,a # 0}.

If Ay = 6, we say that the function f is d-uniform. When § = 1,2, we say that the
function f is perfect nonlinear (PN) and almost perfect nonlinear (APN), respectively. It
is easy to observe that over finite fields of even characteristic, the solutions of the equation
D¢(X,a) = b always comes into pairs, i.e., if X is a solution then so is X 4 a. Therefore,
the least possible value for the DU of a function over finite fields of even characteristic is
two. Thus, APN functions have lowest possible DU over finite fields of characteristic 2.
Though PN functions do not exist over finite fields of even characteristic, they do exist
over finite fields of odd characteristic where they are often called as planar functions. A
polynomial f € F,[X] is called exceptional planar if it is planar over F,» for infinitely
many n. Planar functions are very important due to their wide range of applications.
For example, planar functions are used to construct finite projective planes [24], relative
difference sets [30] and error-correcting codes [14].

A Dembowski-Ostrom (DO) polynomial over finite field F, is a polynomial that admits
the following shape

E ’ pi+p
ain y

1,J
where a;; € F,. DO polynomials have been used in designing a public key cryptosystem
known as HFE [46]. Note that DO polynomials provide a very rich source of planar
functions. It was conjectured by Rényai and Szonyi [49] (see also [43, Conjecture 9.5.19])

that all planar functions are of “DO type”. This conjecture is still open except in the case
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of characteristic 3 for which a counter example was given by Coulter and Matthews [20].
For any nonnegative integer k, the k-th Dickson polynomial of the first kind Dy (X, a)
over F, was introduced by Dickson [25] in 1897, and is defined as follows

L) .
ko (k—i i k2%
e St (P (SR

=0

[y

where a € F, is a parameter and Dy(X,a) = 2. More than two decades later, Schur
[50] introduced a variant of Dickson polynomial of the first kind in 1923, which is now
known as Dickson polynomial of the second kind. For any nonnegative integer k, the k-th

Dickson polynomial of the second kind Ej (X, a) over F, is defined as follows

) carxe,

where a € F, is a parameter and Ey(X, a) = 1. Dickson polynomials of the first and second
kind over I, have been studied extensively, especially with respect to their permutation
behaviour. For a non-zero element @ in F,, Nébauer [44] proved that the Dickson polyno-
mial of the first kind Dy (X, a) permutes the elements of F, if and only if ged(k, ¢*—1) = 1.
However, except for a few cases, the permutation behaviour of Dickson polynomials of
the second kind Ej(X,a) remains unresolved. One may refer to the monograph [35] for
more on Dickson polynomials.

In 2010, Coulter and Matthews [22] classified DO polynomials from the composition
of Dickson polynomials of the first and second kind with the monomial X¢, where d
is a positive integer, and further discussed the planarity of such DO polynomials. The
motivation behind considering this composition actually stemmed from the known fact
that the exceptional planar polynomials X'° + X% — X? are essentially the composition
of the Dickson polynomials Ds(X,41) and the monomial X2.

The notion of k-th reversed Dickson polynomial (RDP) of the first kind was introduced
by Hou, Mullen, Sellers and Yucas [33] by simply reversing the roles of the variable X and
the parameter a in the k-th Dickson polynomial of the first kind Dy (X, a). Moreover, the
authors showed that the reversed Dickson polynomials of the first kind are closely related

to APN functions.
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Motivated by the results of Coulter and Matthews [22], Zhang, Wu and Liu [64]
classified DO polynomials from RDPs of the first kind in the even characteristic case and
they also characterized APN functions among all such DO polynomials.

For any nonnegative integers k£ and m, the notion of k-th Dickson polynomial of the
(m + 1)-th kind, denoted as Dy, (X, a), was introduced by Wang and Yucas [58], and is

defined as follows

Dk’m(X, a) =

k—mi(k—1
) 7

)arxe, (11)
i=0

where 0 <m <p—1, a € F, and Dy,,(X,a) =2 —m. The k-th RDP of the (m + 1)-th
kind is also defined in a similar way by just reversing the role of the variable X and the

parameter a in (1.1). More precisely, for any nonnegative integers k and m, the k-th RDP

of the (m + 1)-th kind Dy, ,,(a, X) is defined as follows

k—mi (k—i o
Dim(a, X) =3 = m ( , Z> (—X)iab2, (1.2)
—i
i=0

where 0 <m <p—1, a € F, and Dy ,(a, X) =2 —m. The k-th RDP of the (m + 1)-th

kind also satisfies the following recurrence relation
Dy.m(a, X) =mEg(a,X) — (m —1)Dg(a, X). (1.3)

In Chapter 2, we extend the results of Zhang, Wu and Liu [64] to the odd charac-
teristic case, where we give a complete classification of DO polynomials arising from the
composition of RDPs of the (m + 1)-th kind with the monomial X9, where d is a positive
integer. Moreover, by using a variant of the Weil bound for the number of points of affine
algebraic curves over finite fields, we discuss the planarity of all such DO polynomials.

Deviating from the usual differentials (f(X +a), f(X)), Borisov et. al. [6] introduced
the notion of so called multiplicative differentials of the form (f(cX), f(X)) and they
used this new type of differentials to attack some existing ciphers. Motivated by the
multiplicative differentials as discussed in [6], Ellingsen et. al [28] defined a new (output)
multiplicative differential in the following way. For any function f from a finite field F,

to itself and for any a,c € F,, the (multiplicative) c-derivative of f with respect to a is
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defined as
Di(X,a) = f(X+a)—cf(X) forall X €F,.

For a,b € F,, the c-difference distribution table (¢cDDT) entry of f at point (a,b), denoted

by (Af(a,b), is given by
Af(a,b) ={X €F,: D¢(X,a) =b}|.
The c-differential uniformity (cDU) of f, denoted as Ay, is then defined as
Ay =max{.As(a,b) :a,beF,, and a # 0 if c = 1}.

When Ay = 9§, we say that ¢cDU of f is . It is easy to see that when ¢ = 1, cDU
coincides with the usual notion of DU. If § = 1 then f is called perfect c-nonlinear (PcN)
function and when § = 2 then f is called almost perfect c-nonlinear (APcN) function.
Also it is easy to observe from the definition of P¢N function that when ¢ # 1 and a =0
then f(X 4+ a) —cf(X) = (1 — ¢)f(X) is a permutation polynomial if and only if f(X)
is a permutation polynomial. Therefore, we shall consider the perfect c-nonlinearity of
permutation polynomials only.

In chapter 3, we establish a relation between the c-derivative of the power map X¢
and Dickson polynomial of the first kind over F,, for ¢ = —1. In fact, such a relationship
has its origin in [60, Proposition 8], where it was established for the fields of characteristic
3. We extend this result to finite fields of odd characteristic and use it to construct
several classes of PcN power maps. We also give a necessary and sufficient condition for
a linearized polynomial to be PcN. We also find necessary and sufficient conditions for
the sum f + vF to be PcN, where v € F,, f is PcN and F' is any Boolean function. We
also show that in some instances such perturbations do not produce PcN functions. We
further discuss the affine, extended affine and CCZ-equivalence as it relates to cDU.

In a block cipher, nonlinearity of the function f is also an important property. Let
I : Fyn — Fy be a Boolean function. The Walsh-Hadamard transform is defined as the

integer-valued function

We(u)i= Y- (=P, 4 e By,

XeFon
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where Tr : Fon — Fy is the absolute trace function. The (vectorial) Walsh transform
We(a,b) of a function f : Fon — Fon at (a,b) € Fon x Fan is the Walsh-Hadamard

transform of its component function Tr(bf(X)) at a, that is,

We(a,b) = Z (—1) A X)+aX),

XEF277,

The nonlinearity, denoted by N'L(f), of the function f is defined by

NL(F) =2 =5 max  Wi(a,b)].

2 (a,b)€F%, xFon

In Chapter 4, the first part deals with the cDU of two classes of permutation polyno-
mials. The first class of permutation polynomials is in fact a class of involutions which
has been used by Beierle and Leander [3] to construct a class of differentially 4-uniform
functions with trivial nonlinearity. We give the ¢cDDT entries of this class of involutions
explicitely, for all ¢ # 0,1. The second class of permutations is a class of differentially
4-uniform functions introduced by Tan et. al [55]. We give a bound for the ¢cDU of this
class of permutations.

The second part of the thesis is devoted to another cryptographic property of func-
tions over finite fields called Boomerang uniformity (BU). The BU is connected to the
boomerang attack against block ciphers introduced by Wagner [57]. The boomerang at-
tack may be thought of as an extension of the differential attack [4]. In order to analyze
the boomerang attack in a better way, and analogously to the DDT concerning differen-
tial attack, Cid et al. [19] introduced the notion of boomerang connectivity table (BCT).
Further, to quantify the resistance of a function against the boomerang attack, Boura and
Canteaut [8] introduced the concept of boomerang uniformity (BU), which is the maxi-
mum value in the BCT excluding the first row and first column. For effectively computing
the entries in the BCT, Li et al. [37] proposed an equivalent formulation as follows. For
any a,b € F,, the BCT entry of the function f at point (a,b), denoted by By(a,b), is the

number of solutions in IF, x [F, of the following system of equations

f(X+a)— f(Y +a)=0.
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The BU of the function f, denoted by By, is given by
By = max{Bj(a,b) | a,b € F,}.

In Chapter 4, the second part is devoted to the BU of the class of involutions given by
Beierle and Leander [3] and the class of differentially 4-uniform permutations introduced
by Tan et. al [55]. For the class of involutions, we explicitely compute the BCT entries
and show that there are only two values for the BCT entries. For the class of differentially
4-uniform permutations, we give bound for its BU.

Cid et al. [19] (see also [42]) showed that for any function f and for any (a,b) € F, xF,,
the BCT entry is greater than or equal to the corresponding DDT entry. In fact, the
authors Cid et al. [19] (see also [42, Theorem 1]) showed that for permutation functions f,
Ay < By. Cidet. al [19, Lemma 4] also showed that for APN permutations, the BCT is the
same as the DDT, except for the first row and the first column. Thus, APN permutations
offer an optimal resistance to both differential and boomerang attacks. However, over
finite fields Fon with n even, which is the most interesting case in cryptography, the only
known example of APN permutation is due to Dillon [10] over Fas. The existence of APN
permutations over Fon, n > 8 even, is an open problem and often referred to as the Big
APN Problem. Therefore, over Fan, n even, the functions with DU and BU four offer the
best (known) resistance to differential and boomerang attacks. So far, there are six classes
of permutations over Fon, n even, with boomerang uniformity 4 (see [8, 37, 38, 39, 42, 56]).

In Chapter 5, we give a class of power functions (non-permutation) having boomerang
uniformity 4. This is the first example of a non-permutation function with boomerang
uniformity 4. We also show that for this class of power maps Ay > By. To the best of
our knowledge this is the first such example of a class of functions (non-permutation).

Recently, Stanica [51] extended the notion of BCT and BU and defined the c-boomerang
connectivity table (¢cBCT) and c-boomerang uniformity (¢cBU) for an arbitrary polyno-
mial function f over F,, for any ¢ # 0 € F,. Let a,b € IF;, then the entry of the cBCT at
(a,b) € F, xF,, denoted as .By(a,b), is the number of solutions in F, x F, of the following

system
FOX) = ef(Y) =1
f(X+a)—cHf(Y +a) =0
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The ¢BU of f is defined as
By =max {Bf(a,b) | a,b € F;}.

In yet another recent paper, Stanica [52] further studied the ¢cBCT and gave an elegant
description of the ¢cBCT entries of the power maps in terms of double Weil sums. He
further simplified his expressions for the Gold function X P+ Gyer Fpn, forall 1 <k <n
and p odd.

In Chapter 6, we extend the work of Stanica [52] to the finite fields of characteristic
2. More precisely, we give a complete description of the cBCT for the Gold function over
finite fields of even characteristic, by using double Weil sums. In the process we generalize

a result of Boura and Canteaut [8] for the classical BU.



Chapter 2

Dembowski-Ostrom Polynomials and

Reversed Dickson Polynomials

In this chapter, we give a complete classification of Dembowski-Ostrom (DO) polynomials
arising from the composition of reversed Dickson polynomials (RDPs) of the (m + 1)-th
kind and the monomial X% where d is a positive integer, in odd characteristic, and
we further characterize planar functions among these DO polynomials. DO polynomials
do not have any constant term. We shall, therefore, consider the polynomials 35k,m =
Dim(a, X?) — Dy, n(a,0) for the purpose of classifying DO polynomials. Notice that ’)Shm

is given by

~ k—mi(k—1 k2
Qk,mzz - ( ; )(—Xd)zak 2

For the sake of simplicity, we shall denote @k,O’ ZA)M, i\)k,g, i\)k’g, and ’}ZA);CA by @k, @k,
§k, QAﬁk and S%k, respectively. This chapter has been organized as follows. In Section 2.1,
we state some lemmas that will be used in the subsequent sections. In Sections 2.2, 2.3,
2.4 and 2.5, we classify DO polynomials from @k, @k, (’ASk and 5k, respectively. The case
m > 5 has been considered in Section 2.6. In Section 2.7, we consider the planarity of
DO polynomials obtained in the previous sections. The complete list of DO polynomials
derived from reversed Dickson polynomials is given in Section 2.8.

Throughout this chapter, we always assume that p is an odd prime, d is a positive

integer, and 7, 5, k, {,m,n, s, t,a, 5,7, 6 are nonnegative integers unless specified otherwise.

10
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2.1 Some Useful Lemmas

As alluded earlier, we shall first classify DO polynomials derived from the composition of
RDPs of the (m + 1)-th kind and the monomial X¢, where d is a positive integer. Since
DO polynomials are closed under the composition with the monomial X7, it would be
sufficient to consider the cases when ged(d, p) = 1. One may also note that the monomial
X4 where r is positive integer, is a DO monomial if and only if 7d = p®(p® + 1) for some
nonnegative integers a and 3. Here, 3 is the highest exponent of p such that p® | r. It
is obvious that whenever ged(r,p) = 1, we must have § = 0. In what follows, we shall
invoke these assumptions and conventions as and when required.

We now present some lemmas which will be useful in the sequel.

Lemma 2.1.1. Let d be a positive integer and p > 3 be a prime such that ged(d,p) = 1.
Assume that the coefficients of X% and X?¢ in the polynomial @km are non-zero. Then

the polynomial @km is not a DO polynomial.

Proof. Assume that p > 3 and the coefficients of X¢ and X2 in the polynomial D k,m are
non-zero. Therefore, if @km is a DO polynomial then d = p® + 1 and 2d = p” + 1. Thus,
we have 2p® + 1 = p”, which is true if and only if « = 0, 3 = 1 and p = 3. This is a

contradiction to our assumption that p > 3, hence D k.m is not a DO polynomial. O

Lemma 2.1.2. Let d be a positive integer and p > 5 be a prime such that ged(d,p) = 1.
Assume that the coefficients of X% and X3¢ in the polynomial @km are non-zero. Then

the polynomaial @km is not a DO polynomial.
Proof. The proof follows using a similar reasoning as in the proof of Lemma 2.1.1. m

Lemma 2.1.3. Let d be a positive integer and p > 3 be an odd prime such that ged(d, p) =
1. Assume that the coefficients of X3¢ and X*? in the polynomial @km are non-zero. Then

the polynomaial @km s not a DO polynomial.
Proof. The proof is along the similar line as in the proof of Lemma 2.1.1. m

Lemma 2.1.4. Let p = 3 and d be a positive integer such that ged(d,3) = 1. Assume that
the coefficients of X% and X*? in the polynomial @km are non-zero. Then the polynomial

@k,m 1s not a DO polynomial.
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Proof. The proof follows by using a similar argument as in Lemma 2.1.1. n

Now we recall the following lemma from [36, Proposition 6.39], which will be used

later.

Lemma 2.1.5. (Legendre’s formula) For any nonnegative integer w and any prime p,

E,(w!) the largest exponent of p that divides w! is given by

Ey(w!) = i FJ =%

— L p—1

where w, 1s the sum of the digits in the representation of w to the base p.

2.2 DO Polynomials from RDPs of the First Kind

Before we begin the classification of DO polynomials from RDPs of the first kind, we shall
slightly deviate and prove the following proposition that readily gives DO polynomials
arising from RDPs of the (m + 1)-th kind when the parameter a is zero.

Proposition 2.2.1. The polynomial Dy, (0, X?) is DO if and only if k is even, m % 2
(mod p) and kd is of the form 2p’(p' + 1), where 1,7 > 0.

Proof. We know that

if k is odd;
Dy (0, X%) =
k

(2 —m)(=X9)

if k is even.

Clearly, Dy ,,(0,X?) is a DO polynomial if and only if k is even, m # 2 (mod p) and
kd = 2p/ (p' + 1). O

In view of Proposition 2.2.1, we shall assume that a is non-zero for the rest of the
chapter. We now consider RDPs of the first kind. For a # 0, we write X = Y(a —Y)

with an indeterminate Y € F 2. Then

Dio(a, X) =Y* + (a —Y)*;
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see [29, Section 2]. Also, we have Dy (a,0) = a*. Since Dy,0(a, X) = (Dgo(a, X))? and
Dipo(a,0) = (Dyo(a,0))?, we have Dy, = @z, where

5] .
~ k k—1 - .
Dj = Dyola, X*) = Dyo(a,0) = < , )(—Xd)lak—%.

k—1i 7

i=1
Since @kp = @i, it would be sufficient to consider the cases when ged(k,p) = 1. The
following theorems give a complete classification of DO polynomials from polynomial @k

for k£ odd and k even, respectively.

Theorem 1. Let g be a power of an odd prime p, a € F, and k odd. The polynomial @k
is a DO polynomial over I, if and only if one of the following holds.

(i) p=3, d=2p", k = 5p, 7p’, where £,t > 0.
(i) p> 3, d=p'(p*+1), k = 3p*, where {,;t,a > 0.

Proof. The sufficiency of the theorem is straightforward. It only remains to show the

necessity. Notice that when k is odd, then

@k — —k:Xdak_Q + MXQdak—4 o (k — 4)(k _ 5)kX3dak_6+

2 3 2.1)
o (k= k(k+1) o . B -

Since ged(k, p) = 1, the first term —ka*~2X? in D;, will always exist. Thus, if Dy, is a DO
polynomial then d = p/(p’ + 1). Since ged(d, p) = 1, we have j = 0. Therefore, we shall
always take d = p' + 1. Now we consider two cases, k # 3 (mod p) and k = 3 (mod p).
Case 1. Let k # 3 (mod p). In this case, the coefficient of the second term in (2.1)
is non-zero. Therefore, if @k is a DO polynomial, then 2d = p?(p® + 1) and d = p’ + 1.
Since p is odd and ged(d, p) = 1, f = 0. Hence, the first equation reduces to 2d = p* + 1.
Combining these two equations, we obtain 2p’ + 1 = p®, which is true if and only if
p=3, a=1,1=0 and d = 2. Therefore, in this case, we shall always assume that
p=3and d = 2. For k =5 and £k = 7, the polynomials ’}35 = a3X? + 2aX* and
D, = 26°X2? + 2a3X* + 2aX5, are clearly DO polynomials. Now we claim that when
p=3and k > 7 is odd, D, is never a DO polynomial. Since ged(k,3) = 1, we have only

two cases to consider, namely, K = 2 (mod 3) and £ =1 (mod 3).
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In the case kK =2 (mod 3), consider the second last term in (2.1) which is given by

(_1)% (k B 1)2]1(1{: + 1) &3 kaS'

If the coefficient of the second last term in (2.1) is non-zero, then we claim that (k — 3)
cannot be written as 3" 4+ 3/ for some nonnegative integers i and j. On the contrary
assume that &k — 3 = 3" + 3/, which implies kK —2 = 3 + 3/ + 1. Since k¥ = 2 (mod 3),
k—2=3+3 +1ifandonlyifi = j = 0. But i = j = 0 implies k¥ = 5, which is a
contradiction to our assumption that k£ > 7. Therefore @k is not a DO polynomial in this
case.

Now assume that the coefficient of the second last term in (2.1) is zero. In this case,
we shall show that the fourth term always exists. Note that the fourth term contains the
monomial X® whose exponent cannot be written as 3¢ + 37 for some nonnegative integers

¢ and j. The coefficient of the fourth term is given by

k(k—5)(k—6)(k—7) . g
50 ats, (2.2)

Since ged(k,3) = 1, we have 31 k and 31 (k — 6). Since k = 2 (mod 3), where k is
odd and greater than 7, (k—5)(k —7) is a multiple of 24, i.e. (k—5)(k—7) = 24b, where
b is an integer. Then the coefficient of the fourth term in (2.2) becomes k(k — 6)b.

Now we show that 3 t b. On the contrary, assume that 3 | b. Then we have, (k —
5)(k — 7) = T2e for some integer e. Since k = 2 (mod 3), write k£ = 3e; — 1 for some
integer e;. Recall that the second last term in (2.1) vanishes. By substituting 3e; — 1 for
k in the coefficient of the second last term, we obtain e; = 0 (mod 3). Let e; = 3n; for
some integer ny. Then k =3e; —1=9n; — 1= —1 (mod 9). From (k —5)(k —7) = 72e
and k = —1 (mod 9), we have 3 = 0 (mod 9), which is a contradiction. Therefore, our
assumption that 3 | b is wrong, and hence the coefficient of X® is non-zero. Therefore,
when the second last term in (2.1) vanishes, Dy, is not a DO polynomial.

In the case k = 1 (mod 3), we first look at the fourth term. Recall that the fourth
term contains the monomial X® whose exponent cannot be written as 3¢ + 37 for some
nonnegative integers i and j. If the coefficient of the fourth term given in (2.2) is non-zero,

then clearly @k is not a DO polynomial. In the case of the coefficient of the fourth term
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is zero, we claim that the coefficient of the 7th term, which contains the monomial X4,

is non-zero. The coefficient of the 7th term is given by

k(k —8)(k—9)(k —10)(k — 11)(k — 12)(k — 13)@,6714
7! '

It is clear that the exponent of the monomial X'* cannot be written as 3° + 3/ for
some nonnegative integers i and j. Since k is odd and k¥ = 1 (mod 3), it is clear that
3| (k—10),6| (k—13),9¢ (k—10) and 124 (k—13). Also, 31 k, 31 (k—9), 31 (k—12),
31 (k—8) and 31 (k— 11). Therefore, the coefficient of the 7th term is non-zero. Hence,
in the case of the coefficient of the fourth term is zero, @k is not a DO polynomial.

Case 2. Let k = 3 (mod p). In this case, notice that if p = 3, then £ = 0 (mod 3),
which is a contradiction as ged(k,p) = 1. Therefore we shall assume that p > 3. For
k = 3, the polynomial @3 = —3aX? is a DO polynomial if and only if d = p’ + 1. For
k > 3, consider the third term in (2.1), which contains the monomial X3¢. Since k = 3
(mod p), k # 4,5 (mod p). Hence the coefficient of the third term is non-zero. Thus, if
D, is a DO polynomial, then d = p' 4+ 1 and 3d = p/ + 1. Combining these two equations,
we have 3p' + 2 = p?, which is true if and only if i =0, j = 1, p = 5 and d = 2. Notice
that the coefficient of last term in (2.1), which contains the monomial X*~!, is non-zero.
Thus, if Dy is a DO polynomial then k — 1 = 5/(5" +1). Since k = 3 (mod 5), k # 1
(mod 5), and hence j = 0. Also, notice that if ¢ = 0 then k£ = 3, which is a contradiction
as k > 3. Therefore k — 1 = 5 + 1 which implies that ¥ = 2 (mod 5), a contradiction as
k =3 (mod 5). Therefore for k > 3, @k is never a DO polynomial. This completes the
proof. O]

Theorem 2. Let q be a power of an odd prime p, a € F, and k even. The polynomial @k

is a DO polynomial over I, if and only if one of the following holds.
(i) d=p'(p*+1), k = 2p°, where {,t,a > 0.
(i) p=3, d =2p', k = 4p*, where {,t > 0.

Proof. The sufficiency of the theorem is straightforward. It only remains to show the
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necessity. Notice that when k is even, then

@k — _kaF 22X 4 k(k — 3)ak—4X2d _ k(k —4)(k — 5)ak‘6X3d
’ .2 . 0 . N (2.3)
oo (=1)2 Zcﬂxd(a—l) +(-1D2-2-X>=.

Since ged(k, p) = 1, the first term —ka*~2X? in @k will always exist. Thus, if @k isa DO
polynomial, then d = p?(p’ + 1). Since ged(d,p) = 1, we have j = 0. Therefore, we shall
always take d = p' + 1. When k = 2, the polynomials D, = —2XP"+! is clearly a DO
polynomial. For k > 4, we consider two cases, k Z 3 (mod p) and & = 3 (mod p).

Case 1. Let k # 3 (mod p). In this case, the coefficient of the second term in (2.3),
which contains the monomial X?¢, is non-zero. Thus, if @k is a DO polynomial, then
2d = p’(p® + 1) and d = p’ + 1. Since p is odd and ged(d,p) = 1, we have 3 = 0.
Combining these two equations, we obtain p = 3,7 = 0, = 1 and d = 2. Therefore
in what follows, we shall take p = 3 and d = 2. In the case £k = 4, the polynomial
334 = 2a>X? + 2X* is clearly DO polynomial.

Now for k > 4, even and k #Z 3 (mod 3), we claim that @k is not a DO polynomial.
Consider the fourth term, which contains the monomial X®. It is clear that 8 cannot be
written as 3' 4+ 3/ for some nonnegative integers i and j. If the coefficient of the fourth
term in (2.2) is non-zero, then D), is not a DO polynomial. Now consider the case where
the coefficient of the fourth term is zero. Note that the coefficient of the last term in (2.3),
which contains the monomial X*, is always non-zero. Thus, if i\)k is a DO polynomial,
then k = 3' 4+ 1. Clearly, i # 0, otherwise k = 2, a contradiction. If i > 0, then k = 1
(mod 3). Now consider the second last term in (2.3), which contains the monomial X*2.
Clearly, the coefficient is non-zero as ged(k,3) = 1. If @k is a DO polynomial and k£ =1
(mod 3), then k —2 = 37 + 1. If i = 0 then k = 4, which is a contradiction since k > 4.
If i > 0, then k = 3" + 3. This contradicts the assumption that ged(k, 3) = 1. Thus D, is
not a DO polynomial in this case.

Case 2. Let k = 3 (mod p). In this case, if p = 3, then k¥ = 0 (mod 3), which is a
contradiction as ged(k,p) = 1. Therefore, we shall always consider p > 3. Notice that
the coefficient of the last term in (2.3), which contains the monomial X %', is non-zero.
Thus, if D, is a DO polynomial, then %d =p?(p*+1) and d = p’ + 1. Since ged(k,p) =1
and ged(d,p) = 1, B = 0. Hence, the first equation reduces to kd = 2p* + 2. Combining
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these two equations, we get kp® + k = 2p® + 2. If i = 0, then k = p® + 1, which implies
k=2 (mod p) or k=1 (mod p) depending on whether v = 0 or @ > 0, respectively, a
contradiction. If 4 > 0, then o > 0, otherwise k(p’ + 1) = 4, which is a contradiction as

p > 3. Therefore k =2 (mod p), a contradiction. This completes the proof. [

2.3 DO Polynomials from RDPs of the Second Kind

Recall that Dy 1(a, X?) — Dy.1(a,0) is denoted by &, where

@k _ (1 _ k:)ak_QXd—i— (k_z)(‘k _3)ak—4X2d_ (k_ 3)(k;4)(k — 5)ak_6X3d—|—~~~ '
(2.4)

The following theorems give necessary and sufficient conditions for RDPs of the second

kind to be DO polynomials for p = 3 and p > 5, respectively.

Theorem 3. Let g be a power of the odd prime p =3 and a € F. The polynomial @k 18
a DO polynomial over F, if and only if one of the following holds.

(i) k=2,3,5,6 and d = p'(p® + 1), where o, t > 0.
(ii) k=4 and d = p'(p* + 1)/2, where o, t > 0.
(i) £ =17,10,13,19 and d = 2p*, where t > 0.
(iv) k=15 and d = 4p*, where t > 0.

Proof. The sufficient part of the theorem is straightforward, therefore, we only prove the
necessary part. If the polynomials & = —X% & = —2aX? and € = 2a3X? are DO
polynomial, then d is of the form p® + 1. Similarly, the polynomial @4 = X% is a DO
polynomial only if d is of the form (p® + 1)/2. If the polynomial E = a*X?+2X% is a
DO polynomial, then d = 3% + 1 and 3d = 3!(3° 4 1). Since 3! | 3, ¢t = 1. Therefore, & is
a DO polynomial only if d is of the form p* 4+ 1. The polynomial @7 = a3X? + 2aX3 is
a DO polynomial only if 2d = 3% + 1 and 3d = 3(3” + 1). Since 3 | 3, ¢t = 1. Combining
these two equations, we obtain § = 0, « = 1 and d = 2. For k > 8, we shall treat all

possible cases depending on the value of £ modulo 9.
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Case 1. Let £k =2,8 (mod 9). In this case, k =2 (mod 3), therefore, k Z 1 (mod 3)

and hence the coefficient of X7 in (2.4), is non-zero. Now, consider the fourth term

(k= 9k =5)(k = 6)(k = T) s yua

m (2.5)

It is clear that 31 (k —4), 31 (k—6) and 3 1 (k— 7). Also, since k = 2,8 (mod 9),
k # 5 (mod 9), and hence the highest exponent of 3 which divides the numerator of the
coefficient of fourth term is 1. By Lemma 2.1.5, the highest exponent of 3 which divides 4!
is 1. Therefore, coefficient of the fourth term is non-zero and /Q\Ek is not a DO polynomial
by Lemma 2.1.4.

Case 2. Let £ =0,3 (mod 9). In this case, k = 0 (mod 3) and hence, the coefficient
of X4 in (2.4) is non-zero. Now consider the fourth term as given in (2.5) again. Following
similar arguments as in the Case 1 above, it is easy to see that the coefficient of the fourth
term is nonzero and hence @k is not a DO polynomial by Lemma 2.1.4.

Case 3. Let k =1 (mod 9). In this case, if the polynomial @10 = aS X% qt X34 42X5d
is a DO polynomial, then 2d = 3% + 1, 3d = 3%(3° + 1) and 5d = 3” + 1. Since 3! | 3,
t = 1. Combining the first two equations, we obtain § = 0, = 1 and d = 2. Now,
putting these values in third equation, we have 37 = 9 and v = 2. Similarly, if the
polynomial €9 = a® X 21 +a!¥ X314 24° X5+ 24X% is a DO polynomial, then 2d = 3°+1,
3d =3'(3°+1),5d =3"+1 and 9d = 3°(3° +1). Since 3" | 3 and 3° | 9, we have ¢t = 1 and
s = 2. Combining first, second and fourth equation, we obtain § =0, o =1 and d = 2.
Now, putting these values in third equation, we have 37 = 9 and v = 2. For k > 28, since
k=1 (mod 3), we have k # 0,2 (mod 3), and hence the coefficient of X?? is non-zero.

Now, consider the 11th term

(k—11)(k —12)(k — 13) - - - (k — 19)(k — 20)(k — 21)@’“_22

i (=X, (2.6)

By Lemma 2.1.5, the highest exponent of 3 that divides 11! is 4. In the numerator of the
coefficient of 11th term, (k—13), (k—16),(k—19) =0 (mod 3) and (k—13), (k—16) £ 0
(mod 9). Now, if & # 19 (mod 27), then the highest exponent of 3 which divides the
numerator is 4. Hence the coefficient of X114 is non-zero. Thus, if € is a DO polynomial

then 2d = 3*+1 and 11d = 3°+1. Combining these equations, we have 11-3%49 = 2.35,
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which forces a = 2 and 3% = 54, a contradiction. Therefore, @k is not a DO polynomial
in this case. In the case k = 19 (mod 27), we have k > 46. In this case, consider the 20th

term
(k' — 20)(k — 21)(k — 22) cee (k — 37)(k — 38)(k; — 39)ak_40X20d
20! '

(2.7)

The arguments of Case 1 can be invoked here to shows that the coefficient of X2%¢ is
non-zero. Thus, if /Q\Ek is a DO polynomial, then 2d = 3%+ 1 and 20d = 3° +1. Combining
these equations, we have 10-3% 49 = 37, which forces a = 2 and 37 = 99, a contradiction.
Therefore, @k is not a DO polynomial in this case.

Case 4. Let k =4 (mod 9). In this case, if the polynomial E13 = a® X243 X544 X5

is a DO polynomial, then 2d = 3% + 1, 5d = 3° + 1 and 6d = 3!(3" + 1). Since 3! | 6,

= 1. Combining these equations, we obtain a = 1, § = 2 and d = 2. Now, for k > 22,
since k =1 (mod 3), we have k # 0,2 (mod 3), and hence the coefficient of X?? in (2.4)
is non-zero. Now, consider the 11th term as given in (2.6). By Lemma 2.1.5, the highest
exponent of 3 that divides 11! is 4. In the numerator of the coefficient of 11th term,
(k—13),(k—16),(k—19) =0 (mod 3) and (k—16), (k—19) £ 0 (mod 9). Now if k # 13
(mod 27), then the highest exponent of 3 which divides the numerator is 4. Hence the
coefficient of X' is non-zero. Thus if € is a DO polynomial, then 2d = 3% + 1 and
11d = 3% + 1. Combining these two equations, we have 11 -3% + 9 = 2. 37, which forces
a = 2 and 3° = 54, a contradiction. Therefore @k is not a DO polynomial in this case. In
the case k = 13 (mod 27), k > 22 is equivalent to k > 40. In this case, consider the 20th
term as given in (2.7). By similar arguments as in the Case 1 one may prove that the
coefficient of X2°? is non-zero. Therefore, if & is a DO polynomial, then 2d = 3% + 1 and
20d = 37 4+ 1. Combining these equations, we have 10 - 3* + 9 = 3%, which forces o = 2
and 3° = 99, a contradiction. Therefore @k is not a DO polynomial in this case.

Case 5. Let k=5 (mod 9). In this case, if the polynomial €4 = 20X 4 q2X64 4
X" is a DO polynomial, then d = 3% + 1, 6d = 3/(3° + 1) and 7d = 37 + 1. Since 3! | 6,
t = 1. Combining the first two equations, we obtain &« = 0, 8 = 1 and d = 2. Now putting
these values in third equation, we have 37 = 13, a contradiction. Therefore, @14 is not a

DO polynomial. Now, for k > 23, consider the 10th term

(k—10)(k —11)(k — 12)(k — 13) - - - (k — 17)(k — 18)(k — 19)ak_20X10d
10! '

(2.8)
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By Lemma 2.1.5, the highest exponent of 3 that divides 10! is 4. In the numerator of the
coefficient of 10th term, (k—11), (k—14),(k—17) =0 (mod 3) and (k—11), (k—17) Z0
(mod 9). Now if & # 14 (mod 27), then the highest exponent of 3 which divides the
numerator is 4. Hence the coefficient of X1°? is non-zero. Thus if €, is a DO polynomial,
then d = 3% + 1 and 10d = 3° + 1. Combining these equations, we get 10 - 3% +9 = 35,
which forces a@ = 2 and 37 = 99, a contradiction. Therefore /Q\Ek is not a DO polynomial
in this case. In the case k = 14 (mod 27), k > 23 is equivalent to £k > 41. Now, consider

the 16th term

(k—16)(k —17)(k — 18) - -- (k — 29)(k — 30)(k — 31)ak’32X16d
16! '

(2.9)

By way of similar arguments as done in Case 1, the coefficient of X'%¢ is non-zero. Thus,
if @k is a DO polynomial, then d = 3%+ 1 and 16d = 3° 4+ 1. Combining these equations,
we get 16 - 3% + 15 = 37, which forces o = 1 and 3° = 63, a contradiction. Therefore @k
is not a DO polynomial in this case.

Case 6. Let k=6 (mod 9). In this case, if the polynomial €5 = a'3X? + 2a° X3¢ +
aX" is a DO polynomial, then d = 3%+ 1, 3d = 3%(3” + 1) and 7d = 3" + 1. Since 3! | 3,
t = 1. Combining these equations, we obtain a = 1, v = 3 and d = 4. Now, for k > 24,
consider the 10th term as given in (2.8). One may follow the similar arguments of Case 5
above to shows that if k¥ # 15 (mod 27), the coefficient of X% is non-zero. Therefore &,
is not a DO polynomial in this case. In the case k = 15 (mod 27), k > 24 is equivalent
to k > 42. In this case, consider the 16th term as given in (2.9). Similar arguments as
in the Case 1 show that the coefficient of X'? is non-zero. Therefore @k is not a DO
polynomial in this case.

Case 7. Let Kk =7 (mod 9). In this case k > 8 is equivalent to & > 16. Also, since
k=1 (mod 3), we have k # 0 or 2 (mod 3) and hence the coefficient of X?? in (2.4) is

non-zero. Now consider the 8th term, which is given by

(k—8)(k—9)(k—10)(k — 11)(k — 12)(k — 13)(k — 14)(k — 15)@’“’16X8d
8! '

(2.10)

By following similar arguments as in the Case 1, it is not difficult to prove that the

coefficient of X®¢ is non-zero. Thus, if /(’:’k is a DO polynomial, then 2d = 3% + 1 and
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8d = 37 + 1. Combining these equations, we have 4 - 3% + 3 = 3%, which forces a = 1
and 3% = 15, a contradiction. Therefore @k is not a DO polynomial in this case. This

completes the proof. O

Theorem 4. Let q be a power of an odd prime p > 5 and a € F,. The polynomial @k 18

a DO polynomial over F, if and only if one of the following holds.
(i) k=2,3 and d = p"(p* + 1), where o, n > 0.
(ii) k=17, p="5 and d = 2p", where n > 0.

Proof. 1t is enough to prove the necessary part. If the polynomials @2 = —X? and
@3 = —2aX? are DO polynomial, then d is of the form p® + 1. By Lemma 2.1.1, the
polynomials /(’\34 = —3a?X? + X% and @5 = —4a®*X? + 3aX?! are not DO polynomials.
The polynomial /0\56 = —5a*X? + 6a2X? — X3 is a DO polynomial only if 2d = p® + 1
and 3d = p® 4+ 1. Combining these equations, we get 3p® + 1 = 2p®, which forces o = 0,
p® = 2, a contradiction. Therefore, @6 is not a DO polynomial. For the polynomial
@7 = —6a°X? 4 10a3 X% — 4aX3?, we consider two cases, namely, p = 5 and p > 5. For
p =5, if & = 4a°X? + X3 is a DO polynomial, then d = 5% + 1 and 3d = 5° + 1.
Combining these equations, we have 3 - 5% + 2 = 5%, which forces a = 0, 8 = 1 and
d = 2. For p > 5, /(’\37 = —6a°X? + 10a3X? — 4X3?. Since the coefficients of X% and
X2 are non-zero, Lemma 2.1.1 confirms that @7 is not a DO polynomial. For k > 8, we
shall consider four cases, namely, k # 1,2,3 (mod p), k=1 (mod p), k =2 (mod p) and
k =3 (mod p), respectively.

Case 1. Let k #1,2,3 (mod p). In this case, the coefficients of X and X?? in (2.4)
are non-zero, therefore /Q\Ek is not a DO polynomial by Lemma 2.1.1.

Case 2. Let k=1 (mod p). In this case, we have (k—2),(k—3),(k—4),(k—5) Z£0
(mod p). Therefore, the coefficients of X?¢ and X3? in (2.4) are non-zero. Thus, if ¢, is
a DO polynomial, then 2d = p® +1 and 3d = p® 4+ 1. Combining these equations, we have
3p® + 1 = 2p®, which forces o = 0 and p® = 2, a contradiction. Therefore /Q\Sk is not a DO
polynomial.

Case 3. Let £k = 2 (mod p). In this case, the coefficient of the first term in (2.4),
which contains the monomial X, is non-zero. Now we consider two cases, namely, p = 5

and p > 5. In the case p = 5, k > 8 is equivalent to £ > 12. We now show that if k £ 7
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(mod 25), then the sixth term exists whose coefficient is given by

(k —6)(k —T)(k —8)(k — 9)(k —10)(k —11) ;1>
6!

Since k = 2 (mod 5), we have (k — 6), (k — 8),(k —9), (k — 10), (k — 11) # 0 (mod 5).
Also, if k # 7 (mod 25), then the highest exponent of 5 which divides the numerator
is 1. By Lemma 2.1.5, the highest exponent of 5 that divides 6! is 1. Therefore the
coefficient of X% is non-zero. Thus, if @k is a DO polynomial, then d = 5% + 1 and
6d = 5° 4+ 1. Combining these equations, we have 6 - 5* + 5 = 57, which forces o = 1
and 5° = 35, a contradiction. Therefore @k is not a DO polynomial in this case. Now if
k =7 (mod 25), then the condition k& > 12 is equivalent to £ > 32. In this case, using
the similar arguments, we can show that the coefficient of X3 is non-zero. Thus, if @k is
a DO polynomial, then d = 5% + 1 and 8d = 5° + 1. Combining these equations, we have
8.5+ 7 = 5%, which forces @ = 0 and 5° = 15, a contradiction. Therefore /Q‘Ek is not a
DO polynomial in this case. In the case p > 5, since k = 2 (mod p), we have k £ 1,3,4,5
(mod p). Hence the coefficients of X and X3¢ in (2.4) are non-zero, therefore &, is not
DO polynomial by Lemma 2.1.2.

Case 4. Let k = 3 (mod p). In this case, the first term (1 — k)X in (2.4) does not
vanish. Now we consider two cases, namely, p = 5 and p > 5. In the case p = 5, since
k=3 (mod 5), we have k # 0,1,2,4 (mod 5), and hence the fourth term as given in (2.5)
does not vanish. Therefore, if @k is a DO polynomial, then d = 5° + 1 and 4d = 57 + 1.
Combining these equations, we have 4 - 5 + 3 = 5/, which forces i = 0 and 5/ = 7, a
contradiction. Therefore /Q\Ek is not a DO polynomial in this case. In the case p > 5, since
k = 3 (mod p), we have (k —1),(k —4),(k—5),(k—6),(k—7),(k—8),(k—9) £ 0
(mod p). Therefore, the fourth term as given in (2.5) and the fifth term whose coefficient

is given by

(k —5)(k —6)(k = 7)(k — 8)(k —9) 110
5! ’

do not vanish. Thus, if & is a DO polynomial, then d = p® + 1, 4d = p® + 1 and
5d = p” +1. Combining the first two equations, we have 4p® 43 = p?, which forces a = 0,
B =1, p=7T7and d = 2. Now putting these values in third equation, we have 77 = 9,
a contradiction. Therefore /Q\Ek is not a DO polynomial in this case. This completes the

proof. O]
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One may recall from [58, Theorem 3.1] that RDPs of the second kind and RDPs of
the third kind admit the following relationship

Dm(a, X) = CLDk,L1 (CL, X)

Thus, it is obvious that §k is a DO polynomial whenever @k,l is a DO polynomial.
Consequently, the classification of DO polynomials from RDPs of the third kind § i follows

immediately. In view of this, we shall consider RDPs of the fourth kind in the next section.

2.4 DO Polynomials from RDPs of the Fourth Kind

Recall that Dy, 3(a, X?) — Dy.3(a,0) is denoted by 8k, where

@k =(3- k,)ak—QXd + (k — 3)2(k — G)Gk—4X2d _ (k — 4)(1{7; 5)(k — g)ak—6X3d NI
(2.11)

Also, from (1.3), it is easy to see that &, = Dy (mod 3). Therefore, for p = 3, ®, is a DO
polynomial whenever D, is a DO polynomial and the classification of DO polynomials
from D « has already been discussed in Section 2.2. Therefore, throughout this section, we
consider p > 5. The following theorem gives a complete classification of DO polynomials

derived from QAik

Theorem 5. Let q be a power of an odd prime p > 5 and a € F;. The polynomial QAik 18

a DO polynomial over F, if and only if one of the following holds.
(i) k=2 and d = p'(p™ + 1), where o, t > 0.
(i) k=6,11, p="5 and d = 2p', where t > 0.

Proof. 1t is enough to prove only the necessary part. If the polynomial QASQ = X%is a DO
polynomial, then d = p* + 1. The polynomial @3 is the zero polynomial and hence it is
not a DO polynomial. The polynomials 6\54 = —a?X? - X2 6\55 = —2a3X9 — aX?* and
GA57 = —4a°X? + 2a®>X?? 4 2aX3? are not DO polynomials by Lemma 2.1.1. In the case
of the polynomial @6 = —3a*X? + X3 we consider two cases, namely, p = 5 and p > 5.

In the case p = 5, if ® is a DO polynomial, then d = 5 + 1 and 3d = 5 + 1. Combining
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these equations, we have 3-5'4+2 = 5/, which is true if and only if i = 0, j = 1 and d = 2.
When p > 5, (’A56 is not a DO polynomial by Lemma 2.1.2. For k > 8, we consider two
cases, namely, p =5 and p > 5.

Case 1. Let p > 5. Note that when k # 3,6 (mod p), the coefficients of X and X2¢
in ®, are non-zero. Therefore, &, is not a DO polynomial by Lemma 2.1.1. In the case
k =3 (mod p), the coefficient of X3? is non-zero and also, the coefficient of X* in &,

given by
(k —5)(k = 6)(k —T)(k —12) ;s
4]

is non-zero. Therefore, @k is not a DO polynomial by Lemma 2.1.3. When k£ =6 (mod p),
the coefficients of X% and X3? in @k are non-zero, therefore, @k is not a DO polynomial
by Lemma 2.1.2.

Case 2. Let p = 5. Notice that when k # 1,3 (mod 5), the coefficients of X
and X?¢ in @k are non-zero, therefore (/’\51@ is not a DO polynomial by Lemma 2.1.1. In
the case k = 3 (mod 5), the coefficients of X3¢ and X*¢ in &, are non-zero, therefore
@k is not a DO polynomial by Lemma 2.1.3. For k& = 1 (mod 5), if the polynomial
GA511 = 2a°X? + a®X3? + 4aX5? is a DO polynomial, then d = 5 + 1, 3d = 5% + 1 and
5d = 5'(57 + 1). Since 5" | 5, t = 1. Thus, by combining these equations, we obtain
a=0,8=1and d=2. For k > 16, since k =1 (mod 5), we have k #Z 0,2,3,4 (mod 5)
and hence the coefficient of X3¢ in @k is non-zero. Now consider the 6th term whose

coefficient is given by

(k—7)(k—8)(k—9)(k—10)(k — 11)(k — 18)@,6_12
6! '

By Lemma 2.1.5, the highest exponent of 5 which divides 6! is 1. Also, if £ # 11 (mod 25),
then highest exponent of 5 that divides the numerator of coefficient of X% is 1, hence
the coefficient of X% is non-zero. Thus, if &, is a DO polynomial, then 3d = 5% + 1 and
6d = 5° + 1. Combining these equations, we get 2 - 5% 4+ 1 = 5%, which forces a = 0 and
5% = 3, a contradiction. Thus (?51{ is not a DO polynomial in this case. In the case k = 11

(mod 25), consider the 11th term whose coefficient is given by

(k—12)(k —13)--- (k —19)(k — 20)(k — 21)(k — 33)@’“_22
11! '
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It is easy to verify that the coefficient of X4 is non-zero. Thus, if  is a DO polynomial,
then 3d = 5*+1 and 11d = 5° + 1. Combining these equations, we have 11-5%48 = 3-55,
which forces & = 0 and 3 - 5% = 19, a contradiction. Thus @k is not a DO polynomial in

this case. n

2.5 DO Polynomials from RDPs of the Fifth Kind

Here we consider RDPs of the fifth kind. Recall that Dy 4(a, X%) — Dy.4(a,0) is denoted
by ?)k, where

(k= 3)(k=8) (s pos k= DE=5)k=12) g ar

S 1 k—2y-d

(2.12)

It is easy to see from (1.3) that B = & (mod 3), thus for p = 3, 9y is a DO polynomial

whenever @k is a DO polynomial. Thus, throughout this section, we take p > 5.

Theorem 6. Let q be a power of an odd prime p > 5 and a € F,. The polynomial S?Jk 18

a DO polynomial over F, if and only if one of the following holds.
(i) k=2,3 and d = p'(p* + 1), where a, t > 0.
(ii) k=4 and d = p'(p™ + 1)/2, where a, t > 0.

Proof. The sufficiency of the theorem is straightforward. It only remains to show the
necessity. If the polynomials 5%2 = 2X? and 5%3 = aX? are DO polynomials, then d =
p®+1. Similarly, if the polynomial H1=—2Xisa DO polynomial, then d = (p* + 1)/2.
In the case of polynomials Hs = —aPX? — 3aX?, He = —2a X9 — 3a2X2 £ 2X3 and
5%7 = —3a°X? — 2a3X?? 4 aX>?, the coefficients of X% and X?? are non-zero. Therefore,
5%5, 5%6 and 5%7 are not DO polynomials by Lemma 2.1.1. The polynomial 5%8 = —4a8X9+
8a2X34—2X* is not a DO polynomial by Lemma 2.1.3. If the polynomial g = —5a” X%+
3a° X% + 10a®> X3 — 7aX*? is a DO polynomial, then 2d = 5 + 1 and 4d = 5° + 1.
Combining these equations, we get 2 - 5% + 1 = 5% which forces o = 0, 5° = 3, a
contradiction. Thus 5%9 is not a DO polynomial. For k£ > 10, we consider two cases, p =5

and p > 5.
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Case 1. Let p = 5. Notice that when k # 3,4 (mod 5), the coefficients of X% and
X% in S%k are non-zero, therefore, S%k is not a DO polynomial by Lemma 2.1.1. In the

case k = 3 (mod 5), the coefficients of X? is clearly non-zero and also, the coefficient of

X4 in 5k given by
(k —4)(k = 5)(k —6)(k —T) s
4!

is non-zero. Thus, if ;‘73k is a DO polynomial, then d = 5% + 1 and 4d = 5° +1. Combining
these equations, we have 4 - 5% + 3 = 57, which forces a = 0 and 57 = 7, a contradiction.
Thus ), is not a DO polynomial in this case. When k& = 4 (mod 5), the coefficient of
X2 in §,, is non-zero. Also, if k £ 9 (mod 25), the coefficient of X in oy given by

(k —6)(k — 7)(k — 8)(k — 9)(k — 20) 1 10
5!

is non-zero. Thus, if H; is a DO polynomial, then 2d = 5% + 1 and 5d = 5157 +1).
Since 5! | 5, t = 1 and hence, the second equation reduces to d = 5° + 1. Combining
these equations, we have 2 - 5% + 1 = 5%, which forces f = 0 and 5% = 3, a contradiction.
Thus §), is not a DO polynomial. In the case k = 9 (mod 25), the condition k& > 10 is

equivalent to k > 34. Now consider the 9th term whose coefficient is given by

(k—10)(k —11)(k —12)--- (k — 16)(k — 17)(k — 36) ,_1g
ol “ o
Since k =9 (mod 25), we have k # 14 (mod 25). Hence the highest exponent of 5, which
divides the numerator is 1. By Lemma 2.1.5, highest exponent of 5, which divides 9! is
1. Therefore, the coefficient of X°? is non-zero. Thus, if 51@ is a DO polynomial, then
2d = 5%+ 1 and 9d = 5° + 1. Combining these two equations, we have 9 -5 +7 = 2. 57,
which forces o = 0 and 5° = 8, a contradiction. Thus .S%k is not a DO polynomial.

Case 2. Let p > 5. Notice that when k # 3,4,8 (mod p), the coefficients of X¢ and
X2 in S%k are non-zero, therefore S%k is not a DO polynomial by Lemma 2.1.1. In the
case k = 3,8 (mod p), the coefficients of X¢ and X3? in 9, are non-zero, therefore 9y is
not a DO polynomial by Lemma 2.1.2. When k& = 4 (mod p), the coefficients of X?? and
X4 in §, are non-zero. Thus, if H, is a DO polynomial, 2d = p® + 1 and 4d = p® + 1.
Combining these equations, we have 2 - p® + 1 = p?, which forces @« = 0 and p® = 3, a

contradiction. Thus, 5%k is not a DO polynomial. This completes the proof. O
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2.6 The Case m >5
For m > 5, we shall classify DO polynomials from the polynomial D k.m, Where

Dy = (m — k)ak—QXd I (k—3)(k— 2m)ak—4X2d
’ 2 (2.13)

(k — 4)(k —3‘5)(16 —3m) k6ysd

From (1.3), it is straightforward to see that for p = 3, @km = @k, @k, and §k, whenever
m = 0,1 and 2 (mod 3), respectively. Similarly, for p > 5, @k’m = 5/&; /Q\Ek,§k, @k and S%k,
whenever m = 0,1,2,3 and 4 (mod p), respectively. Thus the only cases that remain to
be considered are p > 5 and m # 0,1,2,3,4 (mod p) for which we have the following

theorem.

Theorem 7. Let q be a power of an odd prime p > 5 and a € F;. The polynomial
gjk,m where m #0,1,2,3,4 (mod p) is a DO polynomial over F, if and only if one of the

following holds.

(i) k=2,3 and d = p'(p* + 1), where o, t > 0.

(ii) k=5, m=5 (mod p) and d = p'(p* + 1)/2, where a, t > 0.
(i) k=5,2m =5 (mod p) and d = p'(p* + 1), where a, t > 0.

Proof. Only sufficiency of the theorem is required to be proved. If the polynomials @gm =
(m—2)X? and 53,7” = (m—3)aX? are DO polynomials, then d is of the form p®+1. The
polynomial @4’,,1 = (m —4)a®?X? + (2 —m)X?? is not a DO polynomial by Lemma 2.1.1.
In the case of the polynomial @B,m = (m —5)a’X? + (5 — 2m)aX?@, we consider three
cases, namely, m = 5 (mod p), 2m = 5 (mod p) and m,2m # 5 (mod p). In the case
m =5 (mod p), if Dsm = —5aX2? is a DO polynomial, then d is of the form (p* + 1)/2.
When 2m =5 (mod p) and if 2‘557,” = (m —5)a*X? is a DO polynomial, then d is of the
form p®+1. In the case m,2m # 5 (mod p), Ds.m = (m—5)a3 X+ (5—2m)aX? is not a
DO polynomial by Lemma 2.1.1. For k > 6, we consider four cases, namely, k # 3, m,2m
(mod p), k=3 (mod p), k =m (mod p) and k = 2m (mod p).

Case 1. Let k # 3,m,2m (mod p). In this case, the coefficients of X% and X?? in

@k,m are non-zero, and therefore @km is not a DO polynomial by Lemma 2.1.1.
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Case 2. Let k =3 (mod p). In this case, we have k # 4,5 (mod p). Also, note that
k #m (mod p), otherwise m = 3 (mod p). Similarly, k¥ #Z 3m (mod p), otherwise m =1
(mod p). Therefore, the coefficients of X¢ and X3¢ in @km are non-zero and hence ﬁk,m
is not a DO polynomial by Lemma 2.1.2.

Case 3. Let £k = m (mod p). Notice that k& # 3,4 (mod p). Also, note that k #
2m, 3m (mod p), otherwise m = 0 (mod p). Therefore, the coefficient of X?? in @km is
non-zero. Also, when k #Z 5 (mod p), the coefficient of X3 in @km is non-zero. Thus, if
@k,m is a DO polynomial, then 2d = p® + 1 and 3d = p® + 1. Combining these equations,
we get 3p® + 1 = 2p”, which forces a = 0 and p”® = 2, a contradiction. Therefore, D km 18
not a DO polynomial in this case. In the case k =5 (mod p), consider the coefficient of

the fifth term
(k —6)(k = T)(k —8)(k = 9)(k —5m) 1 1o
5! '

Since k = 5 (mod p), we have (kK —6),(k—7),(k—38),(k—9) Z 0 (mod p). Also, note
that k& # 5m (mod p), otherwise m = 1 (mod p). Therefore, the coefficients of X?? and
X% in @km are non-zero. Thus, if 33km is a DO polynomial, then 2d = p* + 1 and
5d = p® + 1. Combining these equations, we get 5p® + 3 = 2p”, which forces a = 0 and
p? =4, a contradiction. Therefore, ’iA)km is not a DO polynomial.

Case 4. Let £ = 2m (mod p). Notice that £ Z m (mod p), otherwise m = 0
(mod p). Therefore the coefficient of X? in 5km is non-zero. Also note that k # 3m
(mod p) and k # 4 (mod p), otherwise m = 0 (mod p) and m =2 (mod p), respectively.
When k # 5 (mod p), the coefficient of X>? in 5km is non-zero and hence @km is not
a DO polynomial by Lemma 2.1.2. In the case k = 5 (mod p), the condition k > 6 is
equivalent to £ > 13. Now consider the fifth term again. By similar arguments as done
in Case 3 above, it is easy to see that the coefficient of X°? is non-zero. Thus, if @km is
a DO polynomial, then d = p® + 1 and 5d = p® + 1. Combining these equations, we get
5p® + 4 = p?, which forces @ = 0 and p® = 9, a contradiction. Therefore 5km is not a

DO polynomial. This completes the proof. m
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2.7 Discussion on Planarity

We consider the planarity of DO polynomials obtained from RDPs of the (m + 1)-th
kind as listed in the Section 2.8. First, we shall discuss the tools and techniques that
are needed to understand the planarity of DO polynomials. These tools and techniques
are similar to the ones used in [22]. Recall that a polynomial function f : F, — F, is
said to be planar if the difference function Ay(X,a) = f(X +a) — f(X) — f(a) permutes
the elements of F, for each a € F;. If f happens to be a DO polynomial, the difference
function Ay(X,a) for each a € F}, belongs to another well-known class of polynomials
called linearized polynomials. Therefore, a DO polynomial f is planar if and only if
the linearized polynomial Af(X,a) is a permutation polynomial for each a € F;. The
permutation behaviour of linearized polynomial is well-known. In fact, [36, Theorem 7.9]
tells us that a linearized polynomial is a permutation polynomial over I, if and only if its
only root in F, is 0. Therefore, in order to show that a DO polynomial f is not planar,
it is sufficient to show that the difference function A;(X,Y) = f(X +Y) — f(X) — f(Y)
has a root in F} x Fy.

We recall that a DO polynomial function f from [F, to itself is called 2-to-1 function
if the cardinality of the image set on F; is (¢ — 1)/2. Qiu et al. [47] showed that the size
of the image set on F; of a planar polynomial f over F, must be at least (¢ — 1)/2. For
a DO polynomial f, Weng and Zeng [59, Theorem 2.3| gave the following necessary and

sufficient condition for f to be planar.

Lemma 2.7.1. Let f be a DO polynomial over F,. Then f is planar if and only if f is
2-to-1.

Lemma 2.7.1 has further consequences. First, if a DO polynomial f has a root z € [y,
then —z is also a root of f. Therefore, the cardinality of image set of f on [} is strictly
less than (¢ — 1)/2 and hence, in such a case, f is not planar.

For the second consequence, we begin with an easy observation that if f(X) is a DO
polynomial, then so is f(X pt). We know that X?' is a linearized permutation polynomial
over F,n. Therefore, the cardinality of the image set of f(X) and f(X”") on [} is same.
Hence if f(X) is planar, then f(X?") is also planar. Therefore in such situations, it would

be sufficient to consider the planarity of f(X).
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Another important tool that we would require to study the planarity of DO polyno-

mials is the following version of Weil bound as stated in [16, Lemma 2.4].

Lemma 2.7.2. Let f(X,Y) be an absolutely irreducible polynomial in F,[X,Y]. Then
the number Ny of (u,v) € F, x F, with f(u,v) =0 satisfies

Ny >q—(d—1)(d—-2)\/g—d—1,

where d s the total degree of f.

We now describe the strategy for using the Weil bound to determine the planarity of
certain DO polynomials. Let f be a DO polynomial over F, and consider the difference
function Ay (X,Y) = f(X+Y)— f(X)—f(Y). If this difference function has an absolutely
irreducible factor, say h(X,Y’), of total degree dy, then Lemma 2.7.2 gives a lower bound
for the cardinality N, of all the points (u,v) € F, x F, such that h(u,v) = 0. If the degree
of the absolutely irreducible factor A(X,Y’) is not too large and ¢ is large enough, then
we have many F,-rational points on the affine algebraic curve defined by h(X,Y) = 0.
Moreover, if Ny, is strictly larger than the number of solutions to h(X,Y) = 0 with either
X =0orY =0, then Lemma 2.7.2 yields the existence of a point (u,v) in F; x F; such
that h(u,v) = 0 and hence, for such a point, we have As(u,v) = 0, i.e, Af(X,Y) has a
root in F, x ;. Thus, in order to show that f is not exceptional planar (i.e., planar over
infinitely many extensions of F,), it is sufficient to show that the difference function of f
contains an absolutely irreducible component with a solution in Fy x F}.

It is straightforward to see that for b € F;, RDPs of the (m + 1)-th kind admit the
following relationship

V' Dy(a, X¥) = Dy n(ab®, (X0H)%). (2.14)

In view of (2.14), and due to the fact that the planarity property of a function f remains
invariant under linear transformations (i.e. if f(X) is planar so is af(AX + p) + 5 with

a, A # 0), we have the following lemma.

Lemma 2.7.3. Let Dy, (a, X) be the k-th RDP of the (m+1)-th kind. Then Dy, (a, X?)

is planar equivalent over F, to Dy, ,(ab®, X?) for any b € .

Over the algebraic closure F, of F,, we derive a useful consequence of Lemma 2.7.3.

Note that one may always choose b € Fq that satisfies the equation aX? = 1. In this
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way the factorizations of Ap, (4 xa) and Ap, i xa) over Fq are linearly related. As a
consequence, the absolutely irreducible factors of Ap, (, xa) are of the same form for all
non-zero a. Thus, without loss of generality, one may always take a = 1, while checking
the absolute irreducibility of certain polynomials.

Now we consider the planarity of the DO polynomials listed in the Section 2.8 in three
different cases.

Case 1. Let p = 3. The planarity of monomials D, = X3°+1, &, = 2X3°+1 @, =
aX3+ €, = X3+ and & = 2a3X3° ! is well-known by [20, Theorem 3.3] and these
monomials are planar over Fs. if and only if n/(a,n) is odd. It is easy to see that X = a
is a root of the polynomials @5 = 2aX* 4 a3X?, @7 = 2aX% 4+ a3 X*, @7 = 2aX° +
203 X4+ 2a5X2, €13 = aX 2+ X0 +a°X* and €19 = 20X 8 +2a° X0 + @13 X6 4 ¢15 X1,
Therefore, these DO polynomials are not planar. Now we consider the planarity of the
rest of the DO polynomials one by one.

(i) In the case of binomial f(X) = D, = 2X4+42a2X2, consider the difference function
AjXY) = f(X +Y) - f(X) = f(Y) = XYB(X,Y), where B(X,Y) = X%+ Y? — a2,
which is simply an irreducible conic since a is non-zero. Therefore, by Lemma 2.7.2, the
number N of (u,v) € F, x F, with B(u,v) = 0 is greater than or equal to ¢ — 3. Note
that we can obtain at most 4 solutions (u,v) to B(X,Y) = 0 by putting either X =0 or
Y = 0. Therefore, when ¢ — 3 > 4, there must exist a root (u,v) € F; x F; of B(X,Y).
Therefore, D, is not planar when ¢ > 7, i.e., n > 2. For n =1, D4 = X? (mod X* — X)
which is clearly a planar function.

(ii) The DO binomial & = 2X36°+D 4 q#X3*+1 can be written as composition of a
linearized polynomial and a monomial as (2X3 + a*X) o X3**!. Now from [20, Theorem
2.3], QA‘EG is planar if and only if 2X3 + ¢*X is a permutation polynomial and X3*! is
planar. Now, since X = a? is a root of the linearized polynomial 2X3 4 a*X, 2X3 4 a*X
is not a permutation polynomial. Hence, @6 is not planar.

(i) In the case of the DO polynomial f(X) = €1y = 2X0 + a*X® + a5 X*, consider
the difference function A (X, Y) = XY h(X,Y), where h(X,Y) = 2(X8+Y?®)—a' X?2Y 2+
a®(X?+4Y?). The Magma algebra package [7] reveals that h(X,Y") is absolutely irreducible.
Therefore, by Lemma 2.7.2; the number N, of solutions (u,v) € F, x F, of h(X,Y) =0
satisfies N}, > ¢ — 42,/q — 9. Now h(X,0) = 2X°® + a°X? = X?*(a + X)*(a — X)? have in
total 8 solutions in F,. Similarly, 2(0,Y) = 2Y®%a + a°Y? = Y?(a — Y)3(a + Y)? have in
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total 8 solutions in F,. Therefore, in total 16 solutions can be obtained either by putting
X =0o0rY =0. Now if ¢ —42,/g—9 > 16, i.e., ¢ —42,/q—25 > 0 then h(X,Y") possesses
a solution (u,v) € [y x 7. This is true for n > 7, therefore, for n > 7, /(’310 is not planar.
Forn=1 €= X2 (mod X3 — X)), which is clearly a planar polynomial. Computations
show that for 2 < n < 6, the cardinality of the image set of @10 on IFZ is strictly less than
(3" — 1)/2. Therefore, by Lemma 2.7.1, € is not planar in these cases.

(iv) Consider the DO polynomial f(X) = Es = aX® +2a°X"12 4 ¢3X4 = a(XT+
2a® X3 + a'?X) o X*. This polynomial is never planar over Fz. when n is even. Since in
this case 4 | (¢ — 1), the cardinality of image set of f(X) on [} is at most (¢ — 1)/4 and
thus, by Lemma 2.7.1, f(X) is not planar. When n is odd, we consider the difference
function A;(X,Y) = aXV(X?+Y?) h(X,Y), where

12 3
h(X, Y) — (1/12 4 Z(_l)iX2472iy2i + Z(_l)ia8X872iy2i.
=0 =1

Again, the Magma algebra package [7] shows that the polynomial /’'(X,Y") obtained from
h(X,Y) by putting a = 1, is absolutely irreducible. Therefore, by Lemma 2.7.2, the
number N of solutions (u,v) € F, x Fq of M'(X,Y) = 0 satisfies Ny > ¢ — 506,/q — 25.
Also, #'(X,0) = X?* + 1 and this has no root in odd degree extensions of F3. Similarly,
R'(0,Y) = Y + 1 has no root in odd degree extensions of Fsz. Therefore, there is no
solution to A'(X,Y) = 0 corresponding to XY = 0. If ¢ — 506,/q — 25 > 0, then A/(X,Y)
has a root (u,v) € F; xF;. This holds true for all n > 12. Therefore, @5 is not planar over
Fs. for n > 12. In the case n = 1, the polynomial f(X) = &5 = aX? (mod X®—X) which
is clearly a planar function. Computations show that for n = 5,7,9, 11, the cardinality of
the image set of ;5 on [F%. is strictly less than (3" — 1)/2, therefore, &5 is not planar in
these cases. In the case n = 3, &5 is planar for every choice of a € Fs..

Case 2. Let p = 5. The planarity of DO monomials D = 3X°"+1, D, = 2¢.X5"+1,
@2 — 4X5H @3 = 30X+, @2 = X5+ 5’52 — 2X5 1 53 = a X% +! and 54 — 3X°"+1
is well-known by [20, Theorem 3.3] and these monomials are planar over Fs» whenever
n/(a,n) is odd. It is straightforward to see that X = a is a root of the DO binomial
/0\37 = 4a°X? 4 aX"% and hence, it is not planar. Now we consider the planarity of the rest
of the DO polynomials one by one.

(i) For the DO binomial f(X) = &¢ = 2a*X2 + X6, consider the difference function



CHAPTER 2. DO POLYNOMIALS AND RDPs 33

Ay(X,Y)=XYB(X,Y), where B(X,Y) = X*+Y* —a. Tt is easy to see that Y —a |
Y4 —a* and Y — a? has no repeated roots. Therefore, by Eisenstein’s criterion, B(X,Y)
is absolutely irreducible. Thus, by Lemma 2.7.2, the number of solutions (u,v) € F, x I,
of B(X,Y) = 0 satisfies Ng > ¢ — 6,/g — 5. Now, at most 8 roots of B(X,Y) can be
obtained by putting either X = 0 or Y = 0. Therefore, if ¢ — 6,/ — 5 > 8, B(X,Y") will
have a solution (u,v) € [y, x I, which holds for all n > 3. Therefore, @56 is not planar
over Fsn for n > 3. When n =1, f(X) = 3X?*(mod (X° — X)) which is clearly a planar
function. For n = 2, the number of solutions of the equation X* + Y* = a* in F52 x Fx2
is 40, which is greater than 16. Therefore, @36 is not planar in this case.

(ii) In the case of the DO trinomial f(X) = G = —aX'0+a® X6+ 2a° X2, consider
the difference function A;(X,Y) = XY h(X,Y), where h(X,Y) = 3aX*Y* + a®X* +
a’Y* + 4a°. The Magma algebra package [7] shows that h(X,Y) is absolute irreducible.
Therefore, by Lemma 2.7.2, the number N, of solutions (u,v) € F, x F, of h(X,Y) =0
satisfies N), > ¢ — 42,/g — 9. Now, h(X,0) = X* — a* = 0 can have at most 4 solutions.
Similarly, 2(0,Y) = Y* — a* = 0 can have at most 4 solutions. Therefore, at most 8
solutions can be obtained by putting either X =0 or Y = 0. Now, if ¢ — 42,/q — 9 > 8,
i.e., ¢q—42,/q—17 > 0 then h(X,Y’) will have a solution (u,v) € F; x ;. This is true for
n > 5, therefore, for n > 5, 6\511 is not planar. For n =1, (’Aﬁll = 2aX? is clearly a planar
function. For n = 2,4, computations show that the cardinality of the image set of @511 on
[F%,. is strictly less than (5" —1)/2. Therefore, &1, is not planar in these cases. For n = 3,
computations show that (7511 is planar for every choice of a € [F},;.

Case 3. Let p > 5. In this case, the only DO polynomials we are getting are the
monomials of the form bXP* ! where b € 7 and by [20, Theorem 3.3], these monomials
are planar over F,» whenever n/(a,n) is odd.

In view of the foregoing discussion, the following theorem gives the list of planar DO

polynomials arising from RDPs of arbitrary kind.

k
L] k —mi
— k—1

Then the following are the only planar DO polynomials arising from @km

~ k—1 . )
Theorem 8. Let Dy, = ( , Z) (—=XN'a*"% as defined in the Introduction.
i

(i) X2 over Fyn.

(ii) X" over Fpn with G 0dd.
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(iii) 2a°X'? + a®X* + aX? over Foy with a € F,.

(iv) —aX' + a® X% 4 2a°X? over Fio5 with a € F,y.

2.8 The Complete List of DO Polynomials

Here, we present the complete list of DO polynomials obtained from polynomial @k,m

over a finite field of odd characteristic.

1. The case p = 3.

(a) When m =0 (mod 3)
i. k=23 X3"6G"+D for nonnegative integers , ¢ and .
i k=4-3" 22X 4 2X*3" for nonnegative integers ¢ and .
i, k=534 a3X23" 4 24X+ for nonnegative integers ¢t and (.
iv. k=7-3% 20 X234+ 263X+ 4 20 X238 for nonnegative integers ¢
and /.
(b) When m =1 (mod 3)
i. k=2, 2X¥6"D for nonnegative integers « and t.
ii. k=3, aX?6"tD for nonnegative integers o and t.
iii. k=4, X3G**D for nonnegative integers a and ¢.
iv. k=5, 2a3X3 3" for nonnegative integers a and ¢.
v. k=6, a*X¥G D L o X3 34D for nonnegative integers a and .
vi. k=7, a3X*¥ + 2a X" for nonnegative integer ¢.
vii. k=10, a®X*3 + ot X3 £ 2X193 for nonnegative integer ¢.
viil. k=13, a®X*3" + a3 X103 4 o X+ for nonnegative integer ¢.
ix. k=15, a®X*¥" 4202 X431+ 4 X3 for nonnegative integer t.
x. k=19, aBX*3 +aB3X23"" 1949 X103 4 24 X233 for nonnegative integer
t.
(¢) When m =2 (mod 3)

i. k=3, 2aX*3"*) for nonnegative integers o and ¢.
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ii. k=4, a2X3 G for nonnegative integers v and .

iii. k=5, aX¥G*D for nonnegative integers a and ¢.

iv. k=6, 2a* X3+ for nonnegative integers o and t.

v. k=7, a5 X3 4D L 94 X3 G+ for nonnegative integers o and t.
vi. k=8, a*X*¥ +242X23""" for nonnegative integer t.

vii. k=11 a" X% + a5 X 23" 4 24 X103" for nonnegative integer .

viil. k= 14, a'0X*3" 4+ ¢4 X103 4 ¢2X43""" for nonnegative integer ¢.

ix. k=16, aX*3" 4 2¢10X43"" 42X for nonnegative integer t.

x. k = 20, a'6X*3 4 M X23" 4 2410 X103" 4 942X23" for nonnegative

integer t.
2. The case p = 5.

a enm=0 (mo
Wh 0 db
i. k=25 3X5"G"D for non negative integers «, t and /.
ii. k=3-5% 2aX5" G+ for non negative integers a, ¢ and £.
enm=1 (mo
b) Wh 1 d>5
i. k=2, 4X%06"tD for nonnegative integers « and t.
ii. k=3, 3aX%6*) for nonnegative integers a and .
iii. k=7, 4a°X?%" + aX55" for nonnegative integer ¢.
(¢) When m =2 (mod 5)
i. k=3, 4aX "+ for nonnegative integers o and .
ii. k=4, 3¢2X% 6"t for nonnegative integer t.
iil. k=8, 445X + a2X55 for nonnegative integer ¢.
(d) When m =3 (mod 5)
i. k=2, 2X%06"D for nonnegative integers o and t.

ii. k=6, 2¢*X%% + X5 for nonnegative integer ¢.

il k=11, 2¢°X%% + > X% + 4aX25""" for nonnegative integer t.

(e) When m =4 (mod 5)

i. k=2, 2X%06"+D for nonnegative integers o and ¢.
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ii. k=3, aX? 6"t for nonnegative integer t.

iii. k=4, 3X° 6"+ for nonnegative integer t.

3. The case p > 5.

In this case, we are getting DO polynomials of the form bX?"*! where b € Fy.

36



Chapter 3

On the c-Differential Uniformity of

Certain Maps over Finite Fields

In this chapter, we shall consider the c-differential uniformity (cDU) of several classes
of functions over finite fields of odd characteristic. This chapter has been arranged as
follows. In Section 3.1, we establish a relation between the c-derivative of the power map
X4 and Dickson polynomial of the first kind over finite field of odd characteristic, for
c = —1. As a consequence, we shall show that X # is PcN for ¢ = —1 over F,» if and

only if / = 0 or is even. In Section 3.2, we give four classes of power maps

_t
ged (€, n)
whose ¢DU for ¢ = —1is 2,3,6 and 7. In Section 3.3, we give all values of d for which
X4 is PeN over the finite fields Fss, Fys and Fys, respectively, for ¢ = —1. Following the
pattern of the computational results, we propose a conjecture about the plausible values
of d for which X% is PcN over F,s for ¢ = —1. Similarly in Section 3.4, we give all values
of d for which X¢ is PcN over the finite fields Fy7, F5r and Fq7, respectively, for ¢ = —1.
Following the pattern of the computational results, we propose another conjecture about
the plausible values of d for which X is PcN over F,r for ¢ = —1. In Section 3.5, for
¢ # 1, we give a necessary and sufficient condition for a linearized polynomial to be PcN.
We also find necessary and sufficient conditions for the sum f + «vF to be PcN, where
v € Fpn, fis PeN and F' is any Boolean function. We also show that in some instances

such perturbations do not produce PcN functions. We further discuss the affine, extended

affine and CCZ-equivalence as it relates to ¢cDU.

37
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3.1 PcN Power Maps and Dickson Polynomials

Before we begin, we recall the definition of Walsh transform. The Walsh transform

We(a,b) of an (n, m)-function f at a € Fyn,b € Fym is defined as

We(a,b) = Z Cgrm(bf(x))—Trn(aX)’

XE]Fpn

where ( = e s a pth root of unity and Tr : F,» — F,, is the absolute trace function,
n—1

given by Tr(X) = ZXpi. We also say that o € F. is a S-linear structure for f, if
f(X +a)— f(X) :ZEO, for all X € Fyn.

Also, recall that for ¢ = —1, a polynomial function f(X) is called PeN over F» if the
corresponding mapping X — f(X +a) + f(X) is a permutation of F,» for each a € Fn.
Therefore, a power map X4 is PcN if and only if (X 4 a)?+ X? is a permutation of F,« for
each a € F,». Now, we present some lemmas that will be useful in the sequel. Throughout

this section, we shall assume that ¢ = —1, whenever we refer to PcN functions.

Lemma 3.1.1. A monomial X¢ is perfect (—1)-nonlinear in Fyn if and only if X% and

(X + 1)+ (X — 1) are permutations of Fpn.

Proof. Let f(X) = X% then, by definition, f is a PcN function if and only if (X +a)?+ X4
is a permutation of Fy. for all a € F,». For a = 0, we have (X + a)? + X% =2X? and
2X? is clearly a permutation of Fy. if and only if X is a permutation of F.. For a # 0,

we have

(X +a)?+ X% is a permutation of F»
X T X\

(— + 1) + (—) ] is a permutation of Fn
a a

X “rx\?
(— + 1) + <—> is a permutation of Fn
a a

ad

!

<~
— (Y +1)"4+Y? is a permutation of Fyn; where aY = X
<~

(2Y+1+1)d+(2Y+1—1

d
5 ) is a permutation of Fn

2

_ 1\*
Z:=2Y +1 (5) [(Z X 1)d Y (Z - 1)61 is a permutation of Fyn
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— (Z+1)"+(Z-1)" is a permutation of Fn.

This completes the proof of the lemma. O

In what follows, we shall adopt this definition of PcN function for power maps, when
¢ = —1. One of the motivations behind considering this definition is that we can establish
a connection between (X + 1)¢ + (X — 1)¢ and d-th Dickson polynomial of the first kind.
We recall the Dickson’s original approach of defining the Dickson polynomial Dy(X, a),
which was essentially based on the relationship between the sum of d-th powers and
elementary symmetric functions. In fact, the d-th Dickson polynomial of the first kind
D4(X,a) € F,[X] admits the following representation

15)

d (d—1 , .
U+ U = d—z’( ; >(—U1U2)Z(U1 +Up)" ™
=0

(3.1)
= Dy(Uy + Uy, Uy Uy),

4] .
d (d-— , .
where Uy, U, are indeterminates and Dy(X, a) = ; T ( . Z) (—a) X%,
We will be using in some places Hilbert’s Theorem 90 (see [9]), which states that if

F — Kis a cyclic Galois extension and o is a generator of the Galois group Gal(K/F), then
|Gal(K/F)|—1

the relative trace Trg/p(X) = Z 0'(X)=0, X €K, ifand only if X = o(Y) — Y,
i=0
for some Y € K.
We now recall a result of Nobauer [44], which we shall often use, regarding the per-

mutation behavior of Dickson polynomial of the first kind over the finite field F .

Lemma 3.1.2. [44] Let a € Fy,.. The d-th Dickson polynomial of the first kind Dy(X, a)
permutes the elements of finite field Fpn if and only if ged (d,p* — 1) = 1.

The following lemma will be used throughout.

Lemma 3.1.3. /28, Lemma 9] Let p be a prime number and ¢,n be positive integers such
that £ < n. Then:

(1) If p is odd, then ged(p® +1,p" — 1) =2 me is odd.

(2) If p is odd, then ged(p® +1,p" — 1) = p=d&m) 41 4if — s even.
gc

d(¢,n)
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2gcd(n,2€) -1

_ l n __ —
(3) If p=2, then ged(2°+1,2" — 1) e 1
The following lemma gives a nice connection between the difference function of the

power map X? and the Dickson polynomial for first kind over Fsn, for ¢ = —1.

Lemma 3.1.4. [60, Proposition 8] For a positive odd integer n with n > 3, if d = —1
(mod 3) and gcd (d,3°" — 1) =1, then

(X 4+ 1%+ (X — 1)? =2Dy(X, 1) (3.2)

is a permutation of Fsn, where Dy(X, 1) is the Dickson polynomial of the first kind.

As alluded to in Introduction, the sufficient conditions in the above lemma do not
hold, and the counterexamples can be found using easy computer searches. For instance,
when n =5 and d = 17, d clearly satisfies the conditions of Lemma 3.1.4, but (X + 1) +
(X — 1)'7 #£ 2D,4(X,1). Bartoli and Timpanella [1, Theorem 6.1] provided the correct
conditions on d for which (3.2) holds over finite fields of odd characteristic. However, it
appears that there is a missing case (k = 0) in [1, Theorem 6.1], which we shall include
here. The following theorem provides a relationship between the difference function of

the power map X? and the Dickson polynomial of first kind over F ., for ¢ = —1.

Theorem 9. Let p be an odd prime, d be a positive integer such that d = ag + a1p +
asp? + -+ + app® for some k > 0, where a; € {0,1,--- ,p — 1} and ag,a, # 0, then
(X + 1)+ (X = 1) =2Dy(X,€) for some € € F} if and only if either

(1) d=1,2,3; or
p+1

pk+1 4 1)

(2) ag = 5

—1
andaj:pTVjE{l,Z...,k} (thus,d:

Proof. The necessity of the theorem has already been proved in [1] for all k£ except for
the case k = 0. Here we shall prove the necessity for the case £ = 0. In this case, we
have d = ag € {1,...,p — 1}. We now consider two cases, namely, p = 3 and p > 3. If
p = 3, the only possible values for d are 1 and 2 and we are done. If p > 3 (hence, we
can assume d > 4, since the values d = 1,2, 3 were already covered in Condition (1)), we

1
. It is given that

shall show that the only possible value of aq is d

(X + )44 (X — 1) =2Dy(X, €)
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for some € € F). By using binomial expansion on the left in the above equation, and by

comparing the coefficients on both sides, we have

(Zdz) = d:@j)(—é)i (mod p),

for all ¢ € {0,1,...7 ng}
Surely, for ¢« = 0, the previous claim is obviously true. For i = 1, we have

ag(ag — 1)

5 = —c-ap (mod p),

1—
which is true if and only if € = Tao (mod p).

For i = 2, we have

ao(ag — 1)(ag — 2)(ap — 3) _ ao(ag — 1)*(ag — 3)
24 8

(mod p). (3.3)

Now since ag € {4,...,p — 1}, the congruence (3.3) reduces to 2ay = 1 (mod p) which is
p+1

1
true if and only if ap = ]% Therefore for k = 0 and d > 4, is the only possible

value for ag. Hence, the necessity of the theorem for the case k = 0 is established. Next,
we shall proceed to prove the sufficiency of the theorem. When d = 1, then (X +1)%4 (X —
1)? = 2X = 2Dy(X, €) for any € € F5. When d = 2, then (X +1)4 (X —1)¢ = 2(X?+1) =
2D, <X, —%) When d = 3, then (X + 1)+ (X —1)? = 2(X3 +3X) = 2Dy(X, —1). For
d > 4, we shall show that

(X + 1)+ (X —1)?=2Dy, (X, i) .

Since we evaluate Dickson’s polynomial over some extension of the involved prime field,

F,, we assume that the variables take values in the extension [F, of IF,. Now, for o € I,
-1

U U
we let U; = B € Fpe and Uy = o € F 2, where U,U~! are the roots of the polynomial

7Z2—2aZ+1 € F,[Z]. Then, the sum of the roots is 2a = U+U "' € F,, and Equation (3.1)
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reduces to
b, (VU1 U\ (U
d 9 4)  \2 2
1 A A
D )l=(= i
(e1)=(3) (%)
p+1

One may note that when d = ag + a1p + agp® + - - - + ayp* for some k > 0 and ap = 2~
and a; = ’%1, for all j € {1,2,...,k}, then

k
p+1 p—1 - op+1l o p—1 pF—1 pFtr41
d:— _ = = .
> T2 ;p] 5 T3 P 2

Now, we have (with ¢ =k + 1)

Hence, the theorem is proved. O]

Remarks 3.1.5. Theorem 9 above completes Theorem 6.1 of [1]. Proposition 8 of [60]

is a particular case of the above theorem with p = 3. Also, the above theorem provides a
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simpler proof of [1, Proposition 4.1] in the particular case of ¢ = 2.

Our focus is now to study the perfect c-nonlinearity of the power map X i over Fpn,
where ¢ > 0 and n > 1 (note that this has been also investigated in [48]). As alluded to
in Introduction, we shall consider the perfect c-nonlinearity of permutation polynomials
only. In view of this, we shall first examine the permutation behaviour of the power map
X Z)ZTH We may impose a restriction of ¢ < n, so as to ensure that the exponent ’% does
not exceed p" — 1. The following theorem gives the necessary and sufficient conditions
on ¢ and n for which the power map X # is a permutation of F,.. Surely, we can find

it as a particular case of existing permutation classes, but our proof is short enough to

warrant an inclusion here.

?
Theorem 10. The power map X% isa permutation of Fpn if and only if any one of

the following conditions hold:

(2) ¢ is even and n is odd;

(3) £ is even and n is even together with to > t1, where n = 2" and { = 2"2v such that

21 u,v;
(4) ¢ is odd, n is odd and p =1 (mod 4).

¢
1
Proof. The case ¢ = 0 is trivial. In the case of ¢ # 0, if the exponent Pt

is even,

P+
2

41
ged (p ;— = 1) > 2 and thus, the power map X 2 is not a permutation of Fp..

¢ ¢
+1 . . +1
b is odd. It is easy to see that d

We shall, therefore, consider the case when

pt+1

is odd if and only if ¢ is even or £ is odd and p = 1 (mod 4). If we assume that

0
is odd, then a direct application of Lemma 3.1.3 shows that X s a permutation of

f+1
F,» if and only if ged <p + ,p"— 1> = 1, that is, ged (pz +1,p" — 1) = 2, which
¢
is equivalent to ————— is odd. Further, under the assumption that is odd, we
ged(€,n)
observe that % is odd if and only if one of later three conditions of the statement
ged(4,n

of the theorem holds and hence, the theorem is proved. O
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4
Although the map X = isa permutation of F,» when both ¢,n are odd and p = 1
(mod 4), the following theorem tells that it ceases to be perfect (—1)-nonlinear over Fy»

(compare with [48, Theorem 8§]).

41
Theorem 11. If both {,n are odd and p =1 (mod 4), then the power map X" s not
perfect (—1)-nonlinear over Fyn.

p+1

Proof. Since ¢ is odd and p = 1 (mod 4), is odd. Now, by a direct application

of Lemma 3.1.1, Theorem 9 and Lemma 3.1.2 at the appropriate places, we obtain the

following equivalence

pha1
X 2 is PceN over Fpn
— (X1

pt+
+1)
<:>De+1(
4

Pl .
2 — 1) 2 is a permutation of Fy.

+(X
> is a permutation of Fyn,V 1< /¢ <n
1

p*" —1):1

< gcd (p—i—lp 1):2
2n

p +

< gcd (

— dd.
ged (¢,2n) 150
: 2n :
But since ¢ and n are odd, —————— is never odd and we are done. O
ged (¢,2n)

In view of Theorem 11, it remains to check perfect (—1)-nonlinearity of the map

{4
X only under the first three conditions of Theorem 10 which essentially make it a

permutation of [F». Notice that the first three conditions of Theorem 10 have a common
property that ¢ is even. Thus, it makes sense to assume that ¢ is even and prove the
following theorem that gives necessary and sufficient conditions on ¢ and n for which
the power map X vt is perfect (—1)-nonlinear over F,» (compare with [48, Theorem §],

which also investigates the map).

pl
Theorem 12. The power map X2 s perfect (—1)-nonlinear over Fyn if and only if

any one of the following conditions holds:

(2) ¢ even and n odd;
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(3) £ even and n even together with ty > t1 + 1, where n = 2w and ¢ = 2"2v such that

24 u,v.

Proof. From Theorem 10 and Theorem 11, it is clear that we need to check the perfect

(4
(—1)-nonlinearity of the map X =R only when ¢ is even. The case ¢ = 0 is trivial.
¢

1
Suppose ¢ # 0. Since ¢ is even, P

is odd. Now by the similar arguments as in the
proof of Theorem 11 based on Lemma 3.1.1, Theorem 9 and Lemma 3.1.2 , we arrive at

the following

pz 1 2
X"2" is PeN over F,» if and only if szn) is odd.

It is easy to see that is odd if and only if one of the latter two conditions of

2n
ged (¢,2n)
the statement of the theorem is true and thus, we are done. O
Remarks 3.1.6. Observe that Theorem 12 gives a simpler proof of [61, Theorem 5],
which, in turn, provides a simpler proof of a conjecture of Bartoli and Timpanella [1,

Conjecture 4.7], already settled in [61].

3.2 Power Maps with Low (—1)-Differential Unifor-
mity

Due to their wide range of applications in symmetric key cryptography, functions with
low differential uniformity are very important objects. In this section, we give some
classes of power maps (monomials) with low ¢DU for ¢ = —1. We first recall a useful
lemma [40] related to the Dickson polynomial of the first kind, which is more general than

Lemma 3.1.2 (see [44]).

Lemma 3.2.1. /40, Proposition {1] Let a € Fy., and let Dy(X,a) be the Dickson poly-
nomial of the first kind. Then Dq(X,a) is an m-to-1 function over Fyn if and only if
ged (d,pzn — 1) =m.

Now, we shall prove the following theorem that gives (—1)-differential uniformity of
4
the map X2 over F,» under certain restrictions. Riera et al. [48] found the (—1)-

uniformity of this map in its generality, but with much more effort, so we thought that
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the following simpler approach in the next theorem is worth including here, albeit the

result being weaker.

?
Theorem 13. Let X2 be a power map from Fpn to itself and ged(¢,2n) = 1, p an

odd prime. If p=1 (mod 4), or p =3 (mod 8), then the (—1)-differential uniformity of

¢ 1
XpTH over Fpn z'sp; .

Proof. Since ged(f,2n) = 1, £ is odd. Thus, p = 1 (mod 4) implies that p°* +1 = 2
¢
1
(mod 4), i.e, P

is odd (we will only show the first claim as the second is rather

similar: we, however, use that if p =3 (mod 8) implies that p‘ + 1 =4 (mod 8), that is,
¢
p+1

is odd). Now we will show that for all a,b € Fj., the following equation

pl+1

pl+1
(X+a)2 +X2

—b (3.4)

+1 . . . .
has at most L solutions in F,.. We first consider the case when a = 0. In this case,

Equation (3.4) can have at most ged (’%,pn — 1) roots. By Lemma 3.1.3, if n is odd,

then ged (pé +1,p" — 1) = 2 and if n is even, then ged (pe +1,p" — 1) = p+1. Therefore,
¢

(| 1 1
ged (p ;r = 1) =1 for n odd and ged (p 2+ P = 1) = p; for n even. Thus,

for a = 0, Equation (3.4) can have at most Pt solutions. We can be more precise: for

a = 0, then Equation (3.4) has one solution for n odd and exactly ’%1 solutions for n
even for some b, and we argue that below. Let a be a primitive root in F,» and % = ok,

(4
for some k. With X = o¥, Equation (3.4) becomes a”2~Y = o¥. We are reduced to the

equation
¢
1
i ;_ Y=kt (modp"—1). (3.5)
41 1
If ged (p - pt = 1) =m € {1, ]%}, then Equation (3.5) has solutions if and only

if m | k, and under that assumption, using elementary number theory, there are exactly m

solutions Y for Equation (3.5), and they are Yy, Y+ 2=, }/{)—1—2’%, LYo+ (m—1)EL

m m

—1 -
where Yy = £ (;;;:11) (mod 1), thus inferring our claim (those b for which we have

the claim are of the form b = 2a*, with k =0 (mod m)).

In the case of a # 0, we can take a = 1 in (3.4). After relabelling, it is equivalent to
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find the maximum number of solutions of the equation

pl+1

‘i1
(X+1D)2 +(X 1)

=¥ (3.6)
in Fyn, where b’ € F,». By Theorem 9, the above equation can be re-written as
1 /
D, (X, -|=0b. (3.7)
= 4

Now, by Lemma 3.1.3, we have gcd (pf +1,p?" — 1) = p + 1 and therefore we have
f+1 1
ged (p ;— PP — 1) = ]% Therefore, by Lemma 3.2.1, Equation (3.7) can have

roots, however, with the bound being attained, otherwise D ., (X , %)

2

would not be m-to-1. This completes the proof. O]

at most P+

The following are immediate corollaries to Theorem 13.

13041

~ £ q
Corollary 3.2.2. Let f(X) = X2 be a power function on Fsn, g(X)=X"72 onlFzm,

and ged (€,2n) = 1. Then for ¢ = —1, the c-differential uniformity of the function f 15 3
and the one of g is 7.

11841

- 0
Corollary 3.2.3. Let f(X) = X5 bea power function on Fzn, g(X) = X"2 onFyn,
and ged (0,2n) = 1. Then for ¢ = —1, f is an APcN function (see also [28, Thm. 10]),

and the (—1)-differential uniformity of g is 6.

3.3 PcN Power Functions over Fp5 with ¢ = —1

In this section, first we shall prove four propositions, which will be useful in the sequel.

Proposition 3.3.1. Let ¢ € F,, then the cDU of the power functions X and X% j e

{0,1,...,n— 1} over Fyn is the same.

Proof. For a,b € Fpn, we have

(X +a)! —cX?=b <= XV o ((X +a)! —cX?) = XV (D)

— (X +a)¥ —cX% = ¢, where X¥ (b) = e € Fn.

Since X7 is a permutation, if b runs over [F» then so does e. This completes the proof. [



CHAPTER 3. ON THE ¢DU OF CERTAIN MAPS OVER FINITE FIELDS 48

Proposition 3.3.2. Let ¢ = £1 and ged (d,p" — 1) = 1, then the cDU of the power

functions X and X4 over Fn is the same, where d™' is the inverse of d modulo p™ — 1.

Proof. For any a,b € F,n», we have

(X+a)—cX?=b <= (X +a)"=(cX+)
= X+a=(cX+b"

— a=(cX'+b)?"" —X

d71

= a= (Y +b? — where Y = ¢X*

-
cd

— a= Y+ -y

Therefore, for ¢ = +1, the ¢DU of X% and X% over F,» is the same. ]

Proposition 3.3.3. Let p be an odd prime and d = p* + (p—2)p* + (p— 1)p+ 1. Then
for ¢ = —1, the map X% is PcN over Fps.

2
Proof. From Theorem 12, we know that for ¢ = —1, X 257 is PeN over F,s. Now since

2
+1 . e . .
ged (p 5 p° — 1) = 1, its multiplicative inverse modulo p® — 1 exists and is equal to

p*+ (p—2)p* + (p — 1)p + 1. Therefore, by Proposition 3.3.2, X% is a PcN over Fs for
c=—1. [

In view of Proposition 3.3.1, Proposition 3.3.2 and Theorem 12, the following proposi-

"+ 1
tion immediately follows from the fact, stated in [61], that over F7, with n odd, p (p —tl )

p
P41

is the inverse of 5

p® +1

Proposition 3.3.4. Let p be an odd prime and d = 1 Then for c = —1, X% is PcN
p

over 5.

As an empirical support for these results, and in search of more PcN power functions
for ¢ = —1, we performed an exhaustive search of all possible exponents d for which X¢
is PcN for ¢ = —1 over the finite fields Fss, F55, and Fys, respectively. The result of this

search was that d is of the form

2 4 5
. p°+1 4 9 pr4+1 p>+1
1 —9 —1 1
p7{, 5P +(@-2)p°+(p—-1)p+1, RS
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for all 0 < 57 <4, for p =3, 5, 7, respectively.

Based on this empirical evidence, we propose the following conjecture.

Conjecture 3.3.5. Let p be an odd prime. Then, for ¢ = —1, and for all 0 < j < 4,

p*+1 p5+1}

2
4 p°+1 4 9
<1 +(p=2p°+(p—1p+1
{7 P (p )P (p )P T2

2

are the only values of d for which X is PcN on Fs.

3.4 PcN Power Functions over Fp7 with ¢ = —1

Proposition 3.4.1. Let p be an odd prime and dy = (p—1)p°+p°+(p—2)p*+(p—1)p*+p.
Then for ¢ = —1, the map X% is a PcN map over Fpr.

2
Proof. From Theorem 12, we know that for ¢ = —1, X 3% is PeN map over [F,7. Now
2
. +1 . e e . .
since ged p 5 ,p" —1) = 1, its multiplicative inverse modulo p” — 1 exists and is

equal to (p — 1)p® +p° + (p — 2)p® + (p — 1)p? + p. Thus, by Proposition 3.3.2, the map

X% is PeN function over F,7 for ¢ = —1. O

Proposition 3.4.2. Let p be an odd prime and dy = (p — 2)p° + (p — 2)p° + (p — 1)p* +
p® +p? +p. Then for c = —1, the map X® is a PcN function over Fr.

4
Proof. From Theorem 12, we know that for ¢ = —1, the power function X %37 is PeN
4

2
exists and is equal to (p — 2)p® + (p — 2)p° + (p — 1)p* + p* + p*> + p. Therefore. by

over IF,7. Now since ged - 1) = 1, its multiplicative inverse modulo p” — 1

Proposition 3.3.2, the map X% is PcN function over F,r for ¢ = —1. O

In view of Proposition 3.3.1, Proposition 3.3.2 and Theorem 12, the following propo-

o . . "+ 1Y .
sition is a direct consequence of the fact that over Fj. with n odd, p (p > is the
p

+1
. P41
inverse of ———.
2
Proposition 3.4.3. Let p be an odd prime and d3 = %. Then for ¢ = —1, the power

function X% is PcN over Fr.

As an empirical support for these results, and in search of more PcN power functions

for ¢ = —1, we performed an exhaustive search of all possible exponents d for which X¢
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is PcN for ¢ = —1 over the finite fields Fs7, F57, and Fy7, respectively. The result of this

search was that d is of the form

2 4
o+l pr+1
p’{l, 5 (p=1p°+p"+ (p—2)p* + (p— 1)p* + p), 5
6 7
p’+1 pt+1
5 ,(p—2)p6+(p—2)p5+(p—1)p4+p3+p2+p7p+1}

for all 0 < 7 <6, for p= 3, 5, 7, respectively.

Conjecture 3.4.4. Let p be an odd prime. Then for ¢ = —1 and for all 0 < j <6,

2 4
) p°+1 p*+1
P - 0 4 -0+ - 0 ). P
6 7
p°+1 p'+1
: ,(p—2)p6+(p—2)p5+(p—1)p4+p3+p2+p,p+1}

are the only values of d for which X is PcN over F .

Remarks 3.4.5. The pattern in [1, Conjecture 5.3], Conjecture 4.19 and Conjecture 4.20

appears to suggest that over a finite field Fy», where n is odd, the positive integers in the

{p]{l pP+1 pt41 p"‘l—l—l}}
2 2 2 =01,2,...r—1

and their multiplicative inverse modulo (p™ — 1) are the only possible exponents d for

following set

which the power function X¢ is PeN for ¢ = —1. However, this is not true in general and
the smallest example is d = 29 over the finite field F3o. Therefore, the question about the
exponents d, for which the power functions X¢ are PcN over finite field F,«, where n is

odd, is not clear, even conjecturally.

3.5 Perturbations of PcN and Other Functions

After linear functions and power functions, linearized polynomials are another special
class containing permutation polynomials. The following proposition gives a necessary
and sufficient condition for a linearized polynomial to be P¢N, similar to [20, Proposition

2.4].

Proposition 3.5.1. Let c # 1. A linearized polynomial L is PcN over Fyn if and only if

L is a permutation polynomial if and only if its only root in Fyn is zero.
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Proof. Recall that a linearized polynomial L(X) over finite field F,» is a polynomial of

the form Z;:Ol a; X7 . Now consider the difference function

Dr(X,a) = L(X +a) — cL(X)

[y

n—1
a;(X +a)” —c- ZaiXpl

1=0

n—1 n—1
=(1-c¢)- ZaiXpi + Zaia”i.
i=0 i=0

3

Il
o

i

Now, if the only root of L(X) in F,» is zero, then L(X) is a permutation polynomial.
Now since ¢ # 1, the difference function .Dj, being an affine linearized polynomial is also

a permutation polynomial and hence L(X) is PcN. O

Corollary 3.5.2. Let ¢ # 1. The binomial f(X) = X? —aX?, 0 < i < j, is a PcN

function over Fyn if and only if a is not a (p?~" — 1)-st power in Fpyn and ¢ # 1.

Proof. If a is not a (p/~* — 1)-th power in F,» then the only root of f(X) in Fyn is
0 and hence f(X) is a linearized permutation polynomial and the result follows from

Proposition 3.5.1. O

It is not a simple matter to characterize when a perturbation of a function with some
specific property is preserved. We can, however, characterize when the sum of a PcN and
an arbitrary p-ary function is also PeN (for 1 # ¢ € F,), thus extending in some direction

the previous corollary.

Theorem 14. Let 1 # c € F,, be fized, p odd. Let f be a PcN function, and F be an
arbitrary p-ary function, both on Fpn. Then, f+~vF is PcN if and only if for any A € Fyn
with Tr(yA) = B € Fy, the following is true

Wi, (<A, B) = Y (MmO =,

YE]Fpn

where ¢ is a p-root of unity, R, = H,o G, .Dp(X,a) = Tr(H,(X)) (H, is non-unique)
and G~ is the compositional inverse of G = .D;(X, a).
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Proof. Certainly, f + vF' is PcN if and only if

f(X +a) +7F(X +a) — cf(X) — ey F(X)
= (X +a) —cf(X) +7(F(X +a) — cF(X))
:CDf(Xaa)+'7'cDF(X7a)

is a permutation polynomial.

We now write .Dp(X,a) = Tr(H,(X)), for some (non-unique) function H, on Fyn
(since ¢ € F, if F' is p-ary, then .Dp(X, a) is p-ary, and such H, does exists). We then
use [18, Theorem 2], which states that if G is a permutation and H is arbitrary, then
G(X) + +yTr(H (X)) is a permutation polynomial if and only if for any A € F,» with

Tr(yA) = B € F; then Z (TBRYFAY) — 0 where R = H o G~'. Our theorem is
YG]Fpn
shown. ]

What can we say about a Boolean perturbation of a non-permutation? Let f = L+~F.
From [18, Proposition 3], we know that if f is a PP then the linearized polynomial L on
F,» must be a permutation or a p-to-1 map (surely, in general a linearized polynomial can
have a kernel with dimension higher than 1, but the quoted result shows that if L is a p®-
to-1 (s > 1) function, then f cannot be a PP). We denote by Im(L) = {L(X) | X € Fyn},
the image of the map L. If L is a permutation polynomial, then Theorem 14 applies, so

we consider the case of a p-to-1 linearized polynomial.

Theorem 15. Let 1 # c € F,, L be a p-to-1 linearized polynomial on Fpn and F an
arbitrary p-ary function, and let f = L + vF be a permutation polynomial. Then f =
L+~F is PcN if and only if both of the following conditions are satisfied for all a € T, :

(i) v & Im(L);
(i1) Dp(X +¢€,a) — Dp(X,a) #0, for all X € Fyn, € € Ker(L)*.

Proof. Let a € Fj, and 1 # ¢ € . Notice that

Dr(X,a) = L(X +a) — cL(X)
=(1—¢)L(X)+ L(a)
=L((1—-¢)X +a).
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Therefore, Im(.Dy) C Im(L). Further, as we know, f is PcN if and only if
Dy(X,a) = Du(X,0) +7De(X,0) = L((1 — X +a) +1(F(X + a) — cF(X)

is a permutation polynomial.
We now slightly modify the proof of [18, Theorem 4], since, as it is, it cannot be

applied directly for our case. Further, observe that

L((1—-c¢)X +a) if F(X 4 a)—cF(X)=0;
CDf(X’a) =
L(1=c¢)X +a)+~d if F(X +a)—cF(X)=dcT;.

If v € Im(L), then v = L(a), a € Fyn, and for d € Fy, vd = dL(a) = L(d o). Therefore,
the image set of .Df(X,a) is contained in the image set of L. Consequently, .D(X,a)

cannot be a permutation as L is a p-to-1 function. Thus, we can assume that v ¢ Im(L).

For any € € Ker(L)*, we have

Di(X +¢€a) - D¢(X,a)
(1= (X+e)+a)—L(1—c)X +a) +v(Dp(X +€a) — Dp(X,a))

L
L

(1 =c)e) +v(.Dp(X +€,a) — .Dp(X,a))

Y(eDp(X 4+ €,a) — Dp(X,a))

Thus, if .Dy is a permutation, then .Dp(X +€,a) — .Dp(X, a) has to be non-zero for all
X € Fpn and € € Ker(L)*.
Conversely, we assume that (i) and (i¢) hold. Let Y,Z € F,» such that .D;(Y,a) =

D¢(Z,a). Thus

Dy(Y;a) = cDf(Z,a) =0

L(A=eo)Y = 2))+~v(.Dr(Y,a) — .Dp(Z,a)) =0.
Let Y — Z = ¢, then the above equation reduces to

(1 —=c)L(e) +v(Dr(Z +€,a) — Dp(Z,a)) = 0.
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If € € Ker(L), then by condition (ii), ¢ = 0, forcing ¥ = Z. If ¢ ¢ Ker(L), then
Dp(Y,a) = .Dp(Z,a) =d € Fr 500 = (1-c)L(Y - Z)+ ~d, contradicting the fact that
v & Im(L). O

We shall use below some results of [17, Theorem 3] and [18, Corollary 1].

Theorem 16. Let p be a prime number, 5,y € Fpn and H € Fyn[X]. Then the polynomial
f(X) =X +9Te(H(X? — 9771 X) + BX)

is a permutation polynomial if and only if Tr(By) # —1.

(Surely, if p = 2, the trace condition is Tr(8v) = 0.) We are now ready to show the
next result, where we construct a class of (linearized) polynomials that are PcN for every

¢ # 1, in all characteristics.

Proposition 3.5.3. Let p be a prime number, o,y € Fyn. Then f(X) = X + Tr(XP —
aX) is PeN for all ¢ # 1 if and only if Tr(y(1 — a)) # —1.

Proof. The c-differential of f at a is now

Dp(X;a) = f(X +a) — cf(X)
=X+a+9Tr (X? +a? — aX — aa) — cX — ycTr(X?P — aX)

=(1-0) X+ (1 —c)yTr(X? — aX) +a+~Tr(a” — aa).

Thus, f is PeN if and only if (1 — )X + (1 — ¢)yTr(X? — aX) + a + yTr(a? — aa)
is PP for all a, which is equivalent to (1 — ¢)X + (1 — ¢)yTr(X? — aX) being a PP,
and further, X + yTr(X? — aX) being a PP. Now, we re-write the previous function as
X+ Tr (XP — 4?71 X + (v#7! — @) X). Using Theorem 16 with 8 = "~ — o, we see that
the last claim will hold if and only if Tr (7 (777! — )) = Tr (47) —Tr (ya) = Tr(y(1—a)) #
—1. [

We saw that some modifications of PcN functions preserve their perfect c-nonlinearity.
It surely makes sense to ask whether the ¢cDU is preserved through affine, extended affine

or CCZ-equivalence [13]. Given a function f, we call the set {5y |c € Fn}, the differential
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spectrum of f. We ask here the question of whether that the c-differential uniformity spec-
tra is preserved under the A-equivalence, EA-equivalence, or CCZ-equivalence. Our guess
was that it is not preserved by EA, nor CCZ-equivalence, and an easy computation via
SageMath confirmed it: while X? has c-differential spectrum [1,2, 3], the EA-equivalent
function X3 + X* has c-differential spectrum [1,2, 3, 4], both on Fya.

It is not difficult to show that the differential spectrum is invariant under the (restricted
to input) affine-equivalence (A-equivalence) (recall that f, f" on F,» are restricted to
input A-equivalent if f/(X) = f o L(X), where £ is an affine permutation on F,»), and
we provide the argument next. The equation f'(X + a) — cf'(X) = b is equivalent to
(fol)(X +a)—c(foLl)X) =0, that is f(L(X) + L(a)) — cf(L(X)) = b. Setting
L(X) =Y, L(a) = «, the previous equation becomes f(Y + a) — cf(Y) = b. Surely,
any solution of f'(X + a) — cf'(X) = b is in one-to-one correspondence to a solution of
f(Y +a)—cf(Y) =0, since L is invertible.

Since the CCZ-equivalence is more general than EA-equivalence, we shall concentrate
on it. Recall that two (n, m)-functions f, f from F,n to F,m are CCZ-equivalent if and
only if their graphs Gy = {(X, f(X))|X € Fpn}, Gp = {(X, f(X))| X € Fn} are
affine equivalent, that is, there exists an affine permutation A on Fy» x F,m such that
A(Gy) =Gy

As in [13], we use the identification of the elements in Fy» with the elements in F},

and denote by X both an element in Fj. and the corresponding element in F}. We first

-’411 A12

decompose the affine permutation A as an affine block-matrix, Au = u -+

A21 A22

C . . . ..
( d) , for an input vector u, where A1, As1, A2, Ags are n x n matrices with entries in IF,,,

and (;) is a column vector in Fj2n (just a reminder to the reader that EA-equivalence
means that A;2 = 0 and (full-fledged) A-equivalence means that A, = Ay = 0). Fix
¢ € Fyn, and let the c-differential system be written as Y — X = a, f(Y) — c¢f(X) =b.

Applying the affine permutation A to (‘;) we get

A A (a)_ A A ( Y - X )
Ao Az b Ao Aso f(Y)_Cf<X)
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B A A ( Y ) B A A ( X )
A21 -/422 f(Y> A21 ./422 Cf(X)
_( Y’ )_ A e A <X)
rory) T\ eoa,) )

We see that it is not obvious how the second term can be transformed into a pair (

c*f‘z((X’)>

of the graph G/, unless f and f’ are also CCZ-equivalent also via an affine transformation

. . . A e A
whose linear part is a constant multiple of
Ao1 ¢ Ax
We summarize this discussion in the next theorem.
, : . . A An
Theorem 17. Let f, f be CCZ-equivalent via an affine transformation A =
Ao1 A

L'Am

1
= An S

1
= An S A

[

the c*-differential uniformity of f’.

and also via . Then the c-differential uniformity of f is the same as

With the above discussion, we see that the ¢DU may change under EA or CCZ-
equivalence. Keeping that in mind, we now switch directions a bit and ask whether we
can perturb some APc¢N functions, via a linear/linearized map, thereby obtaining a PeN
function. This is in line with the long standing open question on whether some of the
known PN or APN functions can be transformed into PN or APN permutation functions
by perturbing them via some linear mapping. We will only treat here the Gold case,
f(X) = X"+ From [28] we know that f is PeN only for ¢ = 1 (under st 0dd),

when p > 2, and it is never PeN for ¢ # 1. The case of p = 2 was treated in [48].

Theorem 18. Let k > 1,n > 2 be integers, p prime, ¢ # 1 in Fpn. The following are

true:

(i) If GL(X) = XP"+1 4 4Tr(X) is PeN for vy € 7., then
aP 1

(ii) The function Go(X) = XP* 14y XP" s never PcN, regardless of the value of y € Fr.
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Proof. (i) We first perturb f in the following way G1(X) = f(X) +1Tr(X), v # 0, and
attempt to find some condition on 7 such that G can potentially be PcN. We look at the

c-differential equation of G, namely
(1= )X +a X +a” X +a” ' +~(1 — )Tr(X) +7Tr(a) = b,

that is,

k

X4 — Xp + 1TX +~Tr(X) =

b—~Tr(a) — a? !
1—c¢ '

By relabeling (since the free term is linear in b), it will be sufficient to investigate the
equation

P @ xr*
* l1—-c 1-—

(X) =b.

We argue now that in many instances the equation has more than one solution. We let

b= 0. Surely, X = 0 is one such solution. We write (for a # 0)

K a " v(1—¢)
X7 <X + ) + (X + —kTr(X)) — 0.
1—-c 1—-c ap

Now, X = —;% # 0 is another solution if 7(1 C)Tr( c) = 7%, or, equivalently,

Tr (1—_6) = _7%117——;2 We obviously need “p )2 € [y, for some a, which is equivalent to

the first claim.
(i) Next, we perturb f as Go(X) = f(X)+~ X", v # 0. As before, the c-differential

equation of (G5 is then

(1-— c)kaJrl +Ta X e X a4 y((1 - c)ka + apk) =b,

k
b—aP +1—'yap

or, by relabeling — b

k
at =0 o @ o

1—-c 1—c¢

Xp’“ﬂ +

If b =0, then X = 0 is a solution. Assuming b = 0, X # 0,a # 0, factoring out X, and
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using Y = %, we get
1— 1—
yr g atlzay 1oe

ab”

—k

p
It is easy to show that taking a = y(c — 1), then Y = <%) (which always exists,
K

k\ P
since ged(p*, p" — 1) = 1) is a solution of the above equation, and hence X = (%)
is a solution of the original equation in X. Hence .Dg, (X, a) is not a permutation, and

therefore, G5 is not PcN, for ¢ # 1. O

Surely, the question is whether G (X) = X! 4 4Tr(X) is ever PeN over Fan. We
quickly took some small examples of Fon, 2 < n < 4, determined by the primitive
polynomials X2 + X + 1, X3+ X + 1, X* + X + 1 over F, all with some primitive
root a. We then checked that Gy(X) = X2"+! 4+ 4Tr(X) is never PeN on Fan, for
2 < k<n<4 Ifk=n, wecan get PcN functions. For the considered cases, if
(k,n) = (2,2), Gy is PcN when (¢,7) = (0,1), (a, 1), (a?,1); if (k,n) = (3,3), Gy is PcN
when (¢, 7) = (¢, a), (¢, a?), (¢, @), since the function G| becomes a linearized polynomial
(via X?"™!1 = X2 on Fan). We do not have other examples for small dimensions. The

computation was done via SageMath.



Chapter 4

The c-Differential Uniformity and
Boomerang Uniformity of Some

Permutation Polynomials

In this chapter, we consider the ¢cDU and BU of two classes of PPs over finite fields of
even characteristic, introduced by Beierle and Leander [3], respectively, Tan et al. [55].
First, we shall recall some definitions and results, which will be used throughout this
chapter, in Section 4.1. In Section 4.2, we shall consider ¢DU of an involution over finite
field Fon, which has been used to construct a class of differentially 4-uniform function
in [3] and shall show that it is APcN for all ¢ € Fan, ¢ # 0,1. Moreover, we shall also
give the ¢DDT entries of this involution, for all ¢ € F,, ¢ # 0,1, using the Weil sum
technique used in [54, 52]. In Section 4.3, we shall give a complete description of the BCT
entries of the involution and show that there are only two entries in the BCT. The ¢DU
of the differentially 4-uniform function studied by Tan et al. [55], has been considered in

Section 4.4. A bound for the BU of this function will be given in Section 4.5.

4.1 Preliminaries

In the study of finite fields, PPs are very important objects as they are used in variety of
theoretical and practical applications. Therefore, construction of infinite classes of PPs

over finite fields is an interesting problem and a lot of research has been done in this

29



CHAPTER 4. THE ¢cDU AND BU OF SOME PERMUTATION POLYNOMIALS 60

direction in recent years. A PP f(X) is called complete permutation polynomial (CPP)
if both f(X) and f(X) + X are permutations. In view of the definition of CPP, an
interesting problem is to add some simple functions in a given PP and to check for its
permutation behaviour.

Recently, Beierle and Leander [3] considered the perturbation of a linear function by a
trace function and showed that it is an involution. More precisely, authors showed that the
function G(X) = X +Tr(aX +X2"+1), where Tr(a) = 1 and ged(k,n) = 1 is an involution
of finite field Fon, n > 3 odd. Here, Tr is the absolute trace function. Recall that the power
function f(X) = X2+ over Fon, 0 < k < n is the Gold function [31] and if ged(k,n) =
ged(2k,n), it is a permutation of Fyn. Nyberg [45] showed that when ged(k,n) = s, the
Gold function is differentially 2°-uniform. Thus, when ged(k,n) = 1 and n odd, the Gold
function is an APN permutation. Beierle and Leander [3] considered the composition of
the involution G(X) with the monomial X*, where ¢ = (2¥ + 1)7! (mod 2" — 1) with
ged(k,n) = 1, and showed that it is a differentially 4-uniform permutation with trivial

nonlinearity 0. More precisely, authors proved the following result.

Lemma 4.1.1. [3, Proposition 1] Let n > 3 is odd, o € Fon with Tr(a) = 1 and { =
(254+1)7! (mod 2"—1) with ged(k,n) = 1. Then the function Gq ¢(X) = X+ Tr(aX*+X)

is a differentially 4-uniform permutation with null nonlinearity over Fon.

We explicitly determine the ¢DDT entries of the involution G(X) for all ¢ € Fon in
Section 4.2. Moreover, we compute BCT entries of the involution G(X) in Section 4.3.

We shall now turn our focus towards another interesting function. A systematic study
of permutation behaviour of the functions of the form f(X) = ¢g(X) + ~4Tr(h(X)) has
been done by Charpin and Kyureghyan [18] where authors gave necessary conditions on
v € Fan, g, h € Fon[X] for which g(X) + vTr(h(X)) is a permutation polynomial. More

precisely, authors gave the following two classes of permutation polynomials.

Lemma 4.1.2. [18, Corollary 1] For any (3,7 € Fon and h(X) € Fau[X], the polynomials
(1) fi(X) =X +9Tr(h(X? +~X) + BX); and
(2) f2(X) = X +Tr(h(X) + h(X +7) + 5X)

are permutation polynomials if and only if Tr(Bv) = 0.
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From the above lemma, it is easy to see that if 3 = 0,7 = 1 and h(X) = X!, the
function f{(X) = X + Tr (ﬁ) is a permutation of Fon. Tan et al. [55] showed that
when n is even, the permutation polynomial H(X) = f{(X)o X ' = X1 + Tr (XX—jl> is
differentially 4-uniform. Recall that when 7 is even, the inverse mapping X ! is a differ-

entially 4-uniform permutation of Fon (see [45, Proposition 6]). Thus, the permutation

X2

> +1> in the inverse

behaviour and DU remain the same even after adding the term Tr <
mapping X ~'. The ¢DU of the inverse function has been studied by Ellingsen et al. [28].

X2
In Section 4.4, we shall consider the ¢cDU of the function H(X) = X' + Tr (X n 1)

over Fon for 1 # ¢ € Fan, to see the effect of the addition of the trace term Tr (Xx—jl) on
¢DU. We shall also consider the BU of the function H(X) in Section 4.5.

We shall later use the following result [28, Lemma 11].

Lemma 4.1.3. Let n be a positive integer. The equation X? +aX +b = 0, with a,b €

Fon,a # 0, has two solutions in Fon if Tr (a%) =0, and zero solutions otherwise.

With regard to inverses of elements in the finite field, we shall use the convention that

for any non-zero a € Fan, a* := 1 and 07" := 0 in the rest of the paper.

4.2 The c-Differential Uniformity of a Class of Invo-
lutions

In this section, first we shall consider the ¢DU of the involution G(X) = X + Tr(aX +
X?2"+1) over Fon, where n > 3 is odd, o € Fyn with Tr(a) = 1 and ged(k,n) = 1. Let
f(X) = Tr(X2"*1) be the trace of the Gold function. For ¢ € Fy, ¢ # 0,1, the following
theorem gives the cDDT entries of the involution G(X).

Theorem 19. Let n > 3 be odd, o € Fon with Tr(a) =1 and let G(X) = X + Tr(aX +
X2k+1) with ged(k,n) = 1. Then for any a,b,c € Fon, ¢ # 0,1, the cDDT entry .Ag(a,b)
of G(X) at (a,b) is given by

(

" k. gk
0 oTr (—(“’Lb)(cic +*) 4 g+ a2k+1> =1 and Tr <a2 1;“0“2 ) =1

Aclah) =91 i Tr (£ ) =0

—k k —k k
2 afTr (—(“b)(‘ic t*) 4 aa + a2k+1> =0 and Tr (“2 1++0“2 ) = 1.
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Proof. Recall that the ¢cDDT entry .Ag(a,b) at the point (a,b) of the function G(X) is

given by the number of solutions of the following equation

b=G(X +a)+ cG(X)
:X+a+Tr(oz(X+a)+(X+a)2k+1>+C<X+Tr(aX+X2k+1>)

=(1+¢) (X + Tr(aX + XZkH)) +a+ Tr(aa + a® 1) + Tr(X? a + Xa?"),
which can be further written as
(1+)GX) +Tr(X¥a+ Xa®) + G(a) + b= 0. (4.1)

It is straightforward to observe that the number of solutions of the above Equation (4.1)

is given by

Z Z 8((1+e)G(x )+Tr(X2ka+Xa2k)+G(a)+b>>

E]FQn X 6]F2TL

_ i (_1)Tr(5(G(a)+b)) Z (_1)Tr(ﬁ(1+c)G(X)+BTr(X2ka+Xa2k)>
2n

1
= 5

BG]FQ" XEan
(—1) TG @+D) Z (- 1)Tr(5(1+c)G(X))+Tr(5)Tr(x2ka+xa2’“)

BGIFZ" XEFQTL

= o (Mo + M),

where My and M, are the sums corresponding to Tr(5) = 0 and Tr(8) = 1, respectively.
We shall now compute My and M, separately. The first sum M, is given by

M, = Z (—1) (G a) ) Z (_1)Tr(B(l+c)G(X))+Tr(B)Tr(X2ka+Xa2k)

Tr(8)=0 X€Fan
— Z (=1)Tr(BG(@)+b) Z (—1) B+ GE)
Tr(8)=0 X€Fyn
— o4 Z (—1)THAG@+b) Z 1) THE+G))
BEF; X€Fyn
Te(8)=0
= 2",

where the last equality holds because f(1 + ¢) # 0 and G(X) is a permutation of Fon,
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which makes the inner sum zero. Similarly, we can compute the second sum M; which is

given by

M, = Z (—1) T BE@+h) Z (_1)Tr(5(1+c)G(X))+Tr(5)Tr(X2ka+Xa2k)

Tr(8)=1 X€Fan

= 3 (pmee@m) 7 (= 1) T BO+OX B+ T X +X2 1) Tr(X (a2 +a2"))
Tr(8)=1 X€Fon

= Y (-)mEGE@) Y (— 1) THEOFIX)F T+ Tr(@X+ XD HTR(X (@2 a2"))
Tr(8)=1 X eFyn

_ Z (—1) (G a)+0) Z (_1)Tr(5(1+c))Tr(aX+X2k+1)+Tr(X(a27k+a2k+6(1+c)))'
Tr(8)=1 X€Fan

Now we shall consider two cases, namely, Tr(8(1 + ¢)) = 0 and Tr(8(1 + ¢)) = 1, respec-
tively. Equivalently, Tr(5c) = 1 and Tr(f8c¢) = 0, respectively. We shall denote the sums
corresponding to Tr(fc) = 1 and Tr(fBc) = 0 by M;; and M, o, respectively.

Case 1. Let Tr(fc) = 1. In this case,

_ _ 1\ Tx(B(G(a)+b)) 1\ Te(X (@2 a2 (1))
My (—1) (1)

Tr(Bc)=1

_ Z (_1)T‘r((a+b)B+BTr(aa+a2k+1)) Z (_1)Tr(X(a2_k+a2k+,3(1+c)))

Tr(B)=1 XeFan
Tr(Bc)=1

LT (e et § (et s )

TI‘(B)ZI X€Fson
Tr(Bc)=1
— Z (_1)Tr((a+b)6+aa+a2k+1) Z (_1)Tr(X(a2”“+a2’“+5(1+c)))'

Tr(8)=1 X€Fon
Tr(Bc)=1

Notice that the inner sum will have a contribution if and only if (1 + ¢) = a®> " + a?".

Therefore, we have

0 if Tr (az_kﬂﬂ’“) —0

2~k ok b
<a+b)(a1+C +a )+aa+a2 +1

Ml,l —

n . (_1)ﬂ<
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Case 2. Let Tr(fc) = 0. In this case,

M, = Z (_1)Tr(,3(G(a)+b)) Z (_1)Tr(X2k+1+X(a2—k+a2k+6(1+c)+a))

Tr(8)=1 X€Fqn
Tr(Bc)=0

- Z (_1)Tr(ﬂ(G(a)+b))Wf<u)’
Tr(8)=1
Tr(Bc)=0

where u = a2 " +a% + B(1+¢) +a. We now apply an old result of Gold [31] (see also [34,
Theorem 4]) which states that when n is odd and ged(k,n) = 1, the Walsh coefficient of

the Gold function f is given by

0 if Tr(u) =0
Wi(u) = s
(=) C"IWe(1) i Tr(u) = 1,

where v is the unique element in Faon of trace 0 such that u = vzk + 72_k + 1, completed
with one of Dillon and Dobbertin’s results [26] (see also [34, Theorem 5]), which gives the
Walsh-Hadamard coefficient

+272  ifn=+41 (mod 8)

—2"  ifn=+43 (mod 8).
It is easy to see that Tr(u) = Tr(a® " +a® + B(1+c¢) +a) = 0. Therefore M; o = 0. This
completes the proof. O

The case ¢ = 0 is considered in the following remark.

Remarks 4.2.1. Let n > 3 be odd, a € Fan with Tr(a) = 1. Then for ¢ = 0, the function
G(X) = X + Tr(aX + X2+, where ged(k,n) = 1, is PeN.

The following theorem gives the DU (the case ¢ = 1) of the function G(X).

Theorem 20. Let n > 3 be odd, o € Fayn with Tr(a) = 1. Then the DDT entries
Ag(a,b) at point (a,b) € Fs, X Fon of the function G(X) = X + Tr(aX + X2 1), where



CHAPTER 4. THE ¢cDU AND BU OF SOME PERMUTATION POLYNOMIALS 65

ged(k,n) =1, is given by

(

on if (a,b) = (1,1)

Agla,b) =21 if (a,b) # (1,1) and G(a) =b or b+ 1

0 otherwise.
\

Proof. Recall that the DDT entry Ag(a,b) at the point (a,b) € F3, x Fan of the function
G(X) = X +Tr(aX + X%+ is given by the number of solutions of the following equation

G(X +a) + G(X) =b
X +a+Tr <a(X +a)+ (X + a)2’“+1) + X 4+ Tr(aX + X2+ =
a+ Tr(aa+ a®*') + To(X¥ a+ Xa®') = b

Tr(X* a+ Xa*') = G(a) + b

1117

Tr(X (o> " 4 a®)) = G(a) + b

Notice that when a = 1, then G(a) = 1 and in this case the above equation has 2"
solutions if b = 1 and no solution otherwise. For a # 1, a* " +a2" # 0 as ged(k,n) = 1
and n is odd. In this case the above equation has 2"~! solutions if either G(a) = b or

G(a) = b+ 1 and has no solution, otherwise. O

4.3 The Boomerang Uniformity of a Class of Involu-
tions

In this section, we shall consider the BU of the involution G(X). The following theorem
gives the BCT entries of the involution G(X) over finite field Fan.

Theorem 21. Let n > 3 be odd and a € Fon with Tr(a) = 1. Then the BCT entry
Be(a,b) at point (a,b) € Fi x Fi. of the function G(X) = X 4 Tr(aX + X2'+1), where
ged(k,n) =1, is given by

2" Gf Tr((a* + a=%)b) = 0
Bt f Tr((a" +a7)b)
0 if Tr((a® +a™*)b) = 1.
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Proof. Recall that the BCT entry of G(X) at point (a,b) € F;. x F5, is the number of

solutions in Fan X Fon of the following system

G(X)+G(Y) =b

GX+a)+GY +a)=0b,
that is,

X +Y +Tr(a(X +Y)) + Tr(X¥H 4 v+ =p

(4.2)
X4Y +Tr((X 4+Y)) + Tr((X + )2 + (Y +a)2+1) = b.
Now adding both the equations in the above system (4.2), we have
0="Tr ((X +a) T X (Y 4+ 0)P T+ Y2k+1>
=Tr <X2ka +Xa¥ +v¥a+ Ya2k>
— Tt ((X LY et (X + Y)a2k> .
Therefore, the system (4.2) is equivalent to the following system
X+Y +Tr <a(X +Y) + X2 Y2k+1> —p
Te (X + V)% a4 (X +Y)e?') =0,
and so,
XY+ T (alX +Y) + (X +Y)2*H) + T (XY + Xv?) = ",
4.3

Tr ((X V)04 (X + Y)a2’“) ~0.

Taking Y = X + Z, the above system (4.3) becomes

7 4+ Tr (aZ i Z2’“+l> Ty (XQkZ i XZ?’“) b

Tr (ZQka + Za2k) =0,
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which can be written as

G(Z) +Tr (X(Z?"“ + Z2’“)> —

(4.4)
Tr (a(ZT"' + Z?’“)) = 0.

Our aim is to compute the number of solutions of the above system (4.4). We shall now
use the techniques given in [52] to find this number, i.e., to compute the BCT entries of

G(X). Recall that the number of solutions of the above system (4.4), denoted as Bg(a, b),

is given by
Bo( Z Z BG(Z)+Tr(X (22 +22%)) b)) Z )T (a(22 " 122"
X ,ZEFyn BEFon vEFon
D (= 1) EE@ T+ THX (22 +22) (4.5)

X,ZeFon BEFon
-y (= 1)) Tr(a(z” " +22"))

vEFon
= 2% Z (_1)Tr(5b) Z (—1)Tr(ﬁG(Z))-FTr(v)Tr(a(ZZ_k+sz))
By€Fan Z€Fyn
' Z (—1)TY(B>TY<X(ZT’“+ZQ'“))
X€Fon
= o (S + ),

where Sy and S are the sums corresponding to Tr(/5) = 0 and Tr(8) = 1, respectively.
We shall now compute Sy and S; separately. We first consider the sum Sy given by

SOZ Z Tr (Bb) Z Z Tr (BG(Z +Tr(7)Tr(a(Z27k+Z2k))

Tr(ﬁ) vEFon Z€EFon
Y <_1)T&«<ﬂm<X(zﬂ+22’“>)
XE]FQTL
—k ok
_9n Z Tr(6b) Z Z Tr (BG(2)+Tr(y)Tr(a(Z? ~+2%7))
Tr(8)=0 ~yEFon ZeFon
=2 Z (=)™ (So0 + So.1), (4.6)
Tr(8)=0

where Sy and Sy are the sums corresponding to Tr(y) = 0 and Tr(y) = 1, respectively.
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We shall now compute Sy and Sy 1, separately. Consider

—k k
So0 = Z Z Tr(BG(2))+Te(V)Tx(a(2> ~+2%7))

) 0 ZE]FQTL

— Z Z Tr (BG(2))

TI‘( ) OZE]FQn

— on—1 Z (_1>Tr(BG(Z))'

Z€Fon

Similarly,

—k k
Sor = Z 3 (1) TG Tz 2

(v)=1 ZEFn

_ Z Z 1)TEG(2) N+Tr(a(22 " +22%))
—1 ZEFqn

_ 2n71 Z ()™ Te(BZ+BTr(aZ+22" 1)) +Te(a(22 " +22"))
Z€Fqn

_ on-1 Z (_1)mﬁz)ﬂ‘r(ﬁm(amZ?k+1)+Tr(a(22”“+z2’“))
ZEFon

_gn1 Z (_1)Tr(,BZ)+Tr(Z(a2_k+a2k))

Z€Fon

ZEFQn

Now putting the values of Sy and Sp; into Equation (4.6), we have

Sp =221 § (1) ( Y (e 4§37 (_1)Tr(Z(a2_k+a2k+5)))

Tr(8)=0 Z€Fon Z€Fon

— 92n—1 on 4 Z (_ Tr(Bb) Z Tr (BG(Z
Tr(8)=0

ZeFon
B#0
+ Z (—1)™() Z (_I)Tr(Z(aQ_k +a2* 1))
Tr(8)=0 Z€Fn
:23n—1+22n—1 (_1)T1“(Bb) Z (_1)TI“(Z(0,2_I€ 2k+6))
Tr(8)=0 ZEFyn
— 93n 1+23n—1 (_1)Tr(b(a2_k+a2k))
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where the second last equality holds because G(Z) is permutation of Fon. The last equality
holds as the inner sum will contribute if and only if 8 = a* * + a*"

Now, we shall calculate S; which is given by

S, = Z )T (50) Z Z )THEG(2)+Trly )Tr(a(22 " +22%))

Tl'(ﬁ) ’}’EFQTL ZGFQTL
. Z (_1)Tr<ﬂ>Tr(X<zf’“+22’“>>
XeFon
= 3 ()T §T ST () TGO T (22" 122"y
4.7
T‘I‘(ﬁ)zl ~yEFon ZeFon ( )
Y (e
XEFQn
= D (=D)T(S10+ S1a),
Tr(8)=1

where Sy and Sy are the sum corresponding to Tr(y) = 0 and Tr(vy) = 1, respectively.

We shall now compute S; o and S} ; separately. Consider

v(a(22 * 4+ 22* v 2=k | ok
Sio= Z Z Tr(BG(2))+Te(V)Tr(a(Z> " +2%7)) Z )T 4270)

(v)=0 Z€Fan XeFon
Z Z ) 5G(2) Z (_1)Tr(x(z2*’“+z2’“))
=0 Z€Fon XeFon
— ot 3T (- meee) § (—1) X 422
Z€Fon XeFon

—k k
— 2n—1 E (_1)TI‘(BG(Z)) § (_1)Tr(X(Z2 +272 ) + 22n—1 + 2271—1 . (_l)Tr'(ﬁG(l))
Z€Fon XeFon
Z#0,1

— 921 4 g2n-1, (_1)Tr(,8(1+Tr(a+1))

— 22n—1 4 22n—1 . (_1)Tr(6)7

where the second identity holds because Z2* + Z2° = 0, or equivalently, Z2** + Z = 0 if
and only if Z =0,1. For Z € Fs.\{0, 1}, zx 4 72 =# 0 and as a consequence, the inner
sum will be equal to zero. The last equality holds because Tr(a) = 1. Similarly,

k k —k k
Sy = Z Z Tr(BG N+Tr(y)Tr(a(Z% " +227)) Z Tr(X(22 +22%))

Tr(y)=1 Z€Fan XeFon
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=> > (—1) T EG+Tra(z> " +220)) 3 (—1) @427

Tr(A/):l ZGFQTL XGFQTL
-k ok 9=k | ok
_on—1 Z (_1)Tr(5G(Z))+T1~(a(Z2 +227)) Z (_1)Tr(X(Z +227))
Z€Fon XE€Fson

:22n—1 + 22n—1 . (_1)Tr(,BG(1))

+on Tty (_1)Tr<6G(Z>>+Tr<a(zf’“+z2’“>> 3 (_1)Tr<X(ZQ"“+Z2k))

ZEFQn XEFQn
Z740,1

:22n—1 + 22n—1 . (_1)TI(B+BTr(a+1))

:22n71 + 227171 . (_1)Tr(ﬁ)
Now putting the values of S; o and Sy in the Equation (4.7), we have

Si= Y ()T 422 (—1)™P) =0,
Tr(8)=1

Now putting the values of Sy and S into Equation (4.5), we have
Tr(b(a® " +a2"
Ba(a,b) = 2" 42071 (—1) 0l e,

This completes the proof. n

4.4 The c-Differential Uniformity of a Perturbed In-

verse Function

X2
In this section, we shall consider the ¢cDU of the function H(X) = X' + Tr ( X 1)
over Fon, for all positive integers n and 1 # ¢ € F,. We shall first recall the following
lemma (we have slightly modified the statement as per our requirements), which gives the

cDU of the inverse mapping.

Lemma 4.4.1. [28, Theorem 12] Let n be a positive integer and ¢ € Fon\{0,1}. For any

a,b € Fon, the number of solutions of the equation (X + a)™t + cX 1 = b are given as



CHAPTER 4. THE ¢cDU AND BU OF SOME PERMUTATION POLYNOMIALS 71

follows.

) if b=0;
{0} ifab=1 and Tr(1/c) =1

{0, two more solutions}  if ab=1 and Tr(1/c) =0
{a} if ab=c and Tr(c) =1

{a, two more solutions}  if ab= c and Tr(c) =0

n—1
(=)} ifab=1+¢
{two solutions} if ab# 1,¢,1 4+ ¢ and Tr (mb)g‘l%) =0
no solution otherwise.

\

The following theorem gives bound for the ¢cDU of the function H(X) over Fan, for all

positive integers n and 1 # ¢ € F,,.

Theorem 22. Let 1 # ¢ € Fyn and H : Fyn — Fon is defined by H(X) = X' +

X2
T . :
r<X+1) We have

(i) If c =0, then H(X) is PcN;
(i1) If Tr(c) = 1 =Tr(1/c), then Ay < 8;

(i1i) Otherwise, Ay <9.

X2
Proof. For any fixed 1 # ¢ € Fan, the ¢DU of the function H(X) = X' + Tr (X n 1)

equals the maximum number of solutions of the following equation

X? +a? X?
X+a)'+Tr | —— X'+ T =b 4.8
(X+a)" + I(X+a—|—1)+c +c r(X+1> : (4.8)
where a,b € Fan. Notice that when ¢ = 0, the above Equation (4.8) reduces to
X? +a?
X4+a) ' +Tt|——) =0
(X +a)" + r(X+a+1) :

which has exactly one solution for each pair (a,b) € Fan x Fan as the left hand side is a
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PP. Let ¢ # 0, 1. For any fixed ¢ # 0, 1, if a = 0, Equation (4.8) reduces to

2

X1+ Tr (X)i 1) =b(1+¢)7 ",

which has exactly one solution for each b € Fon as the left hand side is a PP. Now for any

(a,b) € F}. x Fan, to find the solutions of Equation (4.8) we shall split the analysis into

four cases.

X2 2 X2
Case 1. Let Tr (ﬁ) =0="Tr (X n 1). In this case, Equation (4.8) reduces
to

(X+a) ' +cX =0 (4.9)

a+1
a(b+1) =1 and Tr <aa_+21> = 1. Similarly, if a is a solution of Equation (4.8) then either

ab = ¢ and Tr (%) =0oralb+c) =cand Tr <aa—$> = 1. From Lemma 4.4.1, we
know that if ab =1 and Tr(1/c) = 0, then the Equation (4.9) has three solutions and one

Notice that if 0 is a solution of Equation (4.8) then either ab = 1 and Tr <i) =0 or

among them is zero. Similarly, if ab = ¢ and Tr(c) = 0, then the Equation (4.9) has three
solutions and one among them is a. In rest of the cases Equation (4.9) can have atmost
two solutions. From here we conclude that for any fixed ¢ € F2n\{0,1}, Equation (4.8)
can have at most three solutions if either Tr(1/c) = 0, Tr (aa—jl) = 0and ab = 1, or

Tr(c) = 0, Tr (aa—jl> = 0 and ab = c. Otherwise, there can be at most two solutions of

Equation (4.8) from this case.

X2 2
Case 2. Let Tr ATra =
X+a+1

X2
1="Tr (X n 1). In this case, Equation (4.8) reduces
to

(X4a) ' +eX P =b+c+1. (4.10)

Again, by Lemma 4.4.1, if a(b+ ¢+ 1) = 1 and Tr(1/c) = 0, then the Equation (4.10) has

three solutions and one among them is zero. It is easy to see that when X = 0, Tr ( )?(J;) =

0. Therefore 0 can not be a solution of Equation (4.8). Similarly, if a(b+ ¢+ 1) = ¢ and

Tr(c) = 0, then Equation (4.10) has three solutions and one among them is a. Notice

that, when X = a, Tr < ;ﬁl‘i) = (0. Therefore a can not be a solution of Equation (4.8).

Thus, we can get at most two solutions of Equation (4.8) from this case.

X2 2 X2
Case 3. Let Tr (rjz—j—l) =0 and Tr (X n 1) = 1. Then Equation (4.8) reduces
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to
(X+a)'+cXt=b+ec (4.11)

From Lemma 4.4.1, we know that if a(b + ¢) = 1 and Tr(1/¢) = 0, then the Equation (4.11)
has three solutions and one among them is 0. As we are in the case Tr <XX—+21) =1, the
solution X = 0 of Equation (4.11) will not be a solution of Equation (4.8). Similarly,
if a(b+c¢) =c and Tr(c) = 0, then the Equation (4.11) has three solutions and one
among them is a. It is easy to see that the solution X = a of (4.11) will be a solution
of Equation (4.8) if and only if Tr (#21) = 1. Thus, for any fixed ¢ € F.\{0,1}, if
Tr(c) = 0, Tr <aa—jl> = 1 and a(b+ ¢) = ¢, then there can be at most 3 solutions of
Equation (4.8) from this case, otherwise there can be at most 2 solutions.

X2 2 X2
Case 4. Let Tr (r:j—l) =1 and Tr (X n 1) = 0. Then Equation (4.8) reduces
to

(X+a) +cXt=b+1 (4.12)

Again, by Lemma 4.4.1, if a(b+1) = 1 and Tr(1/c) = 0, then the Equation (4.12) has three
solutions and one among them is 0. Notice that the solution X = 0 of Equation (4.12) will
be a solution of Equation (4.8) if and only if Tr <a“—j1) = 1. Similarly, if a(b+ 1) = ¢ and
Tr(c) = 0, then the Equation (4.12) has three solutions and one among them is a. Notice
that solution X = a of (4.12) will not be a solution of Equation (4.8) as Tr <X2+“2 ) # 1.

X+a+1
Thus, for any fixed ¢ € Fan\{0, 1}, if Tr(1/c) = 0, Tr (aa—jl) =1 and a(b+ 1) = 1 then

there can be at most 3 solutions of Equation (4.8) from this case, otherwise there can be

at most 2 solutions. This completes the proof. O

The following Table 4.1 gives the maximum possible value of Ay, where ¢ # 0, 1, of

the function H(X) over Fy. for some small values of n.

4.5 The Boomerang Uniformity of a Perturbed In-
verse Function

Boura and Canteaut [8] studied the BCT entries of the inverse mapping and proved the
following lemma. We are also including the proof here (however, our technique is slightly

different from the one given in [8]), for the convenience of the reader.



CHAPTER 4. THE ¢cDU AND BU OF SOME PERMUTATION POLYNOMIALS 74

n | when Tr(c) = 0 = Tr($) or Tr(c) + Tr(%) =1 | when Tr(c) =1 = Tr(3)

0| | O U | W N
col | | O O Ww| =
| O O O | | =

Table 4.1: Maximum value of Ay over finite field Fan.

Lemma 4.5.1. /8, Proposition 6] Let f(X) = X' be a map from Fan to itself with n

even. Then for any (a,b) € F3, x F5,, the boomerang system

X1+Yy1t=p
(4.13)

(X+a) '+ (Y +a) =0

has the following solutions if n =2 (mod 4)

(

{(0,a), (a,0), (aw, aw?), (aw?, aw)} if ab=1
{(0, aw?), (aw?,0), (a, aw), (aw, a)} if ab = w
{(0, aw), (aw, 0), (a, aw?), (aw?,a)} if ab = w?

{(X1,X14+a),(X1+a, X))}, Xi+aX1+2=0 ifTe(%) =0, and ab # 1,w,w?

no solution otherwise.
\

When n =0 (mod 4), then there are the following additional solutions

{(X9, Xo4a),(Xo+a,Xs)}, X3+aXo+dw?=0 ifab=w

{(X3,X3+a),(Xs+a,X3)}, Xe+aXz+dw=0 if ab=w?

Proof. 1t is easy to see that (0,0) and (a, a) can not be a solution of the Equation (4.13)

as b # 0. Now we shall divide our discussion into the following different cases.
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Case 1. Let X = 0. In this case, the system (4.13) reduces to

Y =b!
(4.14)

(b t4+a)yt=b+at

It is easy to see that if ab = 1 then (0, a) is the solution of above system (4.14). If ab # 1

then the system (4.14) reduces to

0=0"'+a)(b+at)+1
=14+a bt +ab

= (ab)® +ab+ 1.

Thus ab # 1 is a root of w® + 1 = 0, hence a primitive root of Fy, say w,w?. When
ab = w, Equation (4.14) has exactly one solution (0,aw?). Similarly, when ab = w?
Equation (4.14) has exactly one solution (0, aw). If ab # 1,w,w?, then system (4.14) has
no solution.

Case 2. Let X = a. In this case, the system (4.13) reduces to

V=0+a")! (4.15)

(b+aH)t+a)t =0

It is easy to see that if ab = 1 then (a,0) is the solution of above system (4.15). Also
notice that if ab # 1 then (b+a™')"'+a # 0 as b # 0. Thus, for ab # 1 the system (4.15)

reduces to

b+ta )y t=a+b!
(a+b Y@t +b) =1

(ab)* +ab+1=0.

Thus ab # 1 is a root of w® + 1 = 0, hence a primitive root of Fy2. When ab = w,
Equation (4.15) has exactly one solution (a, aw). Similarly, when ab = w?, Equation (4.15)

has exactly one solution (a,aw?). If ab # 1, w,w?, then system (4.15) has no solution.
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Case 3. Let Y = 0. Since the system (4.13) is symmetric in the variables X and Y, this
case directly follows from the Case 1. Thus, the system (4.13) has exactly one solution
(a,0), (aw?,0) and (aw,0) when ab = 1,w and w?, respectively. If ab # 1,w,w? then
system (4.13) has no solution with Y = 0.

Case 4. Let Y = a. Since the system (4.13) is symmetric in the variables X and Y, this
case directly follows from the Case 2. Thus, the system (4.13) has exactly one solution
(0,a), (aw,a) and (aw?,a) when ab = 1,w and w?, respectively. If ab # 1,w,w?, then
system (4.13) has no solution with Y = a.

Case 5. Let X #0,a and Y # 0,a. Now, the system (4.13) becomes

X+Y =bXY
(4.16)
X +Y =b(XY +aX + aY + a?),
which is equivalent to
X+a=Y
(4.17)

X?+aX +§=0.

Now if ab = 1, then the second equation of (4.17) reduces to X? + aX + a* = 0, which
is equivalent to X (X?® + a®) = 0, which has only two solutions aw, aw? (since X # 0, a).
Thus, Equation (4.16) has two solutions, namely (aw, aw?) and (aw?, aw). If ab = w, then
the second equation of (4.17) becomes X? + aX + a*w? = 0, which has two solutions
if and only if Tr(w?) = Tr(w) = 0. Here, one may note that Tr(w) = 0 if and only if
n =0 (mod 4). Similarly, if ab = w?, the second equation of the system (4.17) becomes
X? + aX + a*w = 0, which has two solutions if and only if Tr(w) = 0. Again, Tr(w) = 0
if and only if n = 0 (mod 4). When X,Y # 0,a and ab # 1,w,w?, then Equation (4.17)
has two solutions if and only if Tr (ﬁ) = 0. O]

The following is an immediate corollary to Lemma 4.5.1.

Corollary 4.5.2. Let f(X) = X! be a map from Fon to itself with n even. Then the

boomerang uniformity of f is given by

4 ifn=2 (mod4)
By =
6 ifn=0 (mod4).
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Now we shall consider the boomerang uniformity of the differentially 4-uniform per-

2
mutation H(X) = X"+ Tr <X 1

) over Fon with n even in the following theorem.

2

X+1
itself. Then the boomerang uniformity of H is less or equal to 12.

Theorem 23. Let n be even and H(X) = X ' + Tr< ) be a map from Fon to

Proof. For any a,b € F,., the BCT entry By(a,b) of H at point (a,b) is the number of

solutions of the following system

X? Y?
X +y'4+T = b
* * r(X+1+Y+1> ’

X2+ a2 n Y2 + 2 B
X+a+1 Y+4a+1)

(4.18)

(X+a) '+ +a)! +Tr(

We shall split the analysis of solutions of the above system into the following four cases.
X2 Y2 X2 2 Y2 2
Case 1. Let Tr( ) =0 = Tr( +a ta ) In this case,

X-|—1+Y+1 X—I—a+1+Y—|—a—|—1
the system (4.18) reduces to

XT14+Y1t=0b
(4.19)

(X+a) '+ (Y +a) =0

From Lemma 4.5.1, we know that the above system (4.19) has four solutions if ab = 1;
four solutions if ab = w,w? and n = 2 (mod 4); six solutions if ab = w,w? and n = 0

(mod 4); two solutions if Tr(ib) =0 and ab # 1,w,w?; and no solutions, otherwise.

xz 'y X?+a® | Y+
C 2. Let T =1=T . In thi
ase e r(X+1+Y+1> r<X—|—a+1+Y—i—a+1) n this case,

the system (4.18) reduces to

X 14vYlt=b+1
(4.20)

(X+a) '+ Y +a)t=0+1

Again, from Lemma 4.5.1, we know that the above system (4.20) has four solutions if
a(b+ 1) = 1; four solutions if a(b + 1) = w,w? and n = 2 (mod 4); six solutions if
a(b+1) =w,w? and n = 0 (mod 4); two solutions if Tr(m) =0and a(b+1) # 1, w,w?
and no solutions, otherwise.

We shall now compute maximum number of solutions of Equation (4.18) that can be
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obtained from Case 1 and Case 2.

(i) Let ab = 1. In this subcase, if ab+ a = 1, a = 0 which is not possible as a # 0.
If ab+ a = w, we have (a,b) = (w?* w). For (a,b) = (w? w), four solutions of the
system (4.19) are {(0,w?), (w?0),(1,w), (w,1)}. It is easy to verify that all these four
solutions are solutions of system (4.18). For (a,b) = (w? w), the system (4.20) has
four solutions {(0,w), (w,0), (1,w?), (w? 1)} when n = 2 (mod 4) and there will be two
additional solutions when n = 0 (mod 4). A simple calculation shows that none of
these four solutions satisfy system (4.18). If ab + a = w?, we have (a,b) = (w,w?).
For (a,b) = (w,w?), four solutions of the system (4.19) are {(0,w), (w,0), (1,w?), (w? 1)}
and one can easily verify that these four solutions are solutions of system (4.18). For
(a,b) = (w,w?), we have four solutions of (4.20), when n = 2 (mod 4), which are given
by {(0,w?), (w?,0), (1,w), (w,1)} and there will be two additional solutions when n = 0
(mod 4). A routine calculation shows that none of these four solutions are solutions of

system (4.18) as in all these cases Tr (XX—jl + YY_+21) # 1. If ab+a # 1,w,w?, system (4.20)

1
1+4a

(ii) Let ab = w. In this subcase, if ab+ a = 1 then (a,b) = (w? w?). For (a,b) = (w?, w?),
the system (4.19) has four solutions {(0,w), (w,0), (1,w?), (w?,1)} if n = 2 (mod 4) and

has two solutions if Tr ( ) = 0 and no solution, otherwise.

there are two additional solutions if n = 2 (mod 4). A simple calculation shows that
all these four solutions are also a solution of equation (4.18). For (a,b) = (w? w?), four
solutions of the system (4.20) are {(0,w?), (w?,0),(1,w), (w,1)}. A simple calculation
shows that none of these four solutions satisfy system (4.18). If ab 4+ a = w then a = 0
which is not possible as a # 0. Now if ab+ a = w?, (a,b) = (1,w). For (a,b) = (1,w),
system (4.19) has four solutions {(0,w?), (w?,0), (1,w), (w,1)} if n =2 (mod 4) and there
will be two additional solutions if n = 0 (mod 4). A simple calculation yields that all
these four solutions are solutions of system (4.18). For (a,b) = (1,w), four solutions
of (4.20), when n = 2 (mod 4), are {(0,w), (w,0), (1,w?), (w? 1)} and there will be two
additional solutions when n = 0 (mod 4). It is easy to verify that none of these four
solutions are solutions of system (4.18). If ab+ a # 1,w,w?, the system (4.20) has two
solutions if Tr (ﬁ) = 0 and no solution, otherwise.

(iii) Let ab = w?. In this subcase, if ab+a = 1, (a,b) = (w,w). For (a,b) = (w,w),
system (4.19) has four solutions {(0,w?), (w?,0), (w,1), (1,w)} if n =2 (mod 4) and there
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are two additional solutions if n = 0 (mod 4). It can be easily shown that all these
four solutions are solutions of system (4.18). For (a,b) = (w,w), four solutions of the
system (4.20) are {(0,w), (w,0), (1,w?), (w? 1)} and a routine calculation shows that none
of these four solutions satisfy system (4.18). If ab + a = w, (a,b) = (1,w?). Now for
(a,b) = (1,w?), system (4.19) has four solutions {(0,w), (w,0), (1,w?), (W 1)} if n = 2
(mod 4) and there are two additional solutions if n = 0 (mod 4). It is easy to verify that
all these four solutions are solutions of system (4.18). For (1,w?), four solutions of (4.20),
when n = 2 (mod 4), are {(0,w?), (w?,0),(1,w), (w,1)} and there will be two additional
solutions when n = 0 (mod 4). One can easily verify that none of these four solutions are
solutions of the system (4.18). If ab+ a = w?, a = 0 which is not possible as a # 0. Now,
if ab+ a # 1,w,w?, the system (4.20) has two solutions if Tr (#) = (0 and no solution,
otherwise.

From the above discussion, we infer the following:

e If ab=1,a+ 1, we can get at most 6 solutions of system (4.18) from Case 1 and

Case 2.

o If ab = w,w? a + w,a + w?, we can get at most 6 (respectively 8) solutions of
system (4.18) from Case 1 and Case 2, if n # 2 (mod 4) (respectively n = 0
(mod 4)).

o Ifab# 1,w,w? a+1,a+w,a+w? we can get at most 4 solutions of system (4.18)

from Case 1 and Case 2.

X2 Y2 X2—|—a2 Y2—|—CL2
. Let T = T = 1. In thi
Case 3. Let r<X—|—1+Y+1) 0 and r(X—l—a~|—1+Y+a+1) n this

case, the system (4.18) reduces to

X 14+Y1t=p
(4.21)

(X +a) '+ (Y +a)t=0+1.
It is easy to see that when b = 1, the system (4.21) is inconsistent, as in this case, second
equation of the system (4.21) would imply X =Y and first equation of the system (4.21)
cannot have solutions of this type as b # 0. Now, we shall calculate the number of

solutions of the above system (4.21) in following cases.
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Subcase 3.1. Let X = 0. In this case the system (4.21) reduces to

Y =b!
(4.22)

Y+a)t=al+b+1.

Solving the above equations in system (4.22), we have

b lt+a)yt=at+b+1

Notice that if ab =1 or a(b+ 1) = 1 then the equation above is inconsistent. If ab # 1, a
then (0,b71) will be a solution of system (4.21) if and only if a?6* + a*b+ab+a+1 = 0.
Subcase 3.2. Let X = a. In this case the system (4.21) reduces to

Y =(at+0)" (4.23)

Y +a)t=0b+1.

Solving the above equations in system (4.23), we have

(a'+b0) ' +a)t=at+b+1

Notice that if ab = 1 then the equation above is inconsistent. If ab # 1 then (a, (a='+b)71)
will be a solution of system (4.21) if and only if a?b? + ab + ab+ 1 = 0.

Subcase 3.3. Let Y = 0. As the system (4.21) is symmetric in the variables X
and Y, this subcase directly follow from the Subcase 3.1. Therefore system (4.21) has
no solution if ab = 1 or a(b+ 1) = 1 and if ab # 1,a then (b=!,0) is a solution of the
system (4.21) if and only if a?0* + a*b+ ab+a+ 1 = 0.

Subcase 3.4. Let Y = a. This subcase directly follows from the Subcase 3.2. There-
fore system (4.21) has no solution if ab = 1 and if ab # 1 then (b=, 0) is a solution of the
system (4.21) if and only if a®0® + @b+ ab+ 1 = 0.

Subcase 3.5. Let X # 0,a and Y # 0,a. In this case, the system (4.21) reduces to

X +Y =bXY
(4.24)

X+Y=0b+1D)(X+a)Y +a).
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Now adding the first and the second equation of the above system, we have

XY +(ab+a)(X+Y +a)=0
bXY + (ab® +ab)(X +Y +a) =0

(ab® +ab+ 1) (X +Y) + a®b* + a®b = 0,

when ab? + ab + 1 = 0, then the above equation will be inconsistent, as a?b? + ab # 0
2b2 2b
(since b # 0,1). When ab* +ab+1# 0, we let X +Y =t, where t = aZQ—i———c:baH' Now

putting Y = X + ¢, the first equation of the system (4.24) transforms into

t
X +tX + ;=0 (4.25)

The above equation has two solutions if and only if Tr (t—lb) = 0, namely (X7, X; +1) and

(X1 +t,X1), where X, is a root of Equation (4.25).

X2 Y2 X2+ a? Y? + a?
C 4. Let T =1and T = 0. In thi
ase e r<X+1+Y+1> an r(X—I—a+1+Y+a—l—1) 0. In this

case, the system (4.18) reduces to

X 14+y-l=p+1
(4.26)

(X4+a) P+ (Y +a) =0,

It is obvious that if (X,Y’) is a solution of the system (4.21) then (X + a,Y + a) will
be a solution of the system (4.26). Also it is easy to observe that if solution (X,Y") of
system (4.21) is a solution of system (4.18) then solution (X + a,Y + a) of system (4.26)
will also be a solution of system (4.18).

We shall now investigate, for any fixed a,b € F3., the overlap between the solutions
from the Case 3 and Case 4, and the solutions of Equation (4.18). We shall divide our
discussion in the following cases.

(i) When ab = 1, then there will be no solution from Subcase 3.1 3.2, 3.3 and 3.4 as
a’b? +a?b +ab + a + 1 = 0 implies 1 = 0, a contradiction, and a?b*> + a?b+ab+1 =0
implies a = 1, also a contradiction. Now in the Subcase 3.5, we get two solutions of
Equation (4.21), if and only if Tr (ﬁ) = 0. Thus, there can be at most four solutions of
Equation (4.18) from Case 3 and Case 4.
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(ii)) When ab = w, again we get two solutions of Equation (4.21), if and only if

Tr (ﬁ;) = 0. Thus, there can be at most four solutions of Equation (4.18) from Case 3
and Case 4.

(iii) When ab = w? then we get two solutions of Equation (4.21) if and only if
Tr (afT) = (0. Thus, there can be at most four solutions of Equation (4.18) from Case 3
and Case 4.

(iv) When ab = a + 1, then we get two solutions of Equation (4.21) if and only if
Tr (#1) = 0. Thus there can be at most four solutions of Equation (4.18) from Case 3
and Case 4.

(v) When ab = a + w, then we get two solutions of Equation (4.21) if and only if
Tr (%) = 0. Thus there can be at most four solutions of Equation (4.18) from Case 3

and Case 4.

(vi) When ab = a + w?, then we get two solutions of Equation (4.21) if and only if

a’4w

and Case 4.

Tr (“’2(a+1)> = (0. Thus there can be at most four solutions of Equation (4.18) from Case 3

(vii) It is easy to see that for any fixed a,b € F3, with ab # 1,w,w? 1+a,a+w,a+w?,
there can be at most two solutions of Equation (4.21) from Subcase 3.1, 3.2, 3.3 and 3.4
as a’b? + a’b+ab+a+1 = a®b® + a®b + ab + 1 implies a = 0, a contradiction. As we
have seen earlier that Subcase 3.5 can contribute atmost two solutions. Thus, we can get
at most 8 solutions of Equation (4.18) from Case 3 and Case 4.

From the above discussion, we infer the following:

e When ab = 1,w,w? a + 1,a + w,a + w?, there can be at most four solutions of

Equation (4.18) from Case 3 and Case 4.

e When ab # 1,w,w? 1+ a,a + w,a + w?, there can be at most eight solutions of

Equation (4.18) from Case 3 and Case 4.

This completes the proof. O



Chapter 5

Boomerang Uniformity of a Class of

Power Maps

In this chapter, we consider the BU of an infinite class of power function f(X) = X*"~!
over the finite field Fan, where n = 2m with m > 1. In Section 5.1, we recall some
results concerning the DU of f. Section 5.2 will be devoted on the BU of this power map
and we shall show that the power map f is boomerang 2-uniform when n = 0 (mod 4)
(i.e. when m is even) and boomerang 4-uniform when n = 2 (mod 4) (i.e. when m is

odd), respectively. Cid et al. [19] (see also [42, Theorem 1]) showed that for permutation

functions f, Ay < By. We show that for non-permutations, this is not necessarily true.

5.1 Differential Uniformity of X?"~!

The differential properties of the power maps of the form X2~ over Fon, 1 < t < n, have
been considered in [5] where authors computed DDT entries Af(1,b) by determining roots
of linearized polynomials of the form X2 4+ bX2 + (b+ 1)X = 0. In fact, in [5] authors

introduced a new type of functions, called locally-APN functions, defined as follows.

Definition 24. Let f be a power map from Fy. to itself. Then the function f is said to
be locally-APN if
Af(l,b) S 2, for all b € ]FQn\IFg.

In [5] authors gave an infinite class of locally-APN functions by showing that the power
map X2" 71 over Fozm is locally-APN.
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The following lemma concerning the DDT entries of the power map X2" =1 over Foom
has already been proved in [5, Theorem 7]. However, we reproduce its proof here for the
sake of convenience of the readers, as it will be used in computing the BCT entries in

Section 5.2.

Lemma 5.1.1. Let f(X) = X?"! be a power map defined on the finite field Foom. Then
Ap(1,0) =2" =2, Ay(1,b) <2 for all b € Foem \Fy and

2 if mis even,

Ap(1,1) =
4 if mis odd.

Proof. For any b € Fa2m, consider the DDT entry at point (1,b), which is given by the

number of solutions in Fy2m of the following equation
(X + D) 14 X" =0 (5.1)

We shall now split the analysis to find the number of solutions of the above equation in
the following cases.

Case 1. Let b = 0. It is easy to observe that X = 0,1 are not solutions of the above
Equation (5.1). For X # 0,1, Equation (5.1) reduces to

X—|—1 mel_l
X = 1.

If we let Y =1+ X!, then the above equation reduces to Y?"~1 = 1. Since ged(2™ —
1,2%™ — 1) = 2™ — 1, this equation has exactly 2™ — 2 solutions in Fgzm\Fy and hence
Af(1,0) =2m — 2.
Case 2. Let b = 1. Notice that in this case, X = 0 and X = 1 are solutions of
Equation (5.1). For X # 0,1, Equation (5.1) is equivalent to
X 4+1 X%

=1 <— X"+ X?=0.
X+1+X +

With X2 =Y, the above equation becomes

Yy e =o. (5.2)
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Notice that when m > 1 is odd then ged(m —1,2m) = 2 and the above equation (5.2) can
have at most 4 solutions, namely 0, 1,w,w?, where w is a primitive cubic root of unity.
Hence Af(1,1) = 4. When m > 1 is even then ged(m — 1,2m) = 1, thus 0,1 are only
solutions of the Equation (5.2). Hence in this case Af(1,1) = 2.

Case 3. Let b € Fozn \[Fy. It is easy to see that in this case X = 0 and X = 1 are not
solutions of Equation (5.1). Therefore, the DDT entry at (1,b) is the number of solutions

in Fo2m \IFy of the following equivalent equation
X" +0X*+ (b+1)X =0. (5.3)
Now, raising the above equation to the power 2™, we have
XX (0 + )X =0, (5.4)
Combining (5.3) and (5.4), we have

VX 4 (0 5T 0T ) X+ (0T 0T )X = 0.

We note that the above equation can have at most 4 solutions in Fy2m, two of which are 0
and 1 and thus it can have at most two solutions in Fa2m\Fy. Therefore for b € Fozm \Fo,

Ag(1,b) < 2. This completes the proof. O

5.2 Boomerang Uniformity of X2 !

In this section, we shall discuss the BU of the locally-APN functions given in the previous
section. The BU of the power maps of the type X2 ~! over Fon has been considered
in [62], where the authors give bounds on the BU in terms of the DU under the condition
ged(n,t) = 1 and also show that the power permutation X7 has BU 10 over Fyn, where
n > 8 is even and ged(3,n) = 1. The following theorem gives the BU of the power

map f(X) = X?"~1 over Fy2rm where m > 1 is odd.

Theorem 25. Let f(X) = X?"~1, m > 1 odd, be a power map from the finite field Fozm
to itself. Then, the BU of f is 4.
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Proof. Recall that for any b € F;, ¢ = 2*™, the BCT entry B(1,b) at point (1,b) of f, is

given by the number of solutions in F, x I, of the following system of equations

XQm—l + Y2m—1 — b,
(5.5)

(X +1)2" 1+ (Y +1)>" =0

Notice that the above system (5.5) cannot have solutions of the form (X, Y]) with X; = Y;
as b # 0. Also it is easy to observe that if (X7, Y]) is a solution of the above system (5.5),
then so are (Y1, X1), (X1 +1,Y1 + 1) and (Y; + 1, X; + 1). We shall split the analysis of
the solutions of the system (5.5) in the following five cases.

Case 1. Let X = 0. In this case, the system (5.5) reduces to

Y2l =,
(5.6)

(Y +1)¥t4y?-t =1,

From Lemma 5.1.1, we know that the second equation of the above system has four
solutions, namely Y = 0,1, w and w?. Also, since m is odd, we have 2™ —1 =1 (mod 3).
Since b # 0, Y = 0 cannot be a solution of the system (5.6) and Y = 1,w and w? will
be a solution of the system (5.6) when b = 1,w and w?, respectively. Equivalently, when
b=1,w,w? then (0,1), (0,w), (0,w?) are solutions of the system (5.5), respectively. When
b € F,\Fs2 then there is no solution of the system (5.5) of the form (0,Y").

Case 2. Let X = 1. In this case, the system (5.5) reduces to

Y7l =b+1,
(5.7)

(V +1)2" 1 4 y?" 1 =1,

Similar to the previous case, the second equation of the above system (5.7) has four
solutions, namely Y = 0,1,w and w?. Since b # 0, Y = 1 cannot be a solution of (5.7)
and Y = 0,w and w? will be a solution of (5.7), when b = 1,w? and w, respectively.
Equivalently, when b = 1,w, w? then (1,0), (1,w?), (1,w) are solutions of the system (5.5),
respectively. When b € F,\Fy: then there is no solution of the system (5.5) of the form
(L,Y).

Case 3. Let Y = 0. Since the system (5.5) is symmetric in the variables X and Y,
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this case directly follows from Case 1. That is, when b = 1,w, w? then (1,0), (w, 0), (w?,0)
are solutions of the system (5.5), respectively. When b € F,\[Fy then there is no solution
for (5.5) of the form (X,0).

Case 4. Let Y = 1. This case directly follows from Case 2. That is, when b = 1, w, w?
then (0,1), (w?, 1), (w, 1) are solutions of the system (5.5), respectively. When b € F,\Fo2
then there is no solution for (5.5) of the form (X, 1).

Case 5. Let X,Y # 0,1. In this case, the system (5.5) reduces to

XY + XY?" = bXY,

(5.8)
(X+Y)2" +b+1)(X+Y)+b=0.
Let Y = X 4+ Z. Then, the above system becomes
X7+ X7?" =bX (X + 2),
(5.9)
72"+ (b+1)Z+b=0.
Now, raising the second equation of the above system to the power 2™, we have
"+ 102"+ Z 4+ =0. (5.10)
Combining the second equation of (5.9) and Equation (5.10), we obtain
(b+ 1"+ 1)(Z+1) =0. (5.11)
Therefore, the system (5.9) reduces to
X7+ X7?" =bX(X + 2),
(5.12)

(b+ 1) +1)(Z2+1)=0.

Now, we shall consider following two cases

Subcase 5.1. Let (b+1)*"T! = 1. In this case, the first equation of (5.12) reduces to

X" 4 b0X*+ (b+1)X =0,
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which is equivalent to
VX (BT 0T 0 D)X+ (BT 0T £ 0)X = 0. (5.13)

When b = 1, the above equation becomes X* + X = 0, which has four solutions X =
0,1, w,w?. Since we assumed X,Y # 0,1, the only solutions we consider are X = w and
w?. Thus for b = 1, (w,w?) and (w?,w) are solutions of the system (5.9). When b € F,\F,
with (b + 1)%"*! £ 1, by Lemma 5.1.1, Equation (5.13) can have at most two solutions.
Subcase 5.2. Let (b+ 1)*"™! = 1. Tt is more convenient, now, to work with (5.8).

We then raise the first equation of the system (5.8) to the 2™-th power obtaining
X22mY2m + Y22mX2m _ b2mX2mY2m
which is equivalent to
XY 4y X" =" XY

Combining this with the first equation of (5.8), we get
VU XTY?" = bXY,

and so, bXY = a € F5,.. Using Y = ;5 in the first equation of (5.8), we obtain

1 1
2m—1 1-2m _
X 5 + X = 1. (5.14)

Label T'= X?"~!. Then the above equation reduces to

T T

E
o

b

— T2 +b=Tv"*

Since, (b+1)2"*1 = 1, by expansion, we get b*" T+ b*" +b = 0, and so, b*" 1 = b2" +b.

The previous equation becomes

0" +b0=TV" +Tb < (TV*" +b)(T +1) =0.
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If T =1, then X € Fom and so, bY € Fom. Taking this back into (5.8), we then obtain

V2" +(b+1)Y =0,
V2" +(b+1)Y = (X +1)b

which is inconsistent with X # 1 and b € F}. If T6*" + b = 0, then we have

TV +b=0
— TV 14+1=0

— LX) =1

Therefore bX € Fom and hence ;% =Y € Fom. Taking this back into (5.8), we then

3%
obtain
X+ (b+1)X =0,
X"+ b+ D)X = (Y +1)b
which is inconsistent with Y # 1 and b € ;. This completes the proof. n

Example 5.2.1. As an example, we checked by SageMath that the DU of the non-

permutation power map X7 over Fys is 6, whereas its BU is 4.

The following theorem gives the BU of the power map f(X) = X?"~! over Fym ,

where m > 1 is even.

Theorem 26. Let f(X) = X?"7!, m > 1 even, be a power map from the finite field Fozm
to itself. Then, the BU of f is 2.

Proof. Following similar arguments as in the proof of Theorem 25, it is straightforward
to see that when b = 1, (0,1) and (1,0) are the only solutions of the system (5.5) with
either of the coordinates X,Y being 0 or 1. On the other hand, when b € Fo2m \[Fy, there
is no solution of the system (5.5) with either of the coordinates X,Y € {0,1}.

We now consider the case when X, Y # 0, 1. In this case, the system (5.5) reduces to

X2"Y 4+ XY?" = bXY,
(5.15)

(X+Y)" +(1+b)(X+Y)+b=0.
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Let Y = X 4+ Z. Now, raising the second equation of the above system to the power 2™

and adding it to the second equation of the above system, we have

X7+ X7 =bX(X + Z),

(5.16)
(b+ )" +1)(Z+1)=0.
Now, we shall consider the following two cases.
Case 1. Let (b+ 1)*"T! £ 1. In this case, the system (5.16) reduces to
X" +0X*+ (b+1)X =0,
which is equivalent to
PEX 4 (BT BT 40P+ ) X+ (0T 0T+ )X = 0. (5.17)

When b = 1, the above equation becomes X4+ X = 0, which has two solutions X = 0,1, as
m is even. Since we assumed X, Y # 0, 1, we do not get any solution of the system (5.17)
in this case. When b € Foom \Fo with (b + 1)*"*1 % 1, by Lemma 5.1.1, Equation (5.17)
can have at most two solutions.

Case 2. Let (b+1)?"™! = 1, the argument is similar to Subcase 5.2 of Theorem 25

and in this case the system (5.5) will have no solution. O

Example 5.2.2. The DU of the non-permutation power map X' over Fos is 14, whereas

its BU is 2.



Chapter 6

The Binary Gold Function and its

c-Boomerang Connectivity Table

In this chapter, we give a complete description of the cBCT entries for the Gold function
over finite fields of even characteristic, by using double Weil sums. The chapter is struc-
tured as follows. Section 6.1 contains some preliminary results that will be used across
the sections. Section 6.2 contains the characterization of cBCT entries in terms of double
Weil sums. For ¢ = 1, we further simplify this expression in Section 6.3. In fact, Theo-
rem 28 generalizes previously known results of Boura and Canteaut [8]. In Section 6.4,
we consider the case when ¢ € Fae\Fa, where e = ged(k,n). In Section 6.5, we discuss the

general case.

6.1 Preliminaries

First, we shall state a theorem which gives a nice connection between ¢cBCT and ¢DDT

entries of the power map X% over Fy. and is a “binary” analogue of [52, Theorem 1].
Theorem 27. Let f(X) = X% be a power function on F,, ¢ =2" and c € Fy. Then, for

fized b € T, the cBCT entry JBy(1,b) at (1,b) is given by

: (Z (cAf(w,b) +clAf(wab))) -1+ % Y xa(b(@+ ) Sap Sacpets

4 wely 4 a,8€Fq,af#0

91
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with

Sap = Z X1 (OéXd) X1 (B(X + 1)d)

B ﬁ D> Gl )G xa) Y v (XY (B + 1))

We shall now state some lemmas that will be used in the sequel. The following lemma

is well-known and has been used in various contexts.

Lemma 6.1.1. Let e = ged(k,n). Then

1 if n/e is odd,
ged(2F +1,2" — 1) =

2°+1 ifn/e is even.

We shall also use the following lemma, which appeared in [21], describing the number

of roots in Fyn of a linearized polynomial 2" X2 + uX, where u € Fj,.

Lemma 6.1.2. /21, Theorem 3.1] Let g be a primitive element of Faon and let e =
ged(n, k). For any u € T, consider the linearized polynomial Ly(X) = v X2 + uX
over Fon. Then for the equation L,(X) = 0, the following are true:

(1) Ifn/e is odd, then there are 2° solutions to this equation for any choice of u € F,;

2°+1

(2) Ifn/eis even and u = g"**Y for somet, then there are 2%¢ solutions to the equation;

(3) Ifn/e is even and u # ¢"***Y for any t, then X = 0 is the only solution.

The explicit expression for the Weil sum of the form 7y x1(uX 241 1y X), where
u,v € Fan, is obtained in [21]. In what follows, we shall denote, by &(u,v), the Weil sum

> xer, X(uX 2"+1 L yX). The following lemma gives the explicit expression for &(u, 0).

Lemma 6.1.3. [21] Let x be any nontrivial additive character of F, and g be the primitive
element of the cyclic group Fy. The following hold:

(1) Ifn/e is odd, then
S vy = Tl

XeF, 0  otherwise.
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(2) Let n/e be even so that n = 2m for some integer m. Then

(—1)m/e2m if u# g'® Y for any integer t,
D> XX =

XeF, (—1)etlomte ify = ¢!+ for some integer t.

From Lemma 6.1.1, it is easy to see that when n/e is odd, the power map X251
permutes Fon. Therefore if u # 0, there exists a unique element 7 € F; such that

k
~**1 = 4 and hence

S(u,v) = Z Y(wX¥+ 4+ 0X)

X€F,

Y A )

XeF,

= G&(1, vy ).

The following lemma gives the expression for the Weil sum &(1,v) for v # 0 and n/e odd.

Lemma 6.1.4. [21, Theorem 4.2] Let v # 0 and n/e is odd. Then

0 if Tre(v) # 1,
S(1,v) = e
) (l> 25 if Tre(v) =1,

2
where (—) s the Jacobi symbol.

n/e
In the case when u,v # 0 and n/e is even, the Weil sum &(u,v) depends on whether
or not the linearized polynomial L,(X) = u* X?* 4+ uX is a permutation of Fyn. The

following lemma gives the expression for Weil sum &(u,v) for u,v # 0 and n/e even.

Lemma 6.1.5. [21, Theorem 5.3] Let u,v € F; and n/e is even so n = 2m for some

integer m. Then

(1) Ifu # g"®*Y for any integer t then L, is a PP. Let X, € F, be the unique solution
of the equation L,(X) =1v?". Then

S(u,v) = (—1)™ 2"y (uX,> ).
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(2) Ifu = g"**V for some integer t, then &(u,v) = 0 unless the equation L,(X) = v

is solvable. If the equation L,(X) = v2" is solvable with some solution, say X,, then
(—1)™e2my, (uXquH) if Tre(u) # 0,

S(u,v) =
(—1)FH2mren (uX, 2 FY)  if Tro(u) = 0.

6.2 The Binary Gold Function

In this section, we shall give the explicit expression for the ¢cBCT entries of the Gold

function X2*+1 over Fyn, for all ¢ # 0. Recall that the ¢BU of a power function f(X)=Xx4

over [Fon is given by Iax By(1,b), where B¢(1,b) is the number of solutions in F, x F,,
€F3n

q = 2" of the following system

Xi4cY?=b
(6.1)

(X+ 1)+ (Y +1)=0.

As done in [52], for b # 0 and fixed ¢ # 0, the number of solutions (X,Y) € F? of the

system (6.1) is given by

:% D) oxa(a(X 4+ ey b)) > xa (BIX + D)+ (Y + 1)+ b))

X,Y €F, acF, BeF,
= Z X1 ( a+ﬁ))ZX1(aXd+ﬁ(X+1)d)
a,BElF, XelF,
Z X1 (caY+ ¢ 'B(Y +1)%)
Ye]Fq

= 5 Z Xl a+ﬁ ) oc/BSca,c*157
o,BelF,
where S, 3 = ZXqu X1 (aXd + B(X + 1)d). Therefore, the problem of computing the
¢BCT entry Bs(1,b) is reduced to the computation of the product of the Weil sums S, 4
and S, 13- Now, in the particular case when d = 2% + 1, i.e., for the Gold case, we shall

further simplify the expression for S, s as follows:

Sap= Y Xi (O‘XZk“ +B(X + 1>2k+l>

XeF,
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=x1(8) > xalla+ B)X* ) xa(BX* + BX)

X€F,

=x1(8) Y xalla+ BX*) xa (87" X)* + BX)

X€F,

=x1(8) D xalla+ B)XTH) (8" + 8)X)

X€F,

=1(B8) > xalla+BHXH T+ (B +8)X)

X€F,

= x1(8) Z X1 (AX* 1 4 BX),
XeF,
where A = a+ 8 and B = 82" " + 3. Here, one may note that 4 = 0 if and only if o = 3.
Also, B = 0 if and only if § € Fs, since

B=0spg""=58
o B =

o fEIeTRIL g

& ¥ =1, (as ged(n — k,n) =e)

& B € Foe.

Now we shall calculate S, 5 in two cases, namely, n/e odd and n/e even, respectively.
Case 1: n/e is odd.

In this case, if & = § and § € Fae, then S, 5 = qx1(5). If a = f and 8 € Fan\Fae then
Sa,s = 0. In the event of o #  and 8 € Fye, again we have S, g = 0. Finally, if o # 8
and § € Fan\Fae, by Lemma 6.1.4 we have,

0 if Tro(By™!) #1,

Sep = )
(ﬁ) 2" x1(8)  if Tro(By™Y) =1,

where v € F, is the unique element such that 72k+1 = A.
Case 2: n/e is even.
Let n = 2m, for some positive integer m and g be a primitive element of the finite field

F,. When a = § and 8 € Fye then S, 5 = gx1(8). If @ = 5 and 8 € Fon\Foe then again
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Sa,p = 0. In the event of o # 8 and 8 € Fye, by Lemma 6.1.3 we have

5 (=1)™/e2m1(B) if A# ¢!+ for any integer ¢,
a,B —
(=1)etiomrex (B) if A= g"®*Y for some integer ¢.

Finally, when a # § and 8 € Fon\Fae, we shall consider two cases depending on whether or
not the linearized polynomial L4(X) = AT X" Y AX is a permutation polynomial. From

Lemma 6.1.2, L, is a permutation polynomial if and only if n/e is even and A # gtV

H2°+1) for any integer ¢, the

for any integer t. Therefore, when n/e is even and A # g
equation L4(X) = B will have a unique solution, say X . Therefore, by Lemma 6.1.5,

we have

Sap = (—1)m/62mX1 (B)x1 (AXik+1)~

Now if the linearized polynomial L4 is not permutation, i.e, n/e is even and A = gtV
for some integer t, we again have two cases depending on whether or not the equation
L4(X) = B? is solvable. In the case when equation L 4(X) = B2 is solvable, let X4 be

one of its solution. Therefore, by Lemma 6.1.5 we have,

(~1)Eamie (B)x (AX3H) i Tr(4) =0,

Sas =
(—=1)=2™ 1 (B)xa (Axff“) if Tr,(A) # 0.

If La(X) = B?" is not solvable, again, by Lemma 6.1.5, Sap = 0.

Thus, we have computed S, in all possible cases. Similarly, we can find S.o .15 by
putting ca and ¢! in place of o and 3, respectively. We shall now explicitly compute
the ¢BCT entry Bs(1,b) for ¢ = 1, ¢ € Foe\Fy and ¢ € Fon\Fy in the forthcoming

sections.

6.3 The Case c=1

When ¢ =1, S, g and S, 15 coincide, therefore for any fixed b # 0, the ¢cBCT entry is

given by,
1
1Br(1,0) = = > xa(b(a+p))S2s

o,BEF,
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Let us denote T}, = S?

.5 Now we shall consider two cases, namely, n /e odd and n/e even,

respectively.

Case 1: n/e is odd. We consider the following subcases.

1. If o« = and B € Fye, then
T[l]_ 2 2 _ 2
, = xa(B) =¢".

2. If a =p and § € Fon\Fye, then
7 =0

3. If « # 8 and [ € Foe, then
¥ =o.

4. If a # B and § € Fan\Fae then

Tl _ 0 if Tro(By™1) #1,
=

2"t if Tr(By™') = 1.

Nyberg [45, Proposition 3] showed that the DU of the Gold function X — X2+! over
Fon is 2¢, where e = ged(k, n). Also, from [19], we know that the BU of the APN function
equals 2. Boura and Canteaut [8, Proposition 8| proved that when n/e is odd and n = 2
(mod 4), then the DU as well as the BU of the Gold function X — X2+ is 4. Our first
theorem in this section generalizes the two previously mentioned results, and gives the

BU of the Gold function for any parameters, when 2 is odd.

Theorem 28. Let f(X) = X2+ 1 < k < n, be a function on F,, g=2" n2>2. Let
c=1 and n/e be odd, where e = gcd(k,n). Then the cBCT entry 1B¢(1,b) of f at (1,b)
18

1Bg(1,0) =0, or, 2°,

if Tr, (b%> = 0, respectively, Tr, <b%> £ 0.
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Proof. For every a, 5, let A=a+ (3,B = BQ_k + 3, and v € F, be the unique element
such that v2*! = A. Further, let

A={(a,B) €F2 | o= € Fae },
B={(o,p) €F2|a=pecF\Fa},

C={(o,B) €F: | a+pand B € Fa},
D= {(.) €F |a # ff and f € F,\Fa.},
€ ={(a,8) €D | Tr(By™) # 1},

F={(e, )

{(a, B) € D | Tro(By ™) = 1}.
Then,

Bt == 3 vt+mn+ Y b+ T+ Y b+ o)1

q (a,B)€A (a,8)EB (a,B)eC

+ Z Xl(b(a+5))Tl,[4]+ Z Xl(b(Oé—f-ﬁ))wa

(0675)65 a,ﬁe]—'
1
[ X e T e
(a,8)€A (a,B)EF
e 2¢
(a,B)EF

As customary, t~! = 2”72 rendering 0~! = 0. For each B € Fan \ Fo, we let (if
6 € FQE, Yg - ]FQn)

Y, = {fl € Fyn : Tr, ((ﬁf’“ n 5)7*1> _ 1} ,
and
T, = {d €Fon : Tr (B + B)d) = o} = (8" + Byt

We shall use below that when 2 is odd, then Tr.(1) = 1. We label by (S5). the Fe-linear
subspace in Fy» generate by S and we write S*<, for the trace orthogonal (via the relative

trace Tr.) of the subspace (S). (if e = 1, we drop the subscripts). Since Tr.(1) = 1, then,
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(B2 +B)t € Y If A7t gt € Yy, then 47! 4+ 451 € Ty, of cardinality |Tj| = 271,
Reciprocally, if y~1 € Y3 and d € Tj, it is easy to see that y~' + d € Yj. Therefore, Y is
the affine subspace Y3 = 73 + T3, where v5 = (627}6 +B)"L

Next, we observe that the kernel of ¢ : 8 — 82" + 8, say ker(¢), is an Fo-linear space
of dimension e (in fact, it is exactly Foc) and the image of ¢, say Im(¢), is an Fo-linear
space of dimension n — e. Further, we show that Im(¢)** = ker(¢). We use below the

fact that Tr.(X?") = Tr.(X) and e| k. Let u € Im(¢)*, that is, for all 8 € Fon,
0= Tre(u(8> " +8)) = Tre(uf® ") + Tre(uf) = Tro(u® B) + Tre(uf) = Tr((u + u)f),

and so, u tu = 0, which shows the claim. For easy referral, if we speak of the dimension
of an Fye-linear space S, we shall be using the notation dim, S (no subscript if e = 1).
We will be using below the Poisson summation formula (see [15, Corollary 8.9] and [23,
Theorem 2.15)), which states that if f : Fn — R and S is a subspace of Fa» of dimension
dim S,
D Wrlu)(=1)T = 28mS (e T p () (—1) e,

uCa+S ucB+S+

and in particular,
> Wr(u) =295 3" f(u).
u€esS ueS+

241 and writing ¢! (t) =

Now, we are able to compute our sum (labelling o =  + =
{8 : ¢(B) = t}; we also note that when 2 is odd, ged(2F+1,2"—1) = 1, and so v — A2

is a permutation)

e

e, 2 2k 41
BrLy) =2+ Y v (074
ﬂEFQn\FQC,’YEFQTL
Tre((ﬁrk-kﬁ)v*l):l

e 2° 2k 41
=ran > Y u()
BEFQTL\FQE 771€YB

D) 3 v (bx2)

Pelan Xe(p2™" 48) 1482  +8)Le

(we used here that Y3 = (,6’2716 + B8) + T; we also added

B € Fae, as it contributes 0 to the inner sum)
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_26+_ Z 9~ dim S Z Wgﬁ(u)<_1)ﬁ<u(52*k+ﬁ)—1)

BEFon uE(<ﬁ27k+ﬁ>iE)L

(by Poisson summation with S+ = (52~ * + B)*te, and g5(X) = x1 (bX_Qk_l)).
We now analyze the Fo-linear space
_ 1 _
((52 oy ,@>i6> = {X € Fou : Te(dX) = 0,Vd with Tr.(d(5* " + ) = 0}.

Further, Fo» has dimension n/e as an Fae-linear space and so, dime<ﬁ2_k + B)te =
2 — 1 as an Fae-linear space, and since Fye has dimension e as an Fa-linear space, then
dim(82" +3)e = n—e as an Fy-linear space. Thus, dim ((ﬁﬂ -+ ﬁ’)l€>L = e. Moreover,
Tr. (82" + B8) = 0 and if u € Fye then Tr.(u(82 " + ) = uTr. (8> " + B) = 0, and

consequently (since the dimensions match and (52_k + B)Fae C S)

= (" +B) = 4 )

We are now ready to continue the computation, thus,

2¢ v w o~k —1
1Bf(1,b):26+2—n2—6 S Wyt )

BEFan ue(B27" +B)Fye

=2+ 2270 Y D W, [d(8 + /) (-1

BEFon d'€Fge

=2 —2 Y (X T ax (T g+ d)

BEFyn d'€Fge X EFon

=2+ ;—22_6 Z Z X1 (bX—2k_1 + d’) Z X1 (d/X(ﬁrk + 5))

d'€Fge XEFon BEFon
e 2¢ e _9k_q / 7 v\ 2F !
=2 +2—nQ Z Z X1<bX +d> ZXl(((dX) ‘l'dX)ﬁ)
@' €Fqe XEFqn BEFqn

(since Tr (@'X (82" + 8)) = Tr(((@X)* + d'X)B) = Tr(d(X* + X))
__0e i n—e —2k_1 /
=2+ 22 > o (x P ea)
d'€Fye, X EFgn
d'(x2" +X)=0
26
=2+ 9" N (X d) + > (XY

2n
d/EF;e,X6F2e XeFon
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26
=204 2" Y (X 4 d)

2n
d'EF}e, X €F e
— 2¢ _ 995, (Tre (b%>> ,

where Jy is the Dirac symbol, defined by do(c) = 1, if ¢ = 0, and 0, otherwise. Thus,
1B¢(1,b) € {0,2°}, and the claim of our theorem is shown. O

Case 2: n/e is even.

1. If o= p and B € Fye, then
n _ 2 )
T, =¢ x1(6)° =¢".

2. If o = ﬁ and 6 c FQn\er, then
¥ =o0.

3. f a# [ and B € Foe, then

. on if A# ¢'®*+) for any integer ¢,
T," =

ont2e if A = "+ for some integer t.

4. If « 7£ ﬁ and 6 € FQn\FQe, then

(a) If A # g"®*+Y for any integer ¢, then
T _ g

(b) If A= g'®**V for some integer ¢, then

i. If the equation LA(X) = B2 is not solvable, where L4(X) = A" X2 +

AX, then
OO _ g



CHAPTER 6. THE BINARY GOLD FUNCTION AND ITS ¢BCT 102

ii. If the equation L, (X) = B?" is solvable, then

o if Tr(A) £ 0,

THOE] _
272 if Tr,(A) = 0.

Now we shall summarize the above discussion in the following theorem.

Theorem 29. Let f(X) = X2 1 <k < n be a function on Fan, n > 2. Letc =1 and
n/e be even, where e = ged(k,n). Then the cBCT entry 1B¢(1,b) of f at (1,b) is given
by
il T b+ s Y bt s)
o X1 (b(a Xa(b(ex ,

n
(o, )€EGUIUK 2 (a,B)eHUL

with A=a+ 8, B= 2" +8, La(X) = A2 X? + AX, and

{(a, B) € C | A # g"**V for any integer t},

{(a,8) € C| A= g"**Y for some integer t},

(a, )
(o, B)
{(a,8) € D| A # ¢g"® Y for any integer t},
(a, )
(a, )

g
H
z
K={(a, ) € D| A= g"®*V for some integer t, Tro(A) # 0, La(X) = B* is solvable},
L

{(a,B) €D | A= g"**V for some integer t, Tro(A) =0, La(X) = B is solvable}.
Proof. For the proof, we need to define

J ={(a,8) € D| A= g"®* for an integer ¢, Lo(X) = B> is not solvable}.
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Then
1
1By (1,b) = e x1(b(a + B))T, ”—l— Z x1(b a+ﬁ))T[2
(a,8)€A (a,8)€B
+ Z xa(b(a+ T + Z xa(b(a + BT}
(a.B)eg (a,B)EH
+ 3 e+ LY+ Y xalbla+ )T O
(,B)ET (,B)eT
+ > xalbla+ AL+ Ny (b(a+ 8))T, )
(a,p)eK (a.B)EL
1
=5 @ +2r > xalla+8)+2" Y xa(b(a+B))
(a,8)€A (a,8)EGUIUK (a,B)EHUL
226
+2 albla+s)+ >, xlbla+p).
(a, 6) €GUTUK (a,B)eHUL
This completes the proof. O

Corollary 6.3.1. Let f(X) = X%t 1<k <n, be a function on F,, n>2 Letc=1
and nj/e be even, where e = ged(k,n). With the notations of the previous theorem, the
cBU of f satisfies

B <24+ 27MGUTUK|+ 2> "H UL

6.4 The Case ¢ € Fyc\Fs.

Since the case ¢ = 1 has already been considered in the previous section, throughout this
section we assume that ¢ # 1. Notice that when ¢ € Fi., 3 € Fye & B¢t € Foe. Recall

that for any fixed b # 0, the cBCT entry is given by,

CBf(]-’b): l

p > xi(b(@+ B)) SapSeac1s-

a,B€F,

Let us denote T, = Sy 3Sca 15 (we will use superscripts to point out the case we are in,
ne 1

for its value). Recall that A = a + 8 and B = [ "+ B. Let us denote v = AF+1,

A =ca+c'fand B = (¢18)?" " 4+ ¢4, It is easy to observe that the conditions

B =0 and B’ = 0 are equivalent. Now we shall consider two cases namely, * odd and 2
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even, respectively.

Case 1: % is odd.
1. Let A=0,B=0.

(a) If A =0,B"=0, then
7" = (1 +¢7)B).
(b) If A"+ 0,B' =0, then S, .13 = 0 and hence
Tl _ g
2. Let A=0,B # 0. In this case S, 3 = 0 and hence
T = 0.
3. Let A#0,B =0. Again S, 3 = 0 and hence
7 =0

4. Let A#0,B #0.

(a) Assume A’ =0, B’ # 0, then S. 15 = 0 and hence

Tl g,

104

b) Assume A’ # 0, B’ # 0. In this case, recall that 42°t! = A and let v/ € F, such
q

that (/)21 = A"

i. If Tr.(By~!') # 1, then S, 5 = 0 and hence

THOO! _ o



CHAPTER 6. THE BINARY GOLD FUNCTION AND ITS ¢BCT 105
ii. If Tro(By™') =1 and Tro(B'(7/)™!) # 1, then S, .15 = 0 and hence

A(b) (i
THIOE] _ .
iii. If Tro(By™!) =1 and Tr.(B'(7/)7!) = 1, then
IO = 2o (14 ¢7)B).

We now use the above discussion in the following theorem.

Theorem 30. Let f(X) = X2+ 1 < k < n be a function on Fon, n > 2. Let ¢ € Fae\Fy
and nj/e be odd, where e = ged(k,n). Then the cBCT entry JBs(1,b) of f at (1,b) is given
by
o B
L+ oo > e+ 1+ +b)p)),

(a,B)EFNF!

where

F={(e,8) €F2| A, B # 0 and Tr.(By™") = 1},
F' ={(a,f) €F?| A, B' # 0 and Tr.(B'(y)™") = 1},

and A=a+p8, B=p""+8, A =ca+c'Band B = (c'p)¥ " +c18, v = Aﬁ,
N = A/

Proof. Let

a, fB) € Fg | ca=c '3 and ¢ € Fae},

a?/B

)

) €F? | ca=c"'B and '3 € Fy\Fae},
B)EF2 |ca#c'Band c'B € Fae},

)

)

Q

{(
{(
{(
{(o,8) €F} | ca # ¢ 'S and '3 € F\Fae },
{(

a,B) €D | Tr(B'(Y)™h) # 1}
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Then,

By == D b+ M+ > xbla+ )T

(a,B)eANA! (a,B)€ANC’

+ 3 ablat+ AL+ D xabla+ B)T
(a,B)€B (a,B)eC

+ alba+ T+ 3 xi(bla+ g) T
(o, B)EDNB’ (a.)eE

+ Z Xl(b<04+ﬁ>)Tb[4(b)(ii)} + Z Xl(b(a_i_ﬁ))Tb[ll(b)(iii)]
(a,B)EFNE! (o, B)EFNF

= x1(ba+ (1+ ¢ +0)B))
P2 et (e b))

=1+ > xlba+(1+c+b)8).
(a,B)EFNF'

This completes the proof. O

Corollary 6.4.1. Let f(X) = X211 < k < n, be a function on Fy, n > 2. Let
¢ € Foe \ Fy and n/e be odd, where e = ged(k,n). With the notations of the previous
theorem, the cBU of f satisfies

By <1+27"FnF

Case 2: n/e is even.
1. Let A=0,B =0.

(a) If A" =0,B"=0, then
T = xi (1 +cB)
(b) If A’ #£0,B =0, let

G ={(a,8) €C | A # ¢g"** for any integer ¢},
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H ={(a,8) €C' | A’ = g"**V for some integer t}.

Then,

guoy_ ] (D2 a(@+eB) o if (@ f) e And

(—1)etigmtntey (14 ¢ VB)  if (o, 8) € ANH.

2. Let A=0,B #0.
In this case S, g = 0 and hence

T = 0.

3. Let A#£0,B=0.

(a) If A”=0,B"=0, then Tl)[?’(a)} is given by

(=1)e2m+ (14 ¢ H)B) if (a,8) € ANG,
(—1)ettamtntey (I4+eMp)  if (o, 8) e AN

(b) If A’ #0,B' =0, then

.

21 ((L+c)B) if (,8)€GNG,

=2 ((L+ch)B)  if (a,B)eGNH,

2" ((L+e)B)  if (e,8) eHNG,
(2720 ((1+c)B)  if (0, 8) eHNH.

4 Let A#0,B #0.

(a) If A =0,B"#0, then S,y 15 = 0 and hence
T = o,
(b) If A" #0,B" #0, let

T ={(a,5) € D' | A’ # ¢***Y for any integer t},

107
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J' ={(a,8) € D' | A’ = g"® V) for some integer t,

La(X) = (B)? is not solvable},

K'={(a,8) € D' | A = ¢"** for some integer t,

Tr.(A) # 0, La(X) = (B")*" is solvable},

L ={(a,8) € D' | A = g"**Y for some integer t,

Tr.(A') = 0, Lo (X) = (B)? is solvable}.

Then,

2 - M

_onte
phor_ ) 7 M

0
—omte .

2n+2e . M

\

if (a,8) € (ZUK)N(Z'UK'),

if (a, )€ (TUKUL)NT,

if (a0, 8) € (ZTUK)N L,

if (a,8)eINTUT UK UL,
if (o, B) € LN (T'UK),

if (a,8) € LNL,

where M = x1((1+c¢71)B)x1 (AA’XE;C“X35H> and X 4, X 4 are the solutions
of the equations L4(X) = B2 and Ly (X) = (B)?", respectively.

We now summarize the above discussion in the following theorem.

Theorem 31. Let f(X) = X2+ 1 < k < nbe a function onFon, n>2. Letc € Fae \[Fy

and n/e be even, where e = ged(k,n).

Br(1,0) of f at (1,b) is given by

1
o>
(e, B)EANA!

o

(a,8)EANH!

DS

(a,B)EANH

With the previous notations, the cBCT entry

xablo+ N+ ST xab(a+ B) T
(e, 8)EANG’

xibla+ T+ S e+ 8) T
(e, B)EA'NG

X1 (b(er + 5))Tb[3(a)} + Z x1(b(a + 5))T£3(b)]

(a,B)EGNG!

Y bt T Y et p)T

(a,B)EGNH!

(o, 8)EHNG’
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+ Y abla+ T ++ 3 i (bla + 8)) T

(o, B)EHNH! (e, 8)E(ZUK)N(Z'UK)
4(b 4(b
+ > b+ + > xabla+ 8T
(a,8)e(TUK)NL! (o,B)eLN(T'UK!)

+ Y b+ g

(a,8)ELNL!

6.5 The General Case

Since the case ¢ € Fye has already been considered in previous sections, throughout this
section we assume that ¢ € Fan\Fae. Recall that for any fixed b # 0, the ¢cBCT entry is
given by,

1
Br10) == S X2 (0(a+B)) SapSeac s

a,B€F,
Let us denote T}, = S, 8S:0.c-15. Recall that A =a + 3, B = B 4 B, A =ca+ 18
and B = (¢'8)¥"" + ¢14. Notice that, when ¢ € Fyn\Fy then 8 € Fi, and so,
Bet € Fon\Foe, otherwise ¢ € Foe. Thus B = 0 = B’ if and only if 3 = 0. Also, observe
that the conditions A = 0 = A’ if and only if @ = 0 = 3. Now we shall consider two cases

namely, 2 is odd and % is even, respectively.

Case 1: % is odd.

1. Let A=0,B=0.
Notice that the cases A’ =0, B’ # 0, and A’ # 0, B’ = 0 would not arise, therefore,

we shall calculate 7} in remaining two cases only.

(a) If A =0,B"=0, then
T = xa((1+eh8) ¢

(b) If A" # 0, B’ # 0, then
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2. Let A=0,B # 0. In this case S, g = 0 and hence
=0

3. Let A#0,B = 0. Again, S, 3 = 0 and hence

TP = 0.
4. Let A+0,B#0.
(a) If A =0,B"=0, then

b € 3nte
(2) 2 0@ +e 8 if Te(By) =1

(b) If A =0,B" #0, then S, .~15 = 0 and hence
70 _ g,

(c) If A"+ 0,B' =0, then again S., .13 = 0 and hence
7 = .

(d) If A" # 0, B" # 0, then the only relevant case is and

n+e —1 . ,
Tb[4(d)} 2" x1 (M +c)B)  if (o, 8) € FNF,

0 otherwise.

We now summarize the above discussion in the following theorem.

Theorem 32. Let f(X) = X2 1 < k < n beafunction onFan, n > 2. Letc € Fon\Fae
and n/e be odd, where e = ged(k,n). Then the cBCT entry Bs(1,b) of f at (1,b) is given
by

22 9¢
1+ 50 > xa(ba + (L+ ™ +0)8) + o Y xlba+ 1+t +b)B)).
(OL,B)E(AQ]:’)U(A’F"I]:) (Oé,ﬁ)E]'—ﬁ]:’
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Proof.
1

By == > b+ M+ > xabla+ )Y
4 (o, )€ ANA’ (o, B)EANF

+ Y xabla+ML M+ Y e+ )T

(.B)eFNA’ (e, B)EFNF!

=14+ (nl/e>e.262n Z xi(ba+ (1+ct+b)B))

(o, B)e(ANFU(A'NF)

+277" Y xa(bat (L+ et +0)B)).

(a,B)EFNF’

]

Corollary 6.5.1. Let f(X) = X2+ 1 < k< n, be a function on F,, n > 2. Let

¢ € Fou\FFoe and n/e be odd, where e = ged(k,n). With the notations of the previous
theorem, the cBU of [ satisfies

2 € e—n
By <1+ (T) 272 [ANFYU A NF)|+2 " FnF.
nje
Case 2: n/e is even.
1. Let A =0,B = 0. Notice that the cases A’ =0,B" # 0, and A" # 0, B’ = 0 would

not arise, therefore, we shall calculate T, in remaining two cases only.

(a) If A =0,B"=0, then

T = a1+ eh8) ¢

(b) If A" # 0, B’ # 0, then

;

(~DF2mn M if (@, 8) € AN(TTUKY),
el = ! if (a, ) € ANT,

(~1)EH2minte N if (a,8) € ANL,

\

where M’ = x1((1 4 ¢ 1) B)x1 (A’ X% Y.
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2. Let A=0,B # 0. In this case S, g = 0 and hence

=0

3. Let A # 0,B = 0. Notice that the case A = 0, B’ = 0 would not arise.

shall calculate T} in the remaining cases.

(a) If A =0,B"#0, then S,y 15 = 0 and hence

T8 g,

(b) If A’ # 0, B' = 0, then

(

(c) If A" #0,B' # 0, then

.
2" M’
0

Tb[?’(c)} = { _ontepy
_onte )/
on+2e 1

4. Let A#£0,B #0.

21 (1 +e)P)
2" ((l+eh)p) if (a,f) eGNH,
2" xa((L+ce)p)if () eHNG,
(272 ((1+c)B) if (o, 8) e HNH.

if
if
if
if
if

if (a,8)€gGng,

(a,8) € GN(IT'UK),

(,8) e (GUH)NT',

(a, ) €GN L,

(o, 5) e HN(Z'UK'),
)

(o, B) € H N L),

112

Now we
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(a) If A =0,B" =0, then

TH@! _

(—1)c2m+np” if (a,8) e AN(ZUK),
0 if (a,8)e ANJ,

if (a,B8) € ANL,

(_1)%+12m+n+eM//

\

where M” = x1((1 +¢™)B)xa(AXF ™).

(b) If A" =0,B"# 0, then S, .15 =0 and hence

T = o,

(c) If A" #0,B" =0, then

(d) If A" # 0, B" # 0, then

TH@) _

2" M if (a, ) € G'N(ZUK),
0 if (a,8) € (GUH)NJT,
—omteM”if (a,8) €GN L,
—ovte M if (a,8) e H'N(ZTUK),
(27 M”if (a,B) € H/NL.
(2”M”’ if (a,f) € (ZUK)N(Z'UK),
0 if (a, ) e (ZUKUL)NT,
—onre ) if (o, B) € (ZUK)N L,
0 if (a,3)eINT'UT UK UL,
e if (o, B) € LN (T UK,
(M if (o B) € LN L

where M" = x1((1+ ¢ )8y (AX3H + AX3H).

We now summarize the above discussion in the form of following theorem.

113
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Theorem 33. Let f(X) = X2 1 < k < n be afunction onFan, n > 2. Letc € Fon\Fae
and nj/e be even, where e = ged(k,n). With the prior notations, the cBCT entry JBs(1,b)
of f at (1,b) is given by

S wesmn @ S e+ s

q (o, B)EANA’ (o, )€ AN(T'UK")

+ Y b+ ST e+ /)T

(a,B)EANL’ (,8)EGNG!

+ > b/ YT b+ /)Y

(a,B)EGNH/ (a,B8)EHNG!

+ > b+ Y xabla+ 8)

(a,B)EHNH! (a,B)EGN(T'UKY)

+ Y b S xaba+ )T

(a,B)EGNL’ (o, B)EHN(T'UK)

+ Z X1 (b(er + ﬁ))Tb[?’(C)} + Z x1(b(a + B))Tl)[4(“)]

(a,B)EHNL! (o, 8)EA'N(TUK)

+ Y xabla+T ST ybla+ 8)T )

(a,B)EA'NL (a,B)€G/N(ZUK)

+ Z xi(b(a + 5))Tb[4(c) + Z x1(b(o + B))Tb[4(6)]

(a,B)EG'NL (o, B)EH/N(TUK)

+ > xalbla+ )L+ 3 i (bl + )T

(a,B)eH'NL (a,3)E(ZUK)N(Z'UKY)
+ Y b+ ST xabla+ )T

(a,B)€(ZUK)NL! (e, B)E(Z'UKHNL

+ Z xa(ba + 8)) T,

(a,B)eL'NL



Chapter 7

Conclusion

In this chapter, we shall give a brief summary of the problems considered in this thesis
and give some future directions related to the these problems.

In Chapter 2, we classified planar DO polynomials from the composition of the re-
versed Dickson polynomials of arbitrary kind and monomials X9, where d is a positive
integer, over finite fields of odd characteristic. The permutation behaviour of reversed
Dickson polynomials is also an interesting problem. The classification of permutation
polynomials from reversed Dickson polynomials is not known even for the prime fields [F,,
p odd. Therefore, it is an interesting problem to classify permutation polynomials from
the reversed Dickson polynomials.

In Chapter 3, we used Dickson polynomials techniques to compute the cDU of certain
power maps over finite fields of odd characteristic. We also found that recently published
necessary conditions, which give a relationship between the difference function of a mono-
mial and the Dickson polynomial of first kind, are also sufficient. Next, for ¢ = —1, we
gave several classes of PcN functions and functions with low ¢DU, and we proposed two
conjectures based upon some computational data. We also obtained a class of polynomi-
als that are PcN for all ¢ # 1, in every characteristic. Further, we discussed the affine,
extended affine and CCZ-equivalence as it relates to ¢cDU. We then concentrated on per-
turbation of a PcN function to also be PcN and gave necessary and sufficient conditions
in some cases. We also showed that in some instances such perturbations do not produce
PcN functions. It would be very interesting to find other perturbations, linear or not,

that may decrease the ¢DU.

115



CHAPTER 7. CONCLUSION 116

In Chapter 4, we considered the cDDT entries, as well as, the BCT entries for an invo-
lution which has been used to construct a class of differentially 4-uniform permutations,
by Beierle and Leander [3]. We also considered the ¢cDU and BU of another differentially
4-uniform function given by Tan et al. [55] and gave bounds for its ¢cDU and BU. The
cDU concept, introduced barely a year ago, has proven quite interesting and attractive,
mathematically. It would be interesting to construct more function with low ¢DU over

finite fields.

L over Foem. As an im-

In Chapter 5, we computed the BU of the power map X2~
mediate consequence, we found that the DU is not necessarily smaller than the BU (for
non-permutations), as it was previously shown for permutations and assumed to hold for
non-permutations, as well. It would be interesting to construct more functions for which
DU is strictly greater than BU.

In Chapter 6, we computed the cBCT entries for the Gold functions over finite fields
of even characteristic, for all ¢ € F3,., using product of Weil sums. In the process, we

generalised a result of Boura and Canteaut [8]. It would be interesting to construct more

function with low ¢BU over finite fields.
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