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Abstract

With the emergence of future heterogeneous networks and high multi-media applications, the
demand for the radio spectrum has increased day by day. However, the popularity of grow-
ing wireless systems makes it difficult for spectrum agencies to manage the available electro-
magnetic radio spectrum, thus necessitating intelligent ways to detect the unused spectrum.
Cognitive radio is a powerful tool to deal with spectrum scarcity problems and improves the
spectrum’s utilization. Based upon the type of available network-side information, along with
the regulatory constraint, cognitive users (secondary users or unlicensed users) seek to underlay,
overlay, or interweave their signals with primary users (licensed users) without affecting their
communication significantly. Among these approaches, the underlay approach is preferable due
to its low implementation complexity in the dense areas where the secondary users are permit-
ted to use the primary user’s spectrum if the interference to the primary user is below a prede-
fined threshold. In such a complex environment, information security is one of the most vital
issues because of the broadcasting nature of their channel. Although the conventional crypto-
graphic techniques have proven their effectiveness to ensure information, they become vulnera-
ble against potential eavesdroppers with limited computational power. Moreover, the broadcast
nature of wireless channels offers different challenges in terms of key (public/private) exchange
and distributions. In contrast, information-theoretic-based physical layer security emerges as
a promising security approach that complements and supports the conventional cryptographic
techniques. Physical layer security is an efficient tool for protecting legitimate users against
eavesdropping attacks by exploiting the physical characteristics of the channel. By now, many
research works have explained the fundamental performance limits of physical layer security
under different wiretap channel models. Notably, the fading channel model is essential for ef-
ficiently capturing the basic time-varying properties of wireless channels among other wiretap
channel models. This thesis, therefore, concentrates on the analysis of physical layer security
for underlay cognitive radio networks over fading channels.

We first examine the secrecy performance of an underlay cognitive radio network in a per-
fect channel state information scenario. We consider that the secondary transmitter is equipped
with multiple antennas, and the optimal and sub-optimal antenna selection schemes are uti-
lized to find the single best antenna among available ones to improve secrecy performance.

A generalized selection combining strategy that reduces the network’s hardware complexity
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is employed at the secondary receiver, and the maximal ratio combining scheme is utilized at
the eavesdropper. It is assumed that the primary transmitter lies very far from the secondary
receivers, but the primary receiver is in the proximity of the secondary networks. The novel
closed-form expressions for secrecy outage probability and intercept probability are derived in
the presence of multiple primary receivers. The secrecy performance gap between optimal and
sub-optimal antenna selection schemes is studied. We present comprehensive simulation and
numerical results to describe the theoretical analysis’s validity and demonstrate our theoretical
findings.

Next, we evaluate the secrecy performance of an underlay cognitive radio network for an
imperfect channel state information environment. For this, we consider two practical scenarios,
i.e., scenario 1: passive eavesdropping, i.e., the channel state information of an eavesdropper’s
channel is unavailable at the secondary transmitter, and scenario II: active eavesdropping, i.e.,
the channel state information of eavesdropper’s link is known to the secondary transmitter. The
secondary receiver, eavesdropper, and primary receiver are equipped with multiple antennas,
and the selection combining and maximal ratio combining techniques has been adopted at the
secondary receiver, while the latter has been employed at the maximal ratio combining scheme.
The new closed-form expressions of exact and asymptotic secrecy outage probability, intercept
probability, and €-outage secrecy capacity are derived for the scenario I. Likewise, a com-
prehensive analysis of average secrecy capacity is performed in scenario II. New closed-form
expressions for exact and asymptotic average secrecy capacity are derived, valid for an arbitrary
number of antennas at the secondary receiver and eavesdropper.

Following, we investigate the secrecy performance of an underlay cognitive radio network
in the presence of a dominant interferer, primary transmitter, under peak interference power
constraints. Depending upon the availability of global channel state information of an eaves-
dropper channel, we analyze the secrecy performance of the proposed network in the Rayleigh
fading environment for both passive and active eavesdropping scenarios. Further, the impact
of outdated CSI of the Alice-primary receiver link on the various performance metrics with the
concept of interference-outage is also studied. Monte Carlo simulation is performed to verify
the validation of our analytical results.

Finally, we study the secrecy performance of the receive antenna selection scheme in an
interference-limited underlay cognitive radio network. Exact and asymptotic expressions for

the secrecy outage probability, intercept probability, and average secrecy capacity are derived
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over a general fading scenario (i.e., primary network undergoes Rayleigh fading and secondary
network undergoes Nakagami-m fading). The impact of outdated channel state information
on the secrecy performance of an interference-limited cognitive radio network is also analyzed
when interference from the primary transmitter to secondary receivers exits under peak inter-
ference power constraint. The extreme value theorem is used to find the asymptotic expressions
of various performance metrics for a large number of antennas at the secondary receiver and
eavesdropper.

We validate our entire framework through extensive simulation and numerical results and
demonstrate the effects of system/channel parameters on the secrecy performance of the con-

sidered systems.
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Chapter 1

Introduction

The scarcity of the radio frequency (RF) spectrum rises day by day with the progress in the
number of intelligent wireless devices along with new applications such as streaming video,
the internet of things (IoT), and device-to-device communication. It is because the traditional
fixed-spectrum allocation schemes do not utilize the spectrum resources efficiently. Many inves-
tigations have revealed that most of the authorized RF spectrum bands are not used efficiently
in the time and space domain [1, 2], which results in unused "white spaces" or "spectrum holes"
in the time-frequency grid at any particular location. According to the Federal Communications
Commission (FCC), temporal and geographical variations in the assigned spectrum’s utilization
range from 15% to 85% [3]. Additionally, the fixed spectrum allocation policies do not allow
the unlicensed user (secondary user or SU) to utilize the rarely used spectrum of the licensed
user (primary user or PU). This problem, associated with the rapidly increasing radio spectrum
demand for wireless services, has led to spectrum scarcity for wireless applications. Hence, it
has required a new communication model, i.e., cognitive radio (CR), to utilize the radio spec-
trum efficiently, and it allows SUs to use the vacant spectral bands of PUs opportunistically
[4]. Although, this opportunistic access should be in a way that does not infringe any pro-
cess of PUs in the band. Therefore, SUs must be cognizant of the PU’s activity in the target
band. SUs should recognize the spectrum holes and the idle state of the PUs to utilize the free
bands and hastily leave the spectrum band as soon as the PU becomes active. CR embraces
this experience by dynamically cooperating with the environment and modifying the operating
parameters to exploit the unused spectrum without interfering with the PU [4, 5]. It is an intel-
ligent wireless communication introduced by J. Mitola in 1999 [5] in which a transmitter can

sense the radio frequency environment, adjust its transmit parameters (i.e., carrier frequency,
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bandwidth, and transmission power) to optimize spectrum usage, and modify its transmission
and reception accordingly. Spectrum pooling is an example of an opportunistic spectrum access
method that provides public access to authorized frequency bands [6]. The broadcasting nature
of the cognitive radio causes various difficulties for guaranteeing secure communications in the
presence of sturdy eavesdroppers. Due to its broadcasting nature, it becomes tough to shield
the transmitted signals from unauthorized receivers. The eavesdropper tries to elicit the confi-
dential information transmitted by the secondary transmitter (ST) to the legitimate receiver [7].
Traditionally, in all communication systems, the issues of authentication, confidentiality, and
privacy are controlled in the upper layers of the protocol stack using variations of private-key
and public-key cryptosystems. These cryptosystems are generally based upon mathematical
operations, believed challenging to perform for an attacker with limited computational power;
hence, we refer to the security provided by these systems as computational security. While com-
putational security has proven its effectiveness to secure data, it may not be easy to implement
in some emerging network architectures with limited computational power. In contrast with
the established practice of computational security, many results from information theory and
cryptography suggest that there is much secrecy to be gained by accounting for the imperfec-
tions of the physical layer when designing secure systems. The study of models, methods, and
algorithms that aim at strengthening the security of communication networks by utilizing the
properties of the physical layer has developed into a dynamic research area, colloquially known
as physical layer security (PLS) [8]. PLS also complements and supports the existing cryp-
tographic techniques. This chapter presents an overview of a cognitive radio network (CRN),

fundamental aspects of PLS, and main contributions of the thesis.

1.1 Cognitive Radio Network

Conventionally, the wireless systems employ a static spectrum allocation policy, which means
that government agencies allocate spectrum bands to PUs for large geographical regions. How-
ever, these allocated spectrum bands are not adequately utilized by PUs. Hence, this policy
faces a spectrum scarcity problem due to the rise in spectrum demand. It necessitates the de-
velopment of dynamic spectrum access techniques (DSA) that allow SUs to temporally use the
unused licensed spectrum and solve the spectrum scarcity issue [9]. Hence, more manageable

and comprehensive utilization of available spectrum is possible by using CR technology [1]. CR
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permits the wireless networks to utilize the radio spectrum more efficiently in an opportunis-
tic manner without interfering with PU’s activities. CR can adjust its transmission parameters
according to the interactions with the environment in which it works. It can provide cognitive
capability and reconfigurability to users [4, 9]. Cognitive capability refers to sensing and gath-
ering information such as transmission frequency, bandwidth, power, modulation, etc., from the
surrounding environment. With this capability, SUs can recognize the best available spectrum.
Reconfigurability refers to immediately adjusting the operational parameters according to the
sensed information to attain optimal performance. By opportunistically exploiting the spec-
trum, CR allows SUs to sense which portion of the spectrum is available or not, pick the best
available channel, coordinate spectrum access with other users, and vacate the channel when a

PU reclaims the spectrum usage [10].

1.1.1 Cognitive Radio: Definitions

The concept of CR was introduced by J. Mitola [5]. It was a novel technique to define intelligent
radios that can automatically make decisions utilizing gathered information about the RF en-
vironment through model-based reasoning and learn and adapt according to their experiences.
Since its introduction, various regulatory bodies have provided different definitions of the CR.
J. Mitola defines the CR in [11] as:
“A really smart radio that would be self-RF- and user-aware, and that would include language
technology and machine vision along with a lot of high-fidelity knowledge of the radio environ-
ment.”
S. Haykin defined CR in [4]:
“Cognitive radio is an intelligent wireless communication system that is aware of its surround-
ing environment (i.e., outside world), and uses the methodology of understanding-by-building to
learn from the environment and adapt its internal states to statistical variations in the incoming
RF stimuli by making corresponding changes in certain operating parameters (e.g., transmit-
power, carrier-frequency, and modulation strategy) in real-time, with two primary objectives in
mind: (i) highly reliable communications whenever and wherever needed; (ii) efficient utiliza-
tion of the radio spectrum.”

CRs can generally sense their operating environment and adjust their parameters to attain the
best performance. In this thesis, we assume that a CRN permits the concurrency of primary and

secondary networks in the same frequency band while fulfilling spectrum sharing constraints.
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Figure 1.1: Basic cognitive cycle (adapted from [12])

1.1.2 Functions of Cognitive Radio

The main functions of CR are detecting the white space of the spectrum, picking the best fre-
quency bands, organizing spectrum access with other users, and relinquishing the frequency
band when a PU appears, as demonstrated by Figure 1.1. The following functions support a

cognitive cycle:
* spectrum sensing and analysis;
* spectrum management and handoff;
* spectrum allocation and sharing.

CR can detect the spectrum hole and utilize that frequency band for its communication. On the
other hand, when PU begins using the licensed spectrum again, CR can identify their activity
through sensing to generate no interference from SUs’ transmission. After recognizing the spec-
trum holes through sensing, spectrum management and handoff function of CR allows SUs to
determine the most suitable spectral band according to the time-varying channel characteristics
to satisfy various quality of service (QoS) requirements [12]. For example, when a PU reclaims
its spectral band, the SU using that band can shift its transmission to another available spectral
band, according to the channel capacity determined by the noise and interference levels, path

loss, channel error rate, and holding time. In DSA, a SU may share the spectrum resources
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Figure 1.2: Cognitive radio transceiver architecture (adapted from [9, 13])

with PUs, other SUs, or both. Hence, a flexible spectrum allocation and sharing mechanism are
essential to achieving high spectrum efficiency. Since PUs own the spectrum rights, when SUs
co-exist in a licensed band with PUs, the interference level due to SUs to PUs should be limited
by a certain threshold.

To perform these functions, CR needs an RF transceiver. The main elements of a CR
transceiver are the RF front-end and the baseband processing unit, as shown in Figure 1.2.
The received signal is amplified, mixed, and analog-to-digital (A/D) converted in the RF front-
end, then it is modulated/demodulated in the baseband processing unit. All elements of the CR
transceiver can be reconfigured via a control bus to adapt to the time-varying RF environment.
The main segment of the CR transceiver is the wideband RF front-end that can simultaneously
sense the white space over a wide frequency range. This functionality is associated mainly with
RF hardware technologies, such as a wideband antenna, power amplifier, and adaptive filter.
The RF hardware for the CR should be tuned to any part of an extensive range of the spectrum.
However, because the CR transceiver acquires signals from various transmitters operating at
different power levels, bandwidths, and locations, the RF front-end should have the ability to
identify a weak signal in an extended dynamic range is a significant challenge in CR transceiver

design [2].

1.1.3 Spectrum Access Techniques

DSA technique permits the SUs to access the primary spectrum either without rendering any

interference to the PUs or the interference caused by the SU to the PU is kept below a prede-
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termined interference limit [14]. Depending on the spectrum access policy and applications,
DSA approaches can be broadly categorized into three access mechanisms [4, 14], namely, ex-
clusive use mechanism, open sharing mechanism, and hierarchical access mechanism as shown

in Figure 1.3.

1.1.3.1 Exclusive Use Mechanism

The exclusive use mechanism supports the current spectrum regulation policy and includes flex-
ibility to enhance spectrum utilization efficiency. Usually, the licensed spectrum is not fully uti-
lized by authorized users all the time. Thus, the licensees can lease those underutilized spectra
to a third party under an agreement. The dynamic exclusive use mechanism can be implemented
by employing two approaches, i.e., spectrum property rights and dynamic spectrum allocation
[14]. The spectrum property rights procedure permits licensees to sell and trade spectrum, driv-
ing the most booming economy and market of the limited radio resources. Although licensees
can share the spectrum for profit, the regulatory policies do not mandate this spectrum-sharing
approach. The dynamic spectrum allocation aims to enhance spectrum utilization using DSA

by exploiting various spatial and temporal traffic statistics services.

1.1.3.2 Open Sharing Mechanism

The open sharing mechanism is also known as spectrum commons, where anyone can access
any range of spectrum without any approval under consideration of a minimum set of rules from
technical standards required for sharing spectrum. However, the usage of this mechanism can

render unmanageable interference among users.

1.1.3.3 Hierarchical Access Mechanism

The hierarchical access mechanism aims to open licensed spectrum to SUs while restricting
destructive interference to the PUs. This mechanism has an access priority between the PUs
and SUs. Compared to the exclusive use and open sharing mechanisms, the hierarchical mech-
anism may be the most favorable solution for improving spectrum utilization. In this context,
three spectrum sharing approaches have been considered, i.e., overlay, underlay and interweave

techniques [16].

i) Overlay Mode: The PUs share their signal codebooks and messages in overlay mode

with the SUs. Additionally, the SUs may use these messages to improve the performance
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Figure 1.3: Schematic diagram of different dynamic spectrum access approaches (adapted from [15])

of the primary transmission through relaying the primary message to the primary receiver
(PR). The overlay mode can enhance the performance of both primary and secondary net-
works. However, in practice, a technical challenge of the overlay paradigm is the required
knowledge of the PU messages at the ST and the encoding and decoding complexity asso-
ciated with SUs transmissions in the system. Moreover, sharing PU’s private information

with the SUs increases the security concerns for the primary system.

i) Underlay Mode: The underlay mode of spectrum sharing is based on interference
management, where an interference constraint is levied on the SUs’ transmit power. Both
PU and SU are allowed to communicate in the same frequency band as long as the in-
terference rendered by SUs to the primary receiver is held below a predefined threshold
[16, 12]. Our thesis focuses on the underlay approach since it is the most flexible and sat-
isfies interference constraints. In practice, the underlay spectrum sharing technique may
be executed through band manager coordination [17] or under a regulator’s supervision
[18]. Although, the secondary communication range is limited due to the constraints on

its transmission power.

iii) Interweave Mode : In the interweave paradigm, the SUs access the licensed spectrum
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during idle periods of the PUs. The SU must stop its transmission when the PU is active
to avoid destructive interference to the PU. The interweave mode depends on spectrum
sensing techniques where SUs need to sense the licensed frequency band and detect the
spectrum holes. Once a spectrum hole is identified, the SU can transmit with maximum
power. However, in the highly time-variant radio environment, sensing imperfections
may happen because of channel uncertainty, noise uncertainty, sensing interference, and
limited observation time. In this case, a false alarm may result in lost chances and thus
lower spectrum utilization. In addition, the ST may cause destructive interference to
the PR in case of missed detection, which results in degradation of primary network
performance. Moreover, the interweave approach does not allow SUs to coexist with PUs
in the underutilized spectrum. Nevertheless, this paradigm is inadequate in dense areas

due to the scarcity of spectrum holes.

1.1.4 Applications of Cognitive Radio Networks

CRN aims at enhancing spectrum utilization by allowing a SU to utilize underutilized spectrum
resources held by government and commercial users. RF bands allotted to PUs could be shared
with SUs under certain restrictions. CR technology is already being applied to some communi-
cation systems like WiFi networks and Bluetooth [12, 19]. However, there is growing demand
for such opportunities to include other specific frequency bands employed for other services.

Some applications of CRN are summarized as follows:

1. Cellular Networks: The traffic load of current wireless networks increased with the
arrival of smartphones, social networks, and media websites. It provides both an oppor-
tunity and a challenge for cellular service operators [20]. Allowing cellular networks like
WCDMA and LTE to dynamically access the TV bands can facilitate cellular networks to
fulfill traffic demand. It can be implemented, for instance, by using cognitive femtocells

[21] and licensed shared access [12].

2. Mesh Networks: Wireless mesh networks are developing as a cost-effective solution
for providing broadband connectivity [22]. The challenge for traditional wireless mesh
networks is the higher bandwidth required to meet the applications as the network density
increases. Since the CR technology alleviates the bandwidth scarcity, cognitive mesh

networks can provide broadband access in dense urban areas.
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3. Military Communication: In military communication networks, attaining reliable and
secure communications is challenging. Also, the capacity of military networks is limited
because of requirements of significant bandwidth for communications between soldiers,
armed vehicles, and other units on the battlefield amongst themselves and with the head-
quarters. The CRN is a promising technology to satisfy bandwidth and reliability needs

for such densely deployed networks [23], [24].

4. Public Safety and Emergency Networks: Natural disasters may temporarily terminate
existing communication infrastructure because some base stations of cellular networks
fall, and existing WLANSs are broken. Consequently, the connectivity between sensor
nodes and the sink node in wireless sensor networks is lost. Thus, an emergency network
needs to be established. In addition, this emergency communication also requires a sig-
nificant amount of radio spectrum for carrying a volume of traffic, including voice, video
and data. Since a CR can identify spectrum availability and reconfigure itself, CRNs
can be used for such emergency networks [12], [25]. Further, CRNs can promote in-
teroperability between different communication systems by adapting another network’s

requirements and conditions.

5. Leased Networks: Dynamic spectrum leasing presumes a monetary reward for PUs for
accepting spectrum sharing with the SUs [26]. Here, a primary network can benefit from
leasing a fraction of its licensed spectrum to secondary networks. As a CR is a radio
device capable of learning and adapting to its RF environment, it makes an ideal platform

for leased networks.

1.2 Underlay Cognitive Radio Networks

An underlay cognitive radio network consists of a primary network and secondary network that
coexist in the same spectrum band. A primary network is an existing licensed network operating
in a particular spectrum band. Primary networks can either be a centralized infrastructure or
distributed ad-hoc in nature. The PUs have priority to spectrum access. On the other hand, the
SUs opportunistically access the primary spectrum while adhering to the restrictions imposed
by the PUs [15]. In underlay CRNs, for reliable communication in the primary network, the
transmit power of ST is constrained so that it could not cause any interference to the primary

network.
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1.2.1 Spectrum Sharing Constraint

In an underlay CRN, the efficiency of spectrum utilization can be improved by allowing the
SU and PU to transmit concurrently in the same frequency band provided that the interference
caused by the ST to PR is maintained under a predefined acceptable interference constraint [16].
The allocation of ST’s transmit power is the most important concern to meet the interference
power constraints. In general, the ST power control needs knowledge of the channel state
information (CSI) between the ST and PR link. In the context of the interference power concept
and depending on the availability of the PR’s CSI at the ST, two main categories of interference
constraints have been studied in the underlay CRN literature, namely, peak interference power

constraint [27, 28, 29] and PU outage constraint [30].

e
o

Figure 1.4: The basic model of underlay CRN, (Solid line represents the main channel, dotted line represents the
interference channel)

1.2.1.1 Interference Power Constraint

In an underlay CRN, the SU transmits concurrently in the same spectrum band with PU as

shown in Figure 1.4. In Figure 1.4, |ho| denotes the channel fading coefficient of ST-PR link,
|ho|? denotes the channel power gain of the ST-PR link. Further, |/4;| denotes the channel fading
coefficient of the main channel (the channel between ST-secondary receiver (SR)), and Vz,-|2
is the channel power gain of the main channel. In Figure 1.4, the primary transmitter (PT)
is assumed to be located far away from SR as in [27, 28], and hence the PT does not cause
interference to the SR. For reliable communication, the transmit power of ST must not exceed

the interference threshold at the PR. This threshold is expressed in terms of the peak (short-

term) or average (long-term) power that can be tolerated by the PR [28]. In the case of the peak
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interference constraint, we have [31]
Py (|hol*,11il?) |hol* < Ip, (1.1)

where P4 (|ho|?, |hi|?) is the instantaneous transmit power of the ST for the channel gain pair
(Jho|?,|hi|*) and Ip denotes tolerable peak interference power at the PR. (1.1) indicates that
the ST’s transmit power is restricted by peak interference power for reliable communication in

underlay CNRs. In average power constraint, we have
E [P (|hol?, [1il*) [ol] < Tpav (1.2)

where 1,4, is the average interference power at the PR and [E(.) is the expectation operator.
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Figure 1.5: A schematic diagram of an underlay CRN where interference from primary transmitter to secondary
receivers exist.

In practice, the average interference power constraint can be used to ensure a long-term QoS
for the PU if the primary network provides delay-insensitive applications. On the other hand,
the peak interference power may be more suitable if the service provided by the PU has an
immediate QoS requirement. Using these constraints and assuming that the ST has perfect CSI
of PU, the performance analysis of the secondary network in terms of achievable capacity has
been investigated in [29]. The availability of |hg| at the ST can be obtained through a band
manager [17] or can be directly fed back from the PR to the SU. The collaboration between
primary and secondary networks may be limited; hence, obtaining full CSI of ST-PR channel at

the ST is tough.
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1.2.1.2 PU Outdated Constraint

In Figure 1.5, an underlay CRN is shown, i.e., PU and SU both transmit in the same spectrum
band. The primary network consists of one PT, one PR, and the secondary network consists
of an ST-SR pair. In this figure, p;, ho, h;, and g; represent channel gains of PT-PR, ST-PR,
ST-SR, and PT-SR channels, respectively. The peak interference power or average interference
power constraints may be helpful when ]ho|2 gains are perfectly known at the ST. Neverthe-
less, when signal variations for the PT to the PR are random, outage probability becomes a
more reliable measure. In particular, the primary outage probability occurs when the signal-to-
interference plus noise ratio (SINR) at the PR falls below a certain threshold (different to the
peak interference power or average interference power constraints) [32]. As such, the spectrum
sharing constraint is based on the acceptable outage threshold at the PR [30, 33]. The PU outage

probability in the presence of the SU transmission can be expressed as [33]

Pp|pi? }
PPY —pr{ 20 <y b, 1.3
out {PA|hO|2+NO >~ Ur (1.3)

PU
F out

probability and 97 is the desired SINR at the PR. To protect the PU, the P,,; must not be greater

where Pp denote the PT’s transmit power, N is the noise power, denotes primary outage

than its tolerable target denoted by ®. Thus, the achievable capacity of secondary network

subject to the PU outage constraint is expressed as

C=E|log, (1 + ——5— (1.4)
[ gz( Pplgil*+No
subject to PV < @. (1.5)

The outage constraint may be more practical for PU protection since obtaining the perfect CSI
of the ST-PR link is very challenging due to the time-varying property of the ST-PR link. This
thesis examines the secrecy performance of underlay CRN under both peak interference power

constraint and PU outdated constraint.

1.3 Spatial Diversity Techniques: Basic Concept

In wireless networks, transmission malfunctions happen primarily when the wireless channel

in the deep fade, resulting in the so-called communication outage. The wireless network’s
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performance can be magnified by utilizing diversity techniques in space, time, and frequency
domains. These techniques are considered as an effective mechanism to combat the fading
in the wireless channel. Spatial diversity can be exploited when the transmitter and receiver
have multi-antennas. Spatial diversity techniques are divided into two categories; 1) transmit

combining techniques 2) receive combining techniques.

1.3.1 Transmit Combining Techniques

When Alice is equipped with multiple antennas, the data symbols can be distributed among mul-
tiple antennas to exploit the spatial diversity at Alice. Here, we assume that Alice is equipped
with Ny antennas. Let {x[n]} be the sequence of data to be transmitted and assume that the data
symbols are independent and identically distributed (i.i.d) over time with zero mean and unit
variance. The data is first pre-processed to form transmit symbol vectors {s[n]} according to
the different transmit combining schemes, where sn] = [[s1[n],s2[n], .....sn, [n]]7 is the vector
of symbols to be transmitted over the N4 antenna in the combining techniques symbol period.

The transmitted symbols are assume to satisfy the sum power constraint as

Ny

Ells]*] = Y [Isi[n][]* < 1. (1.6)

=1
The signal obtained at Bob during the n™ symbol period is expressed as

Ny

ylnl =Y v Pahysi[n] +win], (1.7)

=1
where h; ~ € .4 (0, 612) is the channel coefficient between the I transmit antenna of Alice and
Bob, and w[n] ~ €4 (0,Np) is the additive white Gaussian noise (AWGN). Based upon the
availability of the CSI at transmitter, various signal processing schemes can be employed at

transmitter to exploit spatial diversity. These are as follows:

1.3.1.1 Transmit Beamforming

In transmit beamforming (TBF), the data in each symbol period is multiplied by a set of weight-
ing coefficients that precompensate for the channel effect before transmission. Let o, 0%.....0,

be the weighting factors imposed on the Ny, respectively. The signal transmitted on the I an-
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tenna can be expressed as
si[n] = oyx;[n], (1.8)

where the transmission power is P; = Py|0y|2. With the linearly precoding at Alice, the signal

received at Bob can be expressed as

N
yinl = Y v/ Pahyoyxi[n] + win). (1.9)
=1

The signal-to-noise ratio (SNR) at the Bob is then expressed as

5 N,
:PAIZI;‘IhzO@IZ

No (1.10)

When the information of channel coefficients {4, }évil) is available at Alice, the set of weighting
coefficients {ock}évil can be picked to maximize the 7, in (1.10) subject to the power constraint

expressed [34]. The optimization problem can be formulated as follows [35]:

5 v,
Py 21:1 hlalP

max ——=1 " (1.11)
061...05NA NO
Ny

subject to Y[y, (1.12)

=1

By utilizing the Cauchy-Schwartz inequality, we have

Ny Na Na Ny
1Y mayl* < (Z|hl|2) (Z|061|2> = <Z|hl|2>, (1.13)
i=1

where the equality holds when oy = c.hj, for [ = 1...N4. The power constraint in (1.12) can be

satisfied by choosing appropriate value of c. Then we have

o = —F——=, forl=1..... Ny. (1.14)

The SNR at Bob with TBF is re-expressed as

yIBF — % __ (1.15)
M —_— NO . .
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The SNR achieved with TBF is equal to the sum of SNRs between N4 antennas of Alice and
Bob, as if each transmit antenna transmits to Bob at different time instants and utilizes the
full power P, in each transmission slot. Hence, we can say that TBF achieves an Nj-fold
performance gain related to a single-input-single-output (SISO) system. Although TBF can
achieve a significant gain in SNR, the need for instantaneous CSI at Alice has limited its use in

practical systems.

1.3.1.2 Transmit Antenna Selection

It is assumed that Alice can only get the channel amplitude information very smoothly com-
pared to the channel phase information. Since the phase changes much faster than the channel
amplitude; thus, it is more challenging to estimate it. Furthermore, it is not accessible to co-
phase all the signals transmitted by the different antennas at Bob without the exact knowledge
of phase information. In this situation, it may be more advisable to communicate only on a
single antenna with the best channel to circumvent detrimental interference. It is referred to as
transmit antenna selection (TAS) scheme [36, 37].

Assume that the I antenna of Alice experiences the highest instantaneous SNR, i.e.,

Pa|y|?
Ny

"= argmlax (1.16)

and is picked to send signal to Bob so that oy = 1, for [* = [, and oy = 0, for [* # [,. The signal

received at Bob is
y[n] = v/ Pahpx[n] +win] (1.17)

and the resulting SNR with TAS scheme is given by

ras _ Palh]? Py|hy|?
o = ———— = max
Ny l Ny

In the TAS scheme, the channel estimation and antenna selection are performed at Bob, and
the index of the best antenna is only carried back to Alice. Depending upon the availability of
the CSI at Alice, the TAS is classified as an optimal antenna selection and sub-optimal antenna

selection schemes, which are discussed later in this thesis.



CHAPTER 1. INTRODUCTION 16

1.3.2 Receive Combining Techniques

We can benefit from Bob’s spatial diversity to increase the system’s performance when Bob is
outfitted with multiple antennas. Consider a scenario where single-antenna Alice sends a signal
to Bob equipped with N antenna. Let x[n] be the transmitted symbol in the n'" symbol period

lth

and assume that E[|x[n]|?] = 1. The signal received at the /™ antenna of Bob can be expressed

as

yiln] = V/Bahyxn] + wi[n. (1.18)

The SNR at /™ antenna of Bob is expressed as y; = E‘l‘v—holp. It is assumed that the instantaneous
value of the set of channel coefficients is available at Bob. Before making signal detection, Bob
will linearly combine the received symbols y; [n],y2[n]..yn, 1] with the corresponding weighting
factors aj,a;...any, to receive the signal z[n] = Z?]jl a;y[n]. The value of weighting factors
can be measured according to the different combining techniques [35, 38, 39]. Some of these

techniques are described as follows:

1.3.2.1 Equal-Gain Combining

In equal gain combining (EGC), signals received at Np antennas are multiplied by a complex
weighting factor that compensates for the phase rotation of the channel [40]. The complex
weighting factors are expressed as a; = e /P! for = 1,2,...Ng. EGC achieves phase coherence
at Bob and thus, strengthens the received signal. In the EGC scheme, the magnitude of the
weighting factors |a1|§j1\73 are equal and do not depend on SNRs of all links. Hence, it reduces
the hardware complexity of the EGC compared to the maximal ratio combining (MRC) method

to be discussed later on. The output of the combiner with EGC scheme is expressed as

z[n]EGC = Zévjl ary[n] = Zﬁvfl L [\/PTA|hl|ejp1x[n] +wy[n]
= VB (0 ] ) ¥l + £ P ] (1.19)

Hence, the resulting SNR at EGC combiner is written as

CE[VE (D )<l (B 'h”)z (1.20)
CE[ne e N |

GC
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1.3.2.2 Selection Combining

Although the EGC scheme enhances the received SNR at Bob by co-phasing all the signals,
in practice, it is usually tough to accomplish due to the rapid change in the phase with time
and is hard to track. When the received signals are not perfectly co-phased, their summation
may result in harmful interference and loss in spatial diversity. Hence, the alternative strategy
is to use the selection combining (SC) scheme where a single antenna with the maximum SNR
among available Np antennas is selected for detection. In this case, the weighting factors can be

expressed as

1, if ‘p>y, 1410
a = n= (1.21)

0 otherwise

. where 3 = Py|;|>/Ny. The weight associated with highest SNR antenna is equal to 1 other-

wise it is zero. The output SNR at Bob with SC scheme is given by
¥C= max . (1.22)
l N

The outage performance of the SC scheme in a single-input-multiple-output (SIMO) network
is the same as the TAS scheme in a multiple-output-single-input system (MISO) since they get
the same output SNR [35].

1.3.2.3 Maximal Ratio Combining

Even though EGC and SC schemes use the CSI to get their weighting factors, they are not
optimized in any sense. Hence, to completely utilize the spatial diversity provided by multiple
antennas, it is more beneficial to pick weighting factors that maximize the output SNR at Bob,
reducing the outage probability. The technique that accomplishes this task is called maximal

ratio combining (MRC). The weighting factors with MRC scheme are expressed as
a; = |ly|*e 7? /o?, forl=1,2,..Np. (1.23)

In MRC, the signals are weighted according to their local channel quality and are co-phased to

perform coherent addition of the signals at Bob. The output SNR with MRC scheme at Bob is
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expressed as

RC __ &
nc=Y n, (1.24)
=1

where 7 is the sum of the received SNRs of all antennas. Thus, we can say that the MRC

scheme attains the maximum SNR among all combining schemes.

1.3.2.4 Generalized Selection Combining

The complexity of the MRC and EGC schemes depends on the number of available paths,
which can be high for a large number of antennas. Furthermore, MRC is very sensible to
channel errors, and these errors serve to be more critical when the instantaneous SNR is low.
On the other hand, SC utilizes only one path out of the available ones and hence, does not
thoroughly utilize the amount of diversity given by the channel. Therefore, a hybrid technique
called generalized selection combining (GSC) is proposed that bridges the gap between SC,
EGC, and MRC [39]. It adaptively combines the fixed number of N, (N, < Ng) high SNR paths
among available N paths [41]. The output SNR with GSC scheme at Bob is given as

mic=Y n =12, . .Ng (1.25)

This thesis analyzes the secrecy performance of the SC, MRC, and GSC schemes adopted at

either Bob or Eve that will study in the subsequent chapters.

1.4 Physical Layer Security

The wireless networks are extensively employed in civilian and military applications. The
transmission of confidential messages has been kept secret from unauthorized users in these
networks. However, the security of data transfer in wireless networks is a challenging issue due
to the broadcasting nature of their channel. Opponents may try to get illegal access to interrupt
the information. Thus, privacy and security are considered a new QoS constraint in wireless
network design [42, 43]. Conventionally, the security of wireless communications is mainly
handled at the upper layer of the protocol stack using cryptographic techniques. Nevertheless,
these cryptographic techniques have become more complex and challenging to implement with

the development of ad-hoc and decentralized networks. Therefore, there has been a significant
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interest in studying the inherent ability of the PLS to provide secure communications. This
paradigm is known as physical layer security. What distinguishes PLS from other high layers
cryptographic techniques is that it exploits the wireless channel’s randomness and fluctuations
to achieve security at a remarkably reduced computational complexity. It incorporates many
disciplines and topics, from multiple-input multiple-output signalling techniques minimizing
the probability of interception to error-control codes providing information-theoretic secrecy.
Information-theoretic security reports back to 1949 when Shannon introduced his pioneer work
on cipher systems [44]. Shannon [44] analyses the secure transmission of a secret message
when a random secret key is shared between the legitimate parties, and an eavesdropper is try-
ing to intercept the communication. Shannon revealed that the entropy of the shared secret key
should exceed the entropy of the transmitted message to attain perfect secrecy. Later on, in
1975, Wyner’s work [45] came to sprinkle some positive light on information-theoretic secu-
rity. Wyner’s model, called a wiretap channel, benefits the channel’s imperfections to secure
transmission at the physical layer without requiring a shared secret key. Since then, investiga-
tions of the wiretap channel have increased and have extended to more general communication
systems, including broadcast channels, fading channels, multiuser networks, and many other
wireless communication models. In particular, the security of fading channels against potential
wiretapping attacks is essential, especially regarding the unprecedented growth of wireless com-
munication applications and devices. The fading wiretap channel has uncovered new research
objectives for information-theoretic security. What is unique about the fading model is that it
benefits from the channel’s randomness to secure the transmission against potential Eve at the
physical layer itself. Consequently, despite the eavesdropper having a better average SNR than
the legitimate receiver, PLS can still be achieved over fading channels without sharing a secret
key. To understand the general concept of PLS, we consider a three-node wireless network as
shown in Figure 1.6 where the communication between transmitter (Alice) and legitimate re-
ceiver (Bob) is being intercepted by an unauthorized node eavesdropper (Eve). The Alice-Bob
link is called the main channel, whereas the communication channel between Alice and Eve is
referred to as the eavesdropper channel or wiretap channel. When Alice transmits information
to Bob, Eve may eavesdrop on their transmission due to the broadcast nature of the wireless
medium. Since today’s wireless systems are incredibly standardized, Eve can promptly acquire
the transmission parameters, including the signal waveform, coding and modulation scheme,

and encryption algorithm. Thus, the information could be interpreted at Eve by decoding its
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Figure 1.6: A schematic diagram of an eavesdropping scenario in wireless networks

eavesdropped signal, leading to the insecurity of the legitimate transmission. The number of
research works on PLS has progressed over the last few years [46]. In the PLS literature, a
so-called secrecy capacity is developed and presented as the difference between the capacities
of the main link and the wiretap link. It has been confirmed that perfect secrecy is reached if
the secrecy capacity is positive, implying that when the main channel capacity is higher than
the wiretap channel capacity, the transmission from Alice to Bob can be secure. It can be well
described by using the Shannon coding theorem from which Bob cannot recover the signal from
Alice if the capacity of the Alice-Bob link is less than the data rate. Therefore, given a positive
secrecy capacity, the data rate can be fixed between the capacities of the main and wiretap chan-
nels so that Bob successfully decodes the signal transmitted by Alice and Eve fails to decode it.
Nevertheless, if the secrecy capacity is negative (i.e., the main channel capacity falls below the
wiretap channel capacity), Eve is more likely than Bob to succeed in decoding the transmitted
by Alice. In an information-theoretic sense, when the main channel capacity becomes smaller
than the wiretap channel capacity, it is difficult to assure that Bob succeeds and Eve fails to

decode the signal transmitted by Alice.

1.4.1 Background and Basic model

PLS models usually build upon the model called the wiretap channel studied in [45]. The PLS
model is shown in Figure 1.7 consists of a source (Alice) who wants to send information to
a legitimate receiver (Bob) while maintaining this information confidential from wire-tapper

or eavesdropper (Eve). The Wyner model assumes that the eavesdropper channel or wiretap
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Figure 1.7: The wiretap channel model (adapted from [47])

channel is a degraded version of the main channel. Wyner demonstrated a positive information
rate with perfect secrecy if the wiretap channel is noisier than the main channel. The idea in [45]
was to utilize the noise of the communication channel along with proper physical layer coding
to ensure secure communication. The source is stationary and ergodic and has a finite alphabet.
The first k source output S encoded into an n vector X,, which is input to the main channel.
The legitimate receiver makes an estimate §k of Sy based on the output Y, of the main channel,
incurring a error probability P, = Pr(Sy # Sy), where Pr(.) denoted the probability. Z, denotes
the observation of wiretapper N-length codewords Y, gets through the wiretap channel, and Y,
is the output of the main channel. Wyner in [45] proved that reliable and secure communication
between Alice and Bob could be made viable by using the corresponding qualities of the main
channel and wiretap channel. [45] defined the discrete memoryless wiretap channel, where
Eve obtained a degraded version of the legitimate receiver’s received signal through a cascaded
discrete memoryless channel. The goal of the wiretap channel is to design a coding scheme that
makes it possible to communicate both reliably and securely. In this structure, the performance
of the coding scheme can be measured in terms of average error probability and equivocation
rate [48]. The average error probability indicates the level of secure communication between
Alice and Bob. The equivocation rate at Eve marks the secrecy level of confidential message
[47]. The uncertainty about the secret message at Eve is measured by the equivocation rate R,,

which is defined as

1
R. = lim —~H(Si|Z,), (1.26)
n—eo )
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where H(Sx|Z,) is the entropy of S; given the output information Z, at Eve. The higher the
equivocation rate, the less information that Eve obtains about the confidential message Sy.
Throughout this thesis, we only focus on the information theoretic perfect secrecy which re-
quires the equivocation rate R, to be equal to the rate of the message Ry = lim,,—c }ZH(S %) as in
[48, 49]. Csiszar et al., [49] generalized Wyner’s wiretap channel to a large class of channels
and obtained the full characterization of the rate-equivocation region.

A critical point on the rate-equivocation region of the wiretap channel is the point where
R =R,. Itis the largest rate at which Eve receives no information about the message transmitted

between Alice and Bob after observing Z,,, i.e.,

1
lim —1(Si;Z,) =0, (1.27)

N—oo

and is called the secrecy capacity, where I(.;.) denotes the mutual information. (1.27) is also
referred to as the weak secrecy constraints for the reason that it requires the vanishing only of
the rate of the information Eve’s observations gets about the message. This constraints can be
strengthened to one that vanishes the mutual information

lim I(Sg; Z,) =0 (1.28)

n—oo

i.e., the strong secrecy constraint, for variety of channels included in [50]. The secrecy capacity

for the general wiretap channel is given as [51]

Cs = maxI(V,;Y,) —1(Va; Ya), (1.29)
p(vx)

where p(v,x) denoted the joint probability density function of V and X and V must be satisfy

the Markov relation V,, — X, — (¥, Z,).

1.4.1.1 Gaussian Wiretap Channel

The Gaussian broadcast channel in the presence of a potential eavesdropper, Eve, is shown in
Figure 1.8. This model is a specific example of the broadcast channel in which the codewords
transmitted by Alice are corrupted by additive Gaussian noise under the malicious attempt of

Eve. The relationships between inputs and outputs of the channel with Gaussian noise are
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Figure 1.8: Schematic diagram of Gaussian broadcast channel model with secure message [47]

expressed as
Y :XZ+NM,I and Z; :XZ+NE,17 (1.30)

where noise processes {Ny;};>1 and {Ng;};>1 independent and identically distributed (i.i.d)

and
Ny~ A (0,04) and Ng;~ A (0,07) (1.31)

It is assumed that the statistics of Ny;; and N ; are known to Alice, Bob and Eve before trans-
mission. The input to the channel is subject to a power constraint % 1 E [Xlz] < Py, where
P4 is the transmit power of Alice. The main feature of the Gaussian broadcast channel that
makes it more tractable to study than the general broadcast channel is that either wiretap chan-
nel is stochastically degraded with respect to (w.r.t) to the main channel or the main channel is
stochastically degraded w.r.t to wiretap channel [52]. In the concrete, if G]% > GA%[, the channel

is characterized as
Y, =X;+Ny, and Z =X;+N,, with N, ~.# (0,0% — o). (1.32)
Similarly, if Gg < 0']‘24, the channel is characterized as

Y, =X;+Ny, and Z;=X;+N,, with N, ~ .4 (0,04 — 62). (1.33)
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The secrecy capacity, C of the Gaussian wiretap channel is expressed as [47]

1 P\ 1 P\T"
Cs=(Cu—Cp)" = |zlog| = ) —zlog( = 1.34
s ( M E) [2 Og(GAZ/[) 2 Og(Gl%)] ) ( )
where Cys denotes the capacity of the main link, and Cg denotes the capacity of the eavesdropper
channel. The notation (a) " denotes max(0,a) and Cy is zero when 6 < 63 (1.34) signifies that
secure communication is possible if the main channel has better SNR than the eavesdropper’s
channel. This is likely to happen when Eve is located far away from Alice than Bob. It is noted

that C; does not grow unbounded as Py — o i.e.,

lim Cy(By) (11 (G’%’>>+ (1.35)
im C; =(=log| % ) )
Bysoo s\LTA 2 g G%

Hence, rising P4 results in only marginal secrecy gains beyond a certain point. (1.34) also
extend to the complex Gaussian wiretap channel, for which the noise processes are complex
and circular symmetric, i.e., Ny ~ €4 (0,04) and Ng; ~ €4 (0,0%) and can account
for constant multiplicative coefficients hy; € C (field of complex number) and Ag € C in the
main and wiretap channels, respectively. A complex Gaussian wiretap channel is equivalent to
two parallel real Gaussian channels with power constraint Py /2. The secrecy capacity, Cs, of

complex Gaussian wiretap channel is given by

hy|*P hePPa\\
C, = (log(l—l—| M‘z A) —log <1+| E’Z A)) . (1.36)
O Of

1.4.1.2 Wireless Channel

For ease of exposition, we concentrate on a transmission of a single source message and char-
acterization of the secrecy capacity, but all results expressed there-after generalize to introduce
a common message for Bob and Eve. The channel between Alice and Bob is modeled as a
fading channel, characterized by a complex coefficient /j; and independent complex AWGN
Ny (Nyy ~ €4 (0, GAZ,[) as shown in Figure 1.9. The coefficient &y, accounts for the multi-
path interference occurring in wireless transmission and is called a fading coefficient. The
square of the magnitude of Ay is called fading gain. Similarly, the eavesdropper’s chan-

nel is modeled as another fading model with fading coefficients Ar and independent AWGN
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Figure 1.9: A schematic diagram of wireless channel in the presence of an eavesdropper, Eve [48, 53]

Ng(Ng ~ %64 (0,02). The received signals at Bob and Eve for each channel, [ are given by
Y= thle +NM71 and Z; = hEJXl -I-NEJ, (1.37)

where g, hg, Ny and Ng; are mutually independent. Different types of fading can be
modeled by selecting the statistics of {/;};>1 and {hg ;};>; suitably.

Lets consider a particular case of i.i.d Rayleigh fading, for which {Ay;};>1 and {hg;};>1
are mutually i.i.d complex Gaussian processes with fipg j ~ € A (0, [312) and hg ~CN (O, [322) .
The fading gains Gy ; and G ; are exponentially distributed random variables with means

and Ug ;, respectively which is given as

g 2 E[Gyy] = BT and pp, 2 E[Ggy] = B3 (1.38)

It is assumed that the statistics of Ny ; and Ng; is known to Alice, Bob and Eve before trans-
mission. Bob has least instantaneous access to main channel coefficients, sy ; and detects the
symbols coherently. Moreover, Eve has access to both /y,; and hg , so that the information

leakage is defined implicitly as
1
L(%") = =1 (Sk; Zu|hm nhen€™") (1.39)
n

where ¢ is the code utilized by Alice.
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1.4.2 Relevance of the Wiretap Channel Model

This section addresses the implicit theories essential in the wiretap channel model.

1. Availability of Channel State Information: The equivocation of Eve is ensured, pro-
vided that the wiretap code used for communication is ideally meant to the main channel.
It needs the CSI about the main and the eavesdropper channels to be known at the emitter.
The assumption that the CSI of the main channel is correctly known is reasonable since
Alice and Bob can always cooperate in characterizing their channel, requiring the CSI
of the eavesdropper’s channel is more problematic; however, in situations where Alice is
a wireless base station, and Eve is a user in the network, the CSI is known at the emit-
ter. Moreover, one can replace the exact CSI with a conservative estimation based on

geographical information.

2. Authentication: The wiretap channel model inherently believes that the main channel is
authenticated. In principle, this assumption is not restrictive since authentication mech-
anisms can be executed in the upper layers of the protocol stack. It is possible to assure
unconditionally secure authentication [54] if a short secret key is available. Typically,
the critical size required for authentication scales as the logarithm of the message size;
therefore, only a tiny fraction of secrecy capacity needs to be sacrificed to exchange secret

keys.

3. Passive Eavesdropping: The range of the wiretap channel is restricted to passive eaves-
dropping policies where the adversary does not tamper with the main or eavesdropper

channels. Supplementary techniques are also needed to cope with jamming.

4. Availability of Random Generator: Unlike conventional encoders, which are deter-
ministic functions, wiretap encoders are stochastic encoders and rely on the availability
of perfect random generators. In general, pseudo-random generators could be used, al-

though their initialization mechanism should be thoroughly considered.

5. Weak Secrecy: Security is defined in terms of the equivocation rate %H(Sk;Zn) and
a more satisfying criterion would be to use the absolute equivocation H (S;;Z,). The
former notion of information-theoretic security is called weak secrecy, while the latter is
referred to as strong secrecy. It is shown in [55] that strong and weak secrecy capacity

are equal.
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1.5 Motivation

Cognitive radio networks have been considered a promising technique for dealing with spec-
trum scarcity issues and proving spectrum utilization efficiency by allowing the SUs to transmit
simultaneously with the PUs on the same bandwidth via employing overlay, underlay and in-
terweave mechanisms [16, 56, 57]. Among these mechanisms, the underlay CRN is preferable
due to its low implementation complexity in the dense areas where the SU are permitted to use
the PU’s spectrum if the interference to the PUs is below a predefined threshold [12]. The per-
formance of the secondary network is substantially restricted due to the power constraint at the
primary network and the impact of large-scale fading. These networks become weaker to se-
vere security attacks and security threats of eavesdropping due to the broadcasting nature of their
channel. Traditionally, higher layer cryptographic techniques are used to secure these networks.
However, due to the dynamic nature of these CRNs, higher-layer cryptographic authentication
and identification have become more expensive and unsafe to potential attacks. In cryptogra-
phy, codes based on keys are secret sequences of bits only known to Alice or Bob to guarantee
the confidentiality of the information transmitted by Alice. The purpose of Eve is to crack the
codes used by Alice and Bob, that is, to recover messages from codewords without knowing the
keys. The security of encryption schemes is traditionally evaluated in terms of computational
security [8] and relies on assumptions restricting the computing resources of Eves. Essentially,
computational security guarantees that the amount of computing time or memory required to
break a code is unreasonable with today’s technology. Usually, a code is regarded as secure
if the computational complexity of Eve’s decoding algorithm is equivalent to that required for
solving complicated mathematical problems. This notion of security is widely used in current
cryptographic protocols, but despite being satisfactory in many situations, it fails to guarantee
security in the long term. For example, many codes regarded as secure twenty years ago are
now easily breakable with modern computers [58]. Consequently, encoding algorithms have to
be frequently updated to face the increasing power of modern computers [59]. The advent of
wireless networks has fostered mobile ad-hoc networks comprised of many devices with het-
erogeneous capabilities; the wide range of computing power available in the devices makes it
challenging to deploy a public-key infrastructure [60].

In contradiction with the established practice of computational security, many results from

information theory and cryptography suggest that much protection is to be obtained by account-
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ing for the physical layer’s imperfections when designing secure systems. For example, white
noise and fading are generally treated as impairments in wireless communications; information-
theoretic results confirm that they can be harnessed to protect messages from a potential eaves-
dropper without requiring a shared secret key [8]. Hence, PLS deals with the study of models,
methods, and algorithms that aim at strengthening the security of communication systems by
exploiting the characteristics of the physical layer. In addition, PLS is the only solution to se-
cure data transmission without complex cryptographic operations in the enlightenment of the
circumstances. It can be acquired by statistically improving the main channel while corrupting
all eavesdropper channels. Furthermore, PLS is also a solution to supplement and strengthen
the existing cryptographic techniques. Hence, this thesis examines the secrecy performance of

the underlay CRN by utilizing different PLS techniques.

1.6 Performance Metrics

The secrecy performance evaluation of the CRN over fading channels may be presented in terms
of performance metrics. This section briefly introduces some performance metrics as shown in

Table 1.1 that are used in this thesis to analyze the PLS of underlay CRNs.

1.6.1 Secrecy Capacity

The secrecy capacity C; is the maximum achievable perfect secrecy rate R such that R = R,
[59, 61]. It is defined as the difference between the capacity of the main channel and the
capacity of the wiretap channel [48, 43]. The instantaneous secrecy capacity in terms of the

SNR of the main channel, 9, and the wiretap channel g is given as

Cy—Cg :log2 (ﬁ_—y}ﬁg) if W > YE,

G = (1.40)

0 if Y < ¥,

where Cyy is the capacity of the main channel and Cg is the capacity of the wiretap channels.
In the case where Bob has no CSI of Eve, C; can be characterized in terms of secrecy outage
probability (SOP) [62], which is discussed in the next subsection. Moreover, from (1.40) it
follows that the Cy is positive when yy; > ¥g. Thus, it is important to compute the probability of

non-zero secrecy capacity (PNZC), which is discussed later.
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1.6.2 Secrecy Outage Probability

SOP is considered a key performance metric to analyze the PLS in the scenario where CSI of
wiretap channel is unavailable at Alice. In this scenario, perfect secrecy is guaranteed when
the target rate is less than secrecy capacity, i.e., Ry < C;. On the other hand, the information-
theoretic security is compromised when R; > Cs [62, 63]. Hence, SOP is defined as the proba-

bility that the C; falls below the target rate, R;. Mathematically, one can say

Pous(Rs) = Pr(Cy < Ry) = /Ow /OwaM (2R (1+x) — 1) fy (x)dx, (1.41)

where Py, is the SOP, Fy, (.) is the cumulative distribution function (CDF) of Yy, fy,(.) is the

probability density function (PDF) of .

Table 1.1: Performance Metrics for Physical Layer Security

Type Definition CSI
Requirement
Instantaneous . . Full
Secrecy rate [64, 65]: the rate difference of the main and | .
performance . Instantaneous
. wiretap channel
metrics CSI,
deterministic
Secrecy capacity [47]: Maximum achievable secrecy rate | outdated
CSI
- Average secrecy capacity (ASC) [661, [67]: the average Statistical CSL,
Statistical of the secrecy rate over channel distributions
P erfqrmance SOP [62, 68]: the probability that the secrecy capacity m.d etermini-
metrics . stic outdated
drops below some predetermined rate CS]
Intercept Probability [69], [70]: the probability that the
SNR of main channel drops below
the SNR of wiretap channel
PNZC [67, 71]: the probability that the SNR of the
main channel is greater than the wiretap channel
. . . indetermini-
Asymptotic Secrecy diversity order [62]: the high SNR slope of stic outdated
the SOP
performance CSI
metrics Number of degree of freedom [68]: the high SNR slope
of average secrecy capacity
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1.6.3 Probability of Non-Zero Secrecy Capacity

It is depicted from (1.40) that Cy 1s positive when Y7 > Y& and is zero when Yy < yg [63]. With
the assumption that the main channel and wiretap channel are independent, according to (1.40),
PNZC is defined as the probability that the SNR of the main channel is greater than the SNR of
the wiretap channel. The PNZC can be expressed as [71]

WM
Pr(Cy > 0) = Pr(ym > Ye) = /0 ; Fome (%) fe (v)dxdly, (1.42)

where fy,(.) is the PDF of y. Note that when yys >> ¥ then Pr(Cs > 0) ~ 1. Contrariwise,

when g << Y then Pr(Cs > 0) ~ 0 [63].

1.6.4 Intercept Probability

An intercept event happens when the capacity of the wiretap channel is greater than the main
channel’s capacity. In this case, an eavesdropper can efficiently decode the source message.
In [69], intercept probability is defined as probability that the capacity of legitimate link falls

below that of eavesdropper’s link i.e.,
Pin[:PI’(CM<CE) :Pl’(’)/M<’)/E) :l—Pr(CS>0). (143)

In contrast, SOP is defined as the probability of the difference between Cy; and Cg. Hence, the

intercept probability is a special case of SOP for Ry = 0.

1.6.5 ¢e-Outage Secrecy Capacity

For a typical delay-limited wireless communication network, €-outage secrecy capacity is a
relevant metric to measure the secrecy performance of the wiretap channels. It is defined as the
largest secrecy rate Rj uqr such that the SOP is equal to € [67, 72]. Mathematically, it can be

expressed as
C{)ut (8) — Rs,mam (1 44)

where P, (Rs,max) = E&.
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1.6.6 Average Secrecy Capacity

ASC is taken as a fundamental performance metric in an active eavesdropping scenario, 1.e.,
CSI of the wiretap channel is known at Alice. It is the average of secrecy capacity C; over Y

and g [73]. By recalling the definition of C; in (1.40), ASC can be expressed as

Cs = / / log, (14x) —logs (1 4+y)] fye (v) fyy (x)dydx. (1.45)

Using integration by parts, and performing some simple mathematical manipulation, ASC can

be written as [67, 66]

ST LS Fy (y) _
Cs—@/o Ity U T (x dX} ln2/ [1 Fy, ()] dy, (1.46)

where Fy, (.) is the CDF of ¥.

1.7 Contributions and Outline of Thesis

In this thesis, an effort has been made to examine the secrecy performance of underlay CRNs.
This thesis has only considered the analysis of the PLS of underlay CRN over different fad-
ing models without additional power costs, aiming to increase the main channel’s capacity
while degrading the capacity of the wiretap channel. This thesis aims to evaluate the secrecy
performance of underlay CRNs analytically under spectrum sharing constraints with different
diversity combining techniques at Alice, Bob, and Eve. Distinct Alice’s transmit power policies
are presented, and various interference constraints such as outage constraint or peak interfer-
ence power constraint imposed by Alice to PR are considered. The channel gains between
transmitters and receivers follow either the Rayleigh distribution or Nakagami-m distribution.
Numerical analysis and simulations are also carried out to evaluate the secrecy performance of
the considered system models. This thesis consists of seven chapters and the main contributions
of the remaining chapters are summarized as follows:

Chapter 2 presents the literature review on different physical layer security techniques viz.
multiple-input-multiple-output (MIMO) diversity, multiuser diversity, and cooperative diversity.
Also, it finds the research gap between these techniques and discusses some well-known work

on various PLS techniques such as game theory and machine learning aided PLS.
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Chapter 3 considers an underlay CRN consisting of multi-antenna Alice, single-antenna
Bob, single-antenna Eve, and single-antenna multiple PRs. Depending upon the availability
of the CSI, optimal and sub-optimal antenna selection schemes are adopted at Alice. GSC
and MRC schemes are adopted at Bob and Eve, respectively. This chapter analyses underlay
CRN’s secrecy performance in the presence of multiple PRs under peak interference power
constraint in a passive eavesdropping scenario. Closed-form expressions for SOP and intercept
probability for the proposed model are derived with the assumption of perfect CSI. The secrecy
performance gap between optimal and sub-optimal antenna selection with the GSC scheme is
also studied in this chapter.

Chapter 4 considers an underlay CRN that consists of single-antenna Alice and a multi-
antenna Bob, multi-antenna Eve, and multi-antenna PR. We assume that the primary channel,
main channel, and wiretap channel are outdated in this chapter. We consider SC and MRC
scheme at Bob and compare their secrecy performance. MRC scheme is adopted at both PR
and Eve. In this chapter, we ignore the interference caused by PT to Bob and Eve. This chap-
ter analyzes the secrecy performance of underlay CRN with peak power constraint for two
eavesdropping scenarios, i.e., 1) passive eavesdropping and 2) active eavesdropping. We derive
closed-form expressions for SOP, intercept probability, probability of non-zero secrecy capac-
ity, and €-outage secrecy capacity for passive eavesdropping. On the other hand, for active
eavesdropping, we derive a closed-form expression for average secrecy capacity.

Chapter 5 presents the analysis of the secrecy performance of underlay CRN with peak in-
terference power constraint and PU outage constraint. We assume that PT lies in the proximity
of the secondary receivers; hence the interference from PT to secondary receives exist, and
the quality of interest is SINR. The proposed underlay CRN consists of multi-antenna Alice,
single-antenna Bob, Eve, and PR in the presence of a dominant interfere called PT. The optimal
antenna scheme is adopted at Alice and secrecy performance for active and passive eavesdrop-
ping scenarios analyzed over Rayleigh fading environment. However, CSI on the Alice-PR
channel may be outdated due to the time-varying properties or feedback latency from the PU.
PR’s interference constraint will not be satisfied if Alice allocates transmission power using this
outdated CSI. Therefore, we investigate the consequences of the imperfect CSI of the Alice-PR
link on the mathematical analysis of various performance metrics by considering the concept
of interference outage. Moreover, we also study the PLS of the proposed network when the

secondary network’s channels are also outdated with an optimal antenna selection scheme at
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Alice.

Chapter 6 considers an interference-limited scenario, i.e., the interference from PT is more
dominant than noise at the receivers. Hence, the quality of interest is the signal-to-interference
ratio (SIR), and these CRNs are called interference-limited CRNs. We examine the secrecy
performance of the receive antenna selection scheme in interference-limited CRN, where the
antenna that results in the highest SIR at the Bob is chosen to improve the secrecy performance
of the secondary transmission. Exact and asymptotic expressions for the SOP and intercept
probability are derived over a general fading (i.e., the primary network undergoes Rayleigh fad-
ing and the secondary network undergoes Nakagami-m fading) scenario assuming that the CSI
on the Alice-PR link is perfect. Extreme value theorem is used to drive asymptotic expression
of SOP and intercept probability for a large number of antennas at Bob and Eve. Moreover, the
impact of outdated CSI on the secrecy performance of the optimal antenna selection scheme is
also studied in this chapter.

Chapter 7 presents the summary of main contributions of this thesis and briefly outlines

some possible future directions.



Chapter 2

Literature Review

An eavesdropper can easily hear the communication between legitimate users for the intercep-
tion in wireless systems, making the wireless transmission extremely defenseless to eavesdrop-
ping attacks. Due to the distributed nature of broadcasting channels, security concerns are fur-
ther intensified and have played a more critical role in spectrum-sharing networks. In underlay
CRNs, the primary network and the secondary network can communicate in the same spec-
trum band simultaneously [29]. In such complicated circumstances, security and protecting the
broadcast channel against eavesdropping is a more difficult task. In addition, due to the dynamic
nature of these environments, higher layer cryptographic authentication and identification have
become more costly and vulnerable to attacks [62]. In the light of the circumstances mentioned
above, there has been significant interest in the PLS to secure data transmission without the
necessity for complicated cryptographic operations. It enables secure communications by only
utilizing the properties of wireless channels, e.g., fading, noise, and interferences, to avoid the
use of extra spectral resources and to reduce signaling overhead [49, 74]. PLS techniques aim
to strengthen the main channel of the legitimate receiver comparative to the eavesdropper chan-
nel for accomplishing perfect secrecy. For this purpose, many diversity combining techniques
have been proposed in the open literature to improve the quality of the main channel. Hence,
in this chapter, we present various diversity techniques to improve the PLS against potential
eavesdroppers. Traditionally, diversity techniques are exploited to increase transmission relia-
bility, which can intensify wireless security. We present the PLS improvement through MIMO,
multiuser diversity, and cooperative diversity, respectively. Furthermore, we discuss other PLS
techniques like game theory and machine learning aided PLS that shield confidential messages

from the wicked attempt of eavesdroppers.

34
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Figure 2.1: An underlay cognitive radio network consisting of a primary receiver (PR), a secondary transmitter
(Alice) and a legitimate receiver (Bob) in the presence of an eavesdropper (Eve)

2.1 MIMO Diversity

This subsection shows the MIMO diversity scheme for PLS of underlay CRN against potential
eavesdropping attacks. As pointed in Figure 2.1, all the network’s nodes are equipped with mul-
tiple antennas, where Ng, N4, Np, and Ng indicate the number of antennas at the PR, Alice, Bob,
and Eve, respectively. MIMO has been acknowledged as an efficacious mechanism to combat
wireless fading and enhance the capacity of wireless channels. However, Eve can also utilize
the MIMO structure to enhance the capacity of the wiretap channel from Alice to Eve. Hence,
it may not be possible to improve a wireless network’s secrecy capacity with MIMO without
a proper design. For example, if traditional open-loop space-time block coding is considered,
Bob should first estimate the main channel matrix H,, and then do the space-time decoding pro-
cess with an estimated H,,,, the diversity gain to be realized for the main channel. Likewise, Eve
can also estimate the wiretap channel matrix H,, and then do the corresponding space-time de-
coding to achieve diversity gain for its channel. Consequently, the traditional space-time block
coding is not sufficient to improve PLS against eavesdropping attacks.

Usually talking, if Alice transmits its signal to Bob with N4 antennas, Eve will also receive
Ny signal copies for interception purposes. To shield against a potential eavesdropper, Alice

should utilize a preprocess that necessitates being adapted to the main and wiretap channels so
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that the diversity gain can only be achieved at Bob, whereas Eve avails nothing from the mul-
tiple antennas at Alice. Alice should include an adaptive transmit process to improve the main
channel capacity while lowering the wiretap channel capacity. Ideally, such a process points to
maximizing MIMO transmission’s secrecy capacity, requiring the CSI of the main channel and
wiretap links. However, Eve’s CSI may be unavailable in practice since Eve is customarily pas-
sive and keeps silent. If only Bob’s CSI is known, the adaptive transmit process can be devised
to maximize the capacity of the main channel, which does not require CSI knowledge of the
wiretap channel. Since the adaptive transmit process is optimized based on the main channel’s
CSI, the main channel’s capacity increases with MIMO significantly. The wiretap channel is
independent of the main channel; hence, no improvement is achieved in its capacity. As for the
adaptive process mentioned above, various transmit combining techniques like transmit beam-
forming (TBF), transmit antenna selection (TAS) are presented in the open literature. At Alice,
TBF and TAS schemes are adopted to enhance the SNR of the main channel. Similarly, at re-
ceivers, the different receive combining techniques (e.g., SC, MRC, GSC) combine the multiple
signals transmitted through different transmitting paths called diversity branches into a single
improved signal. These diverse branches carry the same information with uncorrelated multi-
path fading. Hence, receive combining techniques are used to decrease the fading effect and

improve the SNR of the main channel, which enhances the secrecy performance of the network.

2.1.1 Transmit Beamforming

Transmit beamforming is a signal processing method that combines many transmit antennas at
Alice so that desired signals transmit in a particular direction to Bob [75, 76]. Assuming that
Eve and Bob usually lie in separate directions corresponding to Alice, the desired signals with
TBF received at Eve will undergo disruptive interference and become very vulnerable. Thus, the
TBF persuasively defends against eavesdropping attacks by reducing the signal strength at Eve
by making use of spatial degrees of freedom [77]. A proper design of TBF is needed to utilize
the advantages of multiple-antenna techniques for guaranteeing PLS effectively. When the main
and wiretap channels are approximately orthogonal, it is easy to intensify the strength of the
main channel and weaken the intercepted signal concurrently by some means. Nevertheless, in
general, the signals to Bob and Eve are generated from Alice and pass through the same channel
simultaneously; it is impossible to separate them in time and frequency domains. A feasible

approach is to utilize the spatial degrees of freedom given by multiple antennas at Alice. As a
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simple example, if Alice has global and perfect CSI, it is possible to send a secret message in
the null space of the wiretap channel, such that Eve cannot overhear any information [78].

Both linear and non-linear TBF techniques are promising techniques in multi-antenna en-
abled PLS. Although the beamformer’s design can be done according to various criteria, a
fundamental purpose is to direct the signal toward Bob’s direction while reducing the signal
strength at Eve [79]. For example, cooperative secure beamforming is designed to maximize
the information rate at Bob while reducing information leakage to Eves [80]. Additionally, co-
operative jamming plays an essential role in ensuring data security in two-hop relay systems.
In particular, Bob and Alice act as jammers in the first and second hops, respectively [81]. It
is commonly comprehended that beamformer and jamming signal designs in multiple-antenna
systems depend on the availability of CSI at Alice [82, 83]. Unlike traditional systems without
considering PLS, permitting PLS via multiple antennas requires complete knowledge of CSI.
Remarkably, the CSI of the main channel and the wiretap channel is needed to facilitate the
design of an adequate beamformer since the secrecy rate is determined by the main and the
wiretap channels jointly. In other words, the amount of CSI available at the Alice decides the
secrecy performance.

It is very challenging to design an optimal beamformer to enable secure communications
under general system settings since the objective function of the secrecy capacity is unlikely to
be a convex function of the transmit beamformer. Thus, Khisti ef al. [84] considered a special
case, where all three nodes Alice, Bob, and Eve are equipped with multiple antennas, and the
capacity of the Gaussian wiretap channel model was analyzed. The associated channel matrices
are fixed and known to all three nodes. The characterization of the secrecy capacity is estab-
lished as the saddle point solution to a minimax problem. To get more insights, Fakoorian et
al. [85] calculated the rank of the optimal input covariance matrix. In particular, the authors
revealed the relationship between rank and channel matrices for Bob and Eve. Furthermore,
the authors determined the necessary and sufficient conditions that an optimal input covariance
matrix is full rank and presented a method for characterizing the resulting covariance matrix.
Even if full CSI is available, it is not easy to design an optimal transmit beamformer. In order to
obtain a tractable solution, alternative optimization schemes are proposed accordingly. In [86],
the objective function is divided into two components, namely the main channel capacity and
the wiretap channel capacity. A suboptimal beamforming scheme was presented by maximizing

the main channel capacity subject to a constraint on the wiretap channel capacity. Moreover,
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Cumanan et al. [87] approximated the secrecy capacity based on a Taylor series expansion
and thus transformed the original problem into a tractable convex optimization problem. By
considering practical finite-alphabet input, Wu et al. [88] developed an iterative algorithm for
finding an optimal precoding matrix based on a gradient descent method with a backtracking
line search. The main difficulty in designing the optimal beamformer lies in the non-convexity
of the secrecy capacity. Another possible way to design a suboptimal beamformer is to replace
the nonconvex objective function with other relevant convex performance metrics. The concept
of diversity-multiplexing trade-off was also introduced into multiple-antenna secure communi-
cations [89]. In the works, as mentioned earlier [87, 87, 89], a design of beamformer was based
on the assumption of full CSI at Alice. However, in a practice scenario, Alice typically obtains
only partial CSI through information feedback from Bob [96, 97] in frequency division duplex
systems or directly using channel reciprocity [98] in time division duplex systems. Indeed,
the exactness of CSI has a significant impact on the performance of multiple antenna systems.
There are high chances of information leakage to Eve when Alice has imperfect CSI, resulting
in secrecy performance degradation [99]. Thus, it is necessary to design robust beamforming
schemes to conquer performance degradation. Chu et al. [90] proposed a robust beamform-
ing scheme to maximize the secrecy rate, subject to maximum SOP and maximum transmit
power constraints with the assumption that partial CSI of Eve is available. Furthermore, a semi-
definite programming approach was used to solve a robust beamforming optimization problem
in a scenario that both Bob and Eve CSI are imperfect [91].

According to the definition of secrecy capacity given in (1.40), the secrecy capacity is a
decreasing function of the interception distance between Alice and Eve. A challenging issue in
ensuring PLS occurs if Eve is located closer to Alice than Bob, namely short-distance intercep-
tion. In these circumstances, even if spatial beamforming is used, the secrecy performance may
not be sufficient. Hence, artificial noise (AN) is incorporated in the transmit signal deliberately
to distract Eve, enhancing the data security further [100]. The main principle of AN design is to
avoid interference leakage to Bob while impairing the intercepted signal at Eve. Hence, the AN
is adopted in association with multiple-antenna techniques to enhance PLS. Particularly by ex-
ploiting spatial degrees of freedom granted by multiple transmit antennas, it is possible to adapt
the directions of AN and the transmit signal jointly through spatial beamforming to optimize
the secrecy performance [101], [102]. The accuracy of CSI determines the performance of AN

at Alice. If Alice has full CSI, maximum spatial degrees of freedom are available to design the
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Table 2.1: Transmit Beamforming Techniques for Secure Communication

Type of . Authors System Model Contribution
beamforming
Beamformin Multi-antenna Transmit signal is coded
with full CSIg A. Khisti et al. [84] Alice Bob based on Gaussian
and Eve wiretap codebooks
. Derived the rank of opti-
Multi-antenna mal solution to achieve
S.Fakoorian et al. [85] | Alice, Bob :
the secrecy capacity
and Eve .
under power constraint
Investigated linear
Multi-antenna precoding design to
Y.Wu et al. [88] Alice, Bob maximize the secrecy rate
and Eve under constraint of finite
alphabet input
. Achieved finite SNR
Multi-antenna diversity multiplexin
Z Rezkietal. [89] | Alice, Bob v P exing
trade off with zero
and Eve ) .
forcing transmit scheme
Multi-antenna Proposed iterative algori-
K Cumanan et al. [87] | Alice, Bob thm to solve secrecy rate
and Eve optimization problems
Robust Multi-antenna Optimized the secrecy
Beamformin Z Chu et al. [90] Alice, Bob rate with robust beam-
& and Eve forming technique
Mgltl-antenna Developed a robust
) Alice & Eves and . . .
Q. Lieral [91] . transmit design by semi-
single antenna definite programmin
Bob and Eve prog £
Multi-antenna Investigated the effect
S Bashar et al. [92] Alice & Eve, and of codebook based
single antenna Bob | transmit beamforming
o Multi-antenna
Ar.tlﬁc1?11— Alice, single Obtained expression of
noise-aided X Zhou et al. [93] )
. antenna Bob and achievable secrecy rate
beamforming multivle E
ple Eves
Multi-antenna Provided power allocation
Alice, single rate parameter of wiretap
X Zhang et al. [94] antenna Bob and code for achieving maximal
Eve throughput
Investigated the impact
Multi-antenna of delayed CSI on
Y Yang et al. [95] Alice, Bob and Eve | PLS by using TBF
and AN schemes
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beamformer. However, in practice, Eve’s CSI is usually imperfect or even unavailable. Tang
et al. [103] proposed a robust beamforming scheme to maximize the worst-case secrecy rate
via semidefinite programming with imperfect CSI of the main and wiretap channel. Further,
to relax the assumptions of an imperfect CSI, Wang et al. [66] considered a case of perfect
CSI of the main channel and statistical distribution of the wiretap channel for MISO secure
communications. They suggested a beamforming scheme and the corresponding optimal power
allocation between the transmit signal and AN to maximize the achievable secrecy rate. Zhou
et al. [93] and Zhang et al. [94] analyzed the secrecy performance and designed the corre-
sponding power allocation scheme over fast and slow fading channels, respectively. In slow
fading channels, the channel coherence time is usually longer than the length of a codeword.
In such a scenario, SOP is adopted as the performance metric. In contrast, in fast fading chan-
nels, the channel coherence time is much shorter than the length of a codeword, and the ergodic
secrecy rate becomes a more appropriate performance metric. It is worth noting out that AN
does not have to be necessarily sent by Alice. In practice, AN can also be transmitted by Bob
[104]. In this scenario, the CSI feedback for AN’s design is not required, significantly lessening
overhead. A problem of this scheme is the self-interference caused by Bob, which reduces the
signal reception performance. Fortunately, since Bob knows the AN signal prior, it may cancel
the interference in the received signal via successive interference cancellation. Moreover, it is
possible to transmit the AN from both Alice and Bob to enhance communication security. Ta-
ble 2.1 gives a summary of all beamforming techniques that are used to enhance data security

capability.

2.1.2 Transmit Antenna Selection

As discussed above, the TBF scheme mandates the precise CSI of the wiretap channel or the
main channel. It acquires high feedback overhead, and computational cost of signal process-
ing, particularly for a large number of antennas at Alice [105]. Against this background, TAS
is applied at multi-antenna Alice to improve security with reduced hardware complexity. TAS
is a low-cost, less complex technique to exploit spatial diversity in multiple antenna settings
[36, 37]. Bob informs Alice about the best antenna index through an open (non-secure) chan-
nel and low rate return channel in the TAS scheme. Although Eve can access the open return
channel, it will not exploit this information since Eve has access uniquely to the antenna index

and has no CSI of the main channel. This antenna index is optimum for the main link only.
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Therefore, Eve is not capable of exploiting any additional diversity from the multiple transmit
antenna at Alice [106]. Hence, TAS is adopted at Alice to enhance the PLS with low feed-
back overhead. Yang et al. [107] analyzed the impact of antenna correlation on PLS of MIMO
wiretap channel where TAS is employed at Alice and closed-form expressions for exact and
asymptotic SOP were derived. In extension to this, [71] analyzed the PLS with TAS scheme in
Nakagami-m fading environment with non-identical fading parameters for the main and wiretap
channel and derived closed-form expressions for PNZC, SOP, and €-outage secrecy capacity.
[107, 71] considered that the main channel and the wiretap channel are independent. However,
when both Bob and Eve are close, the eavesdropper channel is correlated to the main channel.
Hence, Ferdinand et al. [108] investigated the secrecy performance of MISO wiretap channels
with TAS scheme when the eavesdropper channel is correlated with the main channel. The
works mentioned above did not consider the impact of the interference caused by the primary
network on the secondary network. However, in the practical CRN, the interference from the
primary network to the secondary network will affect the performance of the secondary net-
works. Hence, Hanif er al. [109] investigated the performance of TAS with both continuous
and discrete power adaptation schemes and derived closed-form expressions for outage proba-
bility and diversity order under interference constraints. The secrecy performance of TAS on
multiple-input-single-output wiretap channels with correlated main and eavesdropper channels
was investigated in [108]. The CSI is outdated or imperfect due to feedback delays, feedback
errors, and electromagnetic wave spreading. Therefore, [111] investigated the effect of outdated
CSI on the secrecy performance of the MIMO wiretap channel using TAS in a Rayleigh fading
environment. Different from the works as mentioned above, [67] proposed a general order TAS
instead of best antenna TAS in outdated CSI scenario due to the reason that Sometimes the best
channel may be unavailable and busy in other services. In this case, it is possible to transmit
on another antenna instead of the best antenna to avoid service interruption. Moreover, general
order TAS can reduce the processing complexity at the receiver because the only subset of CSI
is sufficient to decide on the suitable transmit antenna to satisfy the QoS.

It is worth mentioning that all studies mentioned above assume the CSI of the main channel
available at Alice without knowing the CSI of Eve and select the best antenna that maximizes
the capacity of the main channel. This TAS scheme is called sub-optimal antenna selection
(SAS) scheme. In contrast to this, Sadeque et al. [115] employed the TAS scheme that selects

the antenna that provides the maximum secrecy rate with the assumption that instantaneous
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Table 2.2: Transmit Antenna Selection Schemes for PLS

Authors

‘ System Model

‘ Contribution

Yang et al.[107]

Multi-antenna Alice,
Bob and Eve

Analyzed the impact of antenna corre-
lation on PLS of MIMO wiretap channel
and derived closed-form expressions

for exact and asymptotic SOP

Yang et al.[71]

Multi-antenna Alice,
Bob and Eve

Considered Nakagami-m fading of main
and wiretap channel and derived closed-
form expression for SOP and &-outage
secrecy capacity

Ferdinand er al.[108]

Multi-antenna Alice,
single antenna Bob
and Eve

Investigated the secrecy performance
MISO wiretap channel when Eve’s
channel is correlated with main channel

Wang et al.[68]

Multi-antenna Alice,
Bob and Eve

Derive closed-form expression of SOP
for two realistic scenarios:1) Bob is
located near Alice, and 2) Bob and Eve
located near Alice

Zhu et al.[110]

Multi-antenna Alice,
Bob and Eve

Proposed OAS and SAS schemes,
depending on whether Alice has global
CSI of main link and wiretap link for
MIMO wireless system

Huang et al.[67]

Multi-antenna Alice,
multi-antenna Bob
and multiple
multi-antenna Eve

Proposed general order TAS scheme to
improve the PLS of MIMOME wireless
system with outdated CSI

Xiong et al.[111]

Multi-antenna Alice,
multi-antenna Bob
and multi-antenna Eve

Investigated secrecy performance
of TAS scheme in MIMO wireless
network with imperfect feedback

Hanif er al.[109]

Multi-antenna Alice,
single-antenna Bob, PT
and PR

Investigated performance of TAS scheme
for power adaptive underlay CR with
instantaneous interference constraint

Hanif et al.[112]

Multi-antenna Alice,
single-antenna Bob, PT
and PR

Investigated performance of TAS scheme
for discrete power adaptive underlay CR
with PT’s interference

Blagojevic et al.[113]

Multi-antenna Alice,
single-antenna Bob,
and single-antenna PU

Analyzed performance of underlay CRN
with TAS scheme

Lei et al.[114]

Multi-antenna Alice,
Bob and Eve and
multi-antenna PR

Investigated OAS and SAS schemes for
MIMO underlay CRN over Nakagami-m
channels and also compare them

with STT
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CSI of both the main channel and the eavesdropper’s channel is assumed to be available at Al-
ice. This assumption is required since the construction of codes that ensure secrecy requires
the knowledge of the instantaneous capacities of both channels. This scheme is called optimal
antenna selection scheme (OAS). Further, [110] explored the OAS and SAS for secrecy perfor-
mance analysis of MIMO wireless networks and considered PNZC as a performance metric to
evaluate the secrecy performance of OAS and SAS schemes. The traditional space-time trans-
mission (STT) scheme is considered as a bench mark and compare the OAS and SAS schemes
with STT. Le et al. [114] extended this analysis to analyze the PLS of underlay CRNs over
Nakagami-m fading scenario and derive the closed-form expressions for SOPs with OAS and

SAS schemes.

2.1.3 Receive Combining Techniques

The receiver combining techniques combine the multiple signals received from different paths
into a single improved signal. These techniques are used to minimize the fading effect and
enhance the SNR at SRs. The most commonly used receive combining techniques used at SRs
to enhance the PLS are SC, MRC, GSC. The TAS schemes combines with receive combining
scheme improves the PLS of wireless network to great extend.

In SC, the received signal from the antenna that experiences the highest SNR is chosen for
processing at the receiver. It is also called receive antenna selection (RAS). SC, unlike TAS,
does not require a feedback path from Bob to Alice. SC is the most commonly used tech-
nique because it requires a single receive amplifier or allows a single-chip implementation for
power and cost reduction. For example, SC is an option in IEEE 802.11n standard for WLANs
[116] and is compatible with IEEE 802.16 standard for WiMAX [117]. Elkashlan et al. in
[62] analyzed the secrecy performance of underlay CRN by adopting SC at both Bob and Eve
and presented new closed-form expressions for the exact and asymptotic SOP under peak in-
terference power constraint. Hanif et al. [118] studied the performance of underlay CRN for
the general and interference-limited scenarios with SC scheme and derived closed-form expres-
sions for SOP. However, SC is not the optimal solution as all the available diversity paths are
not utilized. It gives the motivation to use maximal-ratio combining for better security. In
MRC, each signal branch is multiplied by a weight factor proportional to the signal amplitude.
It is an optimal technique, as signal combining from all branches are co-phased and added to

maximize the combined SNR at the receiver. Yang ef al. [71] adopted either MRC or SC at



CHAPTER 2. LITERATURE REVIEW 44

Bob and Eve to combined the received signals and derived closed-form expressions for SOP,
PNZC, and e-outage secrecy capacity. The authors in [71] concluded that the highest level of
secrecy 1s achieved when MRC is employed at Bob and SC is adopted at Eve, and the low-
est level of secrecy is achieved when SC is employed at Bob and MRC is employed at Eve.
Furthermore, [71] also examined the following fundamental question: ") What is the perfor-
mance gap between MRC and SC in MIMO wiretap channels?" and 2) What are the explicit
network parameters that determine this gap in Nakagami-m fading?". Xiong et al. in [111],
adopted the MRC technique at both Bob and Eve and analyzed the secrecy performance of
MIMO wiretap with imperfect feedback. [111] derived closed-form expressions for PNZC and
SOP in the case of imperfect feedback due to feedback delay. Prabhu et al. in [72] considered a
single-input-single-output-multiple eavesdropper (SIMOME) wireless communications system
in slow flat Rayleigh fading conditions, where the Eve is equipped with multiple antennas and
the SOPs for MRC and SC schemes at Eve are compared. It was revealed that SC at one multi-
antenna Eve would have the same effect as that at multiple non-colluding single-antenna Eve.
Furthermore, He et al. in [119] considered the MRC scheme at both Bob and Eve and derived
closed-form expression for SOP in Rayleigh fading environment. The secrecy performance of
correlated multi-antenna wiretap channels with SC and MRC are analyzed in [120] and found
that when the SNR of Bob is much greater than Eve, the correlation between Bob and Eve has
a positive impact on secrecy. In extension to this, [121] investigated the secrecy performance
for TAS/MRC scheme in a multi-input multi-output multi-antenna eavesdropper (MIMOME)
system assuming that both the antenna correlation and the channel correlation between Bob and
Eve. Unlike the existing works, the correlated main channels and eavesdropper channels expe-
rience Nakagmai- m fading with distinct fading parameters and are modeled as a combination
of conditionally independent channel gains and independent channel gains. [122] analyzed the
impact of antenna correlation for a single-input-multiple-output system with the MRC scheme
and illustrated that antenna correlation at Bob degrades the secrecy performance, especially in
the low average channel gain regime. Singh ef al. [69] adopted either MRC or SC at Bob and
MRC at Eve and analyzed the PLS of underlay CRNs in the presence of multiple PUs with
spectrum sharing constraints. [69] also compared the performance gap between SC and MRC
schemes in the presence of multiple PR. The presence of multiple PRs induced new challenges
to PLS investigation compared with the traditional single PR-based CRN. Recently, Chopra et

al., in [123] investigated the secrecy performance of threshold-based CRN under interference
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constraint when SC scheme is employed at Eve and derived the outage probability of Optimal
relay Selection scheme for a multi-relay system when either the instantaneous channel state in-
formation (ICSI) or the statistical channel state information (SCSI) is available. The works, as
discussed above, have ignored the interference caused by PT to secondary receivers. However,
in a practical scenario, this interference exists and affects the secondary networks’ performance
to a great extent. When this interference is much larger than the noise at the secondary receivers,
the quality of interest is the signal-to-interference ratio (SIR). [118] analyzed the performance
of the SC scheme employed at Bob and Eve for general and interference-limited scenarios over
general fading and derived closed-form expressions for bit error rate and outage probability.
The complexity of the MRC scheme depends upon the number of available paths available,
which can be high, especially for multi-path diversity. In addition, MRC is very sensitive to
channel errors, and these tend to be more critical when the instantaneous SNR is low. On the
other hand, SC uses only one path out of the available ones and hence, do not fully exploit
the amount of diversity offered by the channel. Thus, comparing with SC and MRC, a hybrid
technique called generalized selection combining (GSC) is proposed which bridges the gap
between SC and MRC [39]. The primary idea of the GSC scheme is to pick a subset of the
best diversity branches and then combine them in the MRC fashion to lessen the complexity
and the energy dissipation. The GSC scheme provides a performance/implementation trade-off
between MRC and SC schemes. In addition, the GSC scheme is expected to be more sturdy
toward channel estimation errors since the weakest SNR paths are not included in the combining
process. Chen et al. [124] analyzed the GSC/MRC scheme to enhance the PLS of a wireless
system consisting of a single antenna Alice, a multi-antennas Bob, and a multi-antennas Eve.
The GSC scheme is implemented to Bob while the MRC scheme is utilized to Eve in order to
maximize its instantaneous SNR. Deng et al. in [125] considered GSC for cognitive decode-
and-forward (DF) relaying in Nakagami-m fading channels. More importantly, authors in [125]
obtained a high SNR approximation of the ergodic capacity for two scenarios: 1) proportional
interference power and 2) fixed interference power constraint. Wang et al. in [66] considered
GSC at Bob and Eve for secure communication at MIMO wiretap channel over Nakagami-m
fading. [66] derived closed-form for SOP at high SNR for two realistic scenarios: 1) Bob is
located near to Alice, and 2) Bob and Eve is located close to Alice. Furthermore, [68] extended
this to two eavesdropping scenarios and presented new closed-form expressions for several key

performance indicators: 1) the average capacity slope and power offset of the asymptotic average
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secrecy rate, and 2) the secrecy diversity order and the the secrecy array gain of the asymptotic

SOP.

2.2 Cooperative Diversity

Cooperative diversity has been recognized as an adequate solution for combating the shadow-
ing effects to enhance transmission reliability [126], [127]. In this subsection, we are mainly
studied different cooperative diversity techniques that are utilized for PLS enhancement. Figure
2.2 shows an underlay CRN that is comprised of Alice, N relays, Bob, and Eve. N relays are
employed to improve the quality of the signal transmitted from Alice to Bob. Specifically, Alice
first sends its signal to N relays, then relays forward it to Bob. At present, there are two basic
relay protocols: amplify-and-forward (AF) and decode-and-forward (DF). A relay node ampli-
fies and retransmits its received noisy version of the Alice signal to Bob in the AF protocol. In
contrast, the DF protocol requires the relay node to decode its received signal and forward its
decoded signal to Bob. It is concluded that the multiple relays-assisted signal transmission from
Alice consists of two steps: 1) Alice broadcasts its signal, and 2) relay nodes retransmit their
received signals [127]. Each of the two transmission steps is vulnerable to eavesdropping attack
and needs to be carefully designed to prevent an eavesdropper from intercepting information
sent by Alice to Bob. Cooperative beamforming can significantly improve the main channel’s
capacity with multiple relays. Ding et al. [128] introduced cooperative transmission to the
secrecy communication system and showed that outage probability approaching zero could be
achieved by introducing cooperative communication. Jin et al. [129] studied a multi-pair mas-
sive MIMO two-way relay network, in which a relay station serves multiple pairs of users with
a large number of antennas, which uses MRC/maximum ratio transmission schemes. Further-
more, [130] presented an analytical characterization of the ergodic capacity of AF MIMO dual-
hop relay channels, assuming that the CSI is available at Bob only and investigated the impact
of the system and channel characteristics based upon these expressions. Dong et al. in [131]
addressed secure communications of one Alice-Bob pair with the help of multiple cooperating
relays in the presence of one or more Eve and considered three cooperative schemes DF, AF,
and cooperative jamming (CJ). They proposed a design for relay weight and allocation of trans-
mit power that meets the following goals: 1) maximize the attainable secrecy rate subjected to

a total transmit power constraint, or 2) minimize the total transmit power subjected to a secrecy
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Figure 2.2: An underlay cognitive radio network consisting of PR, Alice, Bob and N cooperative relays in the
presence of Eve.

rate constraint. [132] used relays opportunistically for secret communications and proposed two
transmission schemes: 1) opportunistic cooperative jamming and (2) relay chatting that do not
require the knowledge of Eve’s CSI. [132] also demonstrated that an opportunistic relay chat-
ting scheme could achieve an outage probability close to zero, whereas the outage probability
achieved by the cooperative jamming scheme becomes constant at high SNR. [133] investigated
joint relay and jammer selection in two-way cooperative networks, consisting of two sources,
many intermediate nodes, and one Eve, with the constraints of PLS and the proposed algo-
rithms which choose two or three intermediate nodes to intensify PLS against the wicked Eve.
The first picked node works in the traditional relay mode and supports the sources to deliver
their data to the corresponding destinations using an AF protocol. The second and third nodes
are employed in different phases as jammers to produce interference upon Eve deliberately. Liu
et al. in [134] analyzed the security of cognitive relay networks where the transmit power of
the cognitive relay is restrained, and pair of cognitive relays are elected. The first relay acts
as a supporter and sends the secret information to the authorized receiver under the malicious
attempt of Eve. The second reply acts as a trusted jammer and sends a jamming signal to mis-
lead Eve’s received signals. [134] proposed and compared four relay selection policies, namely

random relay, and random jammer, random jammer and best relay, best relay and best jammer,
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Table 2.3: Various Cooperative Diversity Schemes

Authors System Model Perfqrmance Contributions
Metrics
Considered a multi-pair relay system
. Single-antenna Alice, . with massive antenna arrays and
Jin et al. . Ergodic .
[129] multi-antenna relay rate analyzed ergodic rate when MRC
and single-antenna Bob scheme is utilized at relay with
consideration of imperfect CSI
. . Analyzed the ergodic capacity of
Jin et al. Mult.l—antenna Alice, Ergodic AF MIMO dual-hop relay channel
multi-antenna AF relay ) . . .
[130] : Capacity and investigated the impact of the
and multi-antenna Bob ..
system channel characteristics
Proposed novel design of relays
weights and the allocation of
One Alice-Bob pair, transmit power that maximize the
Dong et al. . . .
[131] multiple relays and Secrecy rate | achievable secrecy rate subject to
multiple Eves a transmit power constraint, or,
minimize the transmit power subject
to a secrecy rate constraint.

) One Alice-Bob pair, Two secrecy transmission schemes
Ding et al. . . .
[132] one Eve and multiple SOP were proposed in opportunistic

Eves relaying
Considered two- way AF relay
Two Alice, many SOP, networks where jamming was
Chenetal | . . . .
[133] intermediate nodes, Ergodic considered as a useful approach
and one Eve, secrecy rate | to resist security
attacks.
Proposed several relay selection
One Alice, many DF Pohcles' fpr secure communication

. o in cognitive DF relay networks,
Liu et al. cognitive relays, SOP where a pair of cognitive
[134] one PU, one Bob and ) P g .

one Eve relays is opportunistically
selected for PLS enhancement
against Eve.
CRN with one Alice, SOP, Investigated the s'e.cunty-rehablhty
Zou et al. A trade-off of cognitive relay
one Bob and multiple Intercept .
[135] o transmission in the presence of
relays and one Eve probability - .
realistic spectrum sensing
Two-way relay network Studied the effect of relay selection
Fan et al. . yreay " | Symbol error | based on outdated CSI on system
with multiple AF . . .
[136] rate performance in Rayleigh fading
relays
channels
Mult.l—antenna Alice, Quantified the impact of correlated
Fan et al. multiple relays, SOP fading on secure communication
[137] single-antenna Bob &

and Eve

of multiple AF relaying networks.
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and best relay and no jammer; and characterized the collective influence of the proposed relay
selection policies and interference power constraint on the secrecy performance by determining
new exact closed-form expressions for SOP. Fan et al. in [136] considered a two-way relay
network with AF relays, out of which the best relay is selected based on the outdated CSI and
studied the outdated CSI effect on the system performance in Rayleigh fading channels. [135]
explored the PLS of a CRN comprised of Alice communicating with Bob with the aid of mul-
tiple secondary relays in the presence of Eve. [135] proposed two relay selection schemes,
namely both single-relay and multi-relay selection, for protecting the secondary transmission
against eavesdropping attacks and investigated the security reliability trade-off of the cognitive
relay in the realistic spectrum sensing. Furthermore, [138] proposed AF and DF-based opti-
mal relay selection to enhance the PLS of the wireless networks. Moreover, Wu et al. [139]
analyzed PLS with AF over generalized-K fading channels and derived some lower bounds on
outage probability, ASC, and PNZC in closed-form. Shah ef al. [140] proposed a cooperative
diversity-based relay and subchannel-selection scheme in CRNs, which decides a relay and sub-
channel to obtain the maximum secrecy rate while maintaining the energy consumed under a
specific limit. More recently, Fan et al. in [137] investigated the impact of correlation on secure
multiple AF relaying networks, where full relay selection and partial relay selection were used

to choose the best relay.

2.3 Multiuser Diversity

Multiuser diversity is considered an attractive option for increasing the throughput in wireless
networks [146]. Multiuser diversity is a kind of diversity that is generally integrated into sys-
tems with numerous users who share the same spectrum band via an access mechanism. This
diversity originates from the fact that different users in a system typically have immensely dif-
ferent SNRs and that the total throughput can be maximized by assigning only the user(s) with
the highest instantaneous SNR transmit at a given time [147]. Alice requires access to the chan-
nel quality measurements and the ability to schedule transmission among the users based on the
channel quality to employ multiuser diversity [148]. In this section, we discuss the multiuser
diversity for improving PLS. Figure 2.3 shows an underlay CRN with one Alice, multiple Bobs,
one Eve, and one PR. In a multiuser environment, when channels are independent, it is more

likely to find a strong channel as users become large. Hence, multiuser diversity can be exploited
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Figure 2.3: An underlay cognitive radio network consisting of one PR, one Alice, N Bobs and one Eve.

Table 2.4: Multiuser Diversity Scheme for PLS

Authors System Model Performance Metrics | Contributions
Showed that multiuser diversity
gain in a CRN increases
Multiple Alice, differently according to
Ban et al. . o .
[141] one Bob Capacity conditions given by the
and one PR transmit power of SUs and a
predetermined interference
temperature
One PR, Average achievable Presented optimal and sub-
Aghazadeh . ) . . . .
multiple Alice channel capacity and | optimal multiuser selection.
et al.[142] I
and one Bob outage probability schemes
Analyzed the multiuser diversity
. . . . gain and ergodic throughput for
One Alice-Bob Multiuser diversity .
Zhang . . . . different types of CRNs and
pair coexist with | gain and ergodic . .
et al.[143] . compared against those in the
one PT-PR pair throughput . .
conventional networks without
the PR link.
One base Proposed the user scheduling
Zou station, multiple Secrecy rate and scheme for improving the PLS
etal. [8] legitimate users intercept probability | of CRN with a primary QoS
and multiple Eves constraint
L Fan One b'a‘se station, Secrecy outage Investigated two criteria for
et al. [144] M legitimate users robabilit user and relay selection
' and N DF relays P y y
. Used extreme value theorem to
. Average and effective )
One PT-PR pair, analyze the asymptotic
Badarneh . throughput, average th
one Alice and . performance of k™" best SU
et al.[145] . bit error rate and ) )
multiple Bobs selection scheme for arbitrary

outage probability

number of SUs
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by scheduling users to communicate when they have favorable channel conditions. As a result,
the system performance increases with the increase in the number of users [31]. The effects
of multiuser diversity in a spectrum sharing system where SUs restrictively utilize a spectrum
licensed to PUs only if interference perceived at PUs is regulated below a predetermined level
is investigated in [141], [149]. This interference regulation affects the characteristics of mul-
tiuser diversity gains. [8] considered a CRN that consists of one cognitive base station (CBS),
multiple cognitive users (CUs) in the presence of multiple eavesdroppers, where CUs transmit
their data packet to CBS under a PUs’QoS constraint while eavesdroppers attempt to intercept
their communication. [8] investigated the PLS against potential eavesdropping attacks in the
CRN and proposed the user scheduling scheme to achieve multiuser diversity for improving the
security level of cognitive transmission with primary QoS constraint and analyzed the achiev-
able secrecy rate and intercept probability of the traditional and proposed multiuser scheduling
schemes as well as artificial noise scheme in Rayleigh fading environments. [150], [151] and
[142] analysed the performance of multiuser diversity for uplink underlay CRNs without tak-
ing the interference from the primary network into consideration. In particular, Ekin et al. in
[150] analyzed the achievable capacity gain of uplink multiuser CRN over dynamic fading en-
vironment, and the outage probability and effective capacity were analyzed for opportunistic
spectrum sharing in Rayleigh fading environment in [151]. Aghazadeh et al. in [142] a perfor-
mance analyzed the performance of a multiuser selection diversity in a SIMO spectrum sharing
system, and closed-form expressions are ASC, and outage probability were derived. The pres-
ence of multiple SUs in spectrum sharing networks needs a proper user scheduling scheme such
as an opportunistic user selection scheme. It can achieve multiuser diversity. Multiuser inter-
ference diversity was investigated for opportunistic communications in CRNs by exploiting the
mutual interference between the secondary channel and the primary link in [143] and diversity
gain and ergodic throughput were analyzed for different types of CRN. [31] analyzed the er-
godic capacity of various multiuser scheduling schemes in downlink CRNs with interference
from the primary network under the outage constraint of multiple PUs and the SU maximum
transmit power limit. Fan et al. in [144] introduced two PLS schemes for multiuser multi-relay
networks, where the communication from M users to the base station is aided by direct links
and by N DF relays and derived the asymptotic SOP at high transmit SNRs and high main-to-
eavesdropper ratios for both schemes. More recently, the asymptotic performance of a gener-

alized multiuser diversity scheme for an interference-limited underlay CRN was analyzed in
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[145]; here, authors used extreme value theorem to show that k™ highest signal-to-interference
ratio converges to uniformly in distribution to an inverse gamma random variable for fixed k

and large SUs.

2.4 Other PLS Techniques

There are some other PLS techniques that are used to protect the confidential information

against potential eavesdropper. These are given as follows:

2.4.1 Game Theory

Game theory [152] is a formal structure with a set of mathematical mechanisms to examine
some complex interactions among interdependent rational players. Basar et al. in [153] adopted
the research method of game theory to study the impact of intruders who aim to destroy commu-
nication on the system transmission performance under the limit of transmitting power. Mukher-
jee et al. [154] considered a MIMO communication link in the presence of a more sophisticated
adversary: the wiretapper can act either as a passive eavesdropper or as an active jammer, and
secrecy rate was chosen as the game payoff function. In addition to this, [155] modeled the
network as a zero-sum game in strategic form with the MIMO secrecy rate as the payoff func-
tion and carried out a detailed analysis of the various rate outcomes that result from the possible
actions of the agents. Han ef al. in [156] studied static Game with incomplete information
between Alice and relay; and solved problems of favorable interference with auction theory.
Saad et al. in [157] designed a shared game-theoretical structure that allows single-antenna
transmitters to autonomously make judgments to cooperate and make implicit MIMO alliances
while considering the inherent benefit-cost tradeoff involved in this configuration. Houjeij et al.
[158] formulated a non-cooperative game between the SUs and the eavesdroppers in cognitive
radio networks. This game consists of two levels of competition: 1) the SUs require to pick
their fancied channel to optimize the trade-off between interference (due to channel jam), avail-
ability (due to PUs’ activity), and secrecy rate (due to the potential of being overheard), and 2)
the eavesdroppers are imperative and require to pick the channels that allow them to reduce the

overall secrecy rate of the network.
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2.4.2 Machine Learning Based PLS

Machine learning (ML) based strategies can be implemented to resolve a vast range of problems
in wireless networks, from radio access technology selection [159] to different resource opti-
mization problems [160], as well as channel estimation and signal detection problems [161]. In
the following, a literature survey of PLS with ML is provided. Recently, ML methods have been
implemented extensively as an explication way to solve many challenging predicaments that
have very complex structures with rigorous constraints on computational time [162]. Moreover,
artificial intelligence has developed as one of the booming techniques in numerous research
issues [163]. Various ML methods can achieve their practical implementations. These methods
permit machines to learn from their computations and make decisions according to the envi-
ronment [164, 165]. Several ML algorithms are open in the literature [166], such as linear
regression, logistic regression, and neural networks. A neural network is a popular ML method
because it can realize different relationships in complex and statistical data sets [167, 168]. In
current years, many research interests have been promoted to employ the neural network to de-
sign and optimize wireless systems, where the researchers think that neural network will be the
core method for 5 G and beyond wireless systems [169, 170, 171]. The different optimization
strategies with various approximations methods have been widely employed in secure transmis-
sion designs. These approaches solve complex and mathematically intractable resource alloca-
tion problems [172, 173]. Nevertheless, these techniques are usually developed based on itera-
tive methods to generate either optimal or sub-optimal solutions [174, 175]. The computational
complexities incorporated with these traditional optimization techniques are neither affordable
in low-powered devices in Internet-of-Things (IoT) nor fit for ultra-reliability applications and
low-latency in future wireless networks. Further, these optimization methods generate different
complications in delay-sensitive systems as the dynamic nature of real-time parameters needs
regular updates in a little time [176]. It includes stringent delay requirements in modernizing
those design parameters, challenging to reach by standard optimization approaches. ML proce-
dures can be recognized as the potential solution strategies to determine these real-time update
issues. Among several ML approaches, the deep learning approach has several advantages.
Several works have described that ML techniques can be utilized in different real-time wire-
less communication applications in the literature. For instance, deep learning-based channel
estimation and signal detection methods in orthogonal frequency division multiplexing systems

are investigated in [161]. A deep neural network-based method for effective online configu-
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ration of reconfigurable intelligent surfaces is proposed in [177], where the transmitted signal
focusing is improved under the indoor environment. The deep reinforcement learning-based
joint transmit beamforming and phase shift matrix design for reconfigurable intelligent sur-
face aided MISO systems is examined in [178]. The neural network-based spectrum and en-
ergy efficiency maximization techniques are proposed for the CRN [160]. A learning-based
approach for wireless resource management is performed in [176], whereas a reinforcement
learning-based resource allocation technique is developed for vehicle-to-vehicle communica-
tions in [179]. A deep neural network is utilized to learn the interference management over
interference-limited channels in [180], whereas the authors design a deep neural network for
channel calibration between the uplink and downlink directions in generic massive in [170].
Nevertheless, none of these works has considered applying ML techniques to solve resource
allocation problems concurrently with perfect and imperfect CSI in secure communication sys-
tems. Hence, [181] investigated power allocation an ML-based power allocation design with
both perfect and imperfect CSI for secure transmission, and a neural network-based approach
is introduced to maximize the secrecy rate of the SR under the constraints of total transmit
power of ST and the interference leakage to the PR, in which several regularization designs are

produced.

2.5 Important Findings

This chapter presents several physical layer security techniques for improving data security
against eavesdropping attacks. We discuss MIMO, multi-user diversity, cooperative diversity,
and other PLS techniques such as game theory and machine learning to increase the secrecy
capacity of the wireless network. We study different transmit combining schemes in MIMO
diversity, such as TBF and TAS schemes. We noted that the TAS scheme is a less complex and
less expensive technique than TBF and provides the same diversity gain as TBF. Moreover, the
TAS scheme does not mandate the instantaneous CSI of the eavesdropper channel at Alice. In
addition, we explore various receive combining schemes such as SC, MRC, and GSC schemes
and conclude that the GSC scheme is more generalized relatives to SC and MRC. GSC scheme
bridges the gap between SC and MRC schemes. While the MRC scheme is optimal, it increases
the network’s hardware complexity. We also study different cooperative diversity schemes like

AF, DF, and cooperative jamming schemes to enhance the PLS of wireless communication.
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The MIMO and cooperative diversity mechanism require modifications to protect the PUs’QoS
while maximizing the secondary network security. Hence, a multi-user scheduling scheme is
utilized to find the best user and improve the PLS. Lastly, we discuss other PLS techniques like

game theory and machine learning-aided PLS.



Chapter 3

Secrecy Performance for Perfect CSI

Scenario

This chapter presents a method of utilization diversity combining to improve secrecy perfor-
mance of underlay CRN with multiple PRs over Rayleigh fading environment in a perfect CSI
scenario. We investigate the secrecy performance of underlay CRN consisting of an Alice, a
Bob, and Np primary receivers in the presence of an eavesdropper, Eve. Alice, Bob, and Eve
are outfitted with N4, Np, and Ng antennas, respectively. Alice transmits a confidential message
to Bob, and Eve tries to intercept their communication in a passive eavesdropping scenario,
i.e., CSI of eavesdropper channel is not available at Alice. A GSC scheme which is a more
generalized scheme, is applied at Bob. The MRC scheme is optimal as it maximizes the output
SNR at the receiver. Hence, to make Eve a powerful candidate to extract more information,
i.e., worst-case scenario, we adopt the MRC scheme at Eve. Depending upon the availability
of the global CSI of main and eavesdropper channels at Alice, we employ optimal antenna se-
lection and sub-optimal antenna selection schemes at Alice. In addition, multiple PRs bring
new challenges to examining the PLS of CRN compared with the traditional single PR-based
network. Hence, we determine the impact of multiple PRs on the secrecy performance of the
proposed network. Firstly, we derive closed-form expressions for SOP and intercept probabil-
ity for single-antenna-based Alice and single PR. Further, we investigate the impact of multiple
PRs on SOP and intercept probability. Lastly, we adopt SAS and OAS schemes at multi-antenna
Alice and derive closed-form expressions for SOP and intercept probability with SAS and OAS
schemes in the presence of multiple PRs. We also study the performance gap between SAS and

OAS schemes. The impact of the GSC scheme with OAS and SAS schemes on PLS is also

56
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Figure 3.1: An underlay CRN with multi-antenna Alice, Bob and Eve and Np primary receivers

characterized in this chapter.

3.1 System and Channel Model

57

We consider a wiretap underlay cognitive radio network as shown in Figure 3.1, where Alice

sends a cryptic message to the legitimate receiver, Bob and Eve want to intercept their trans-

mission. In more general form, we assume that our proposed system consists of single-antenna

based Np (Np > 1) primary receivers, N4 (N4 > 1) antennas-based Alice, N (Np > 1) antennas-

based Bob and Ng (Ng > 1) antennas-based Eve. In this case, we assume that PT lies very far

away from the secondary receivers. Hence, we neglect the interference caused by PT to the

secondary receivers. We concentrate on passive eavesdropping, where the CSI of Eve is not

known at Alice. In such a situation, Alice has no alternative but to encode the secret data into

codewords of a steady rate Ry [62]. Our proposed system model is defined for three possible

cases

 Single PR with single antenna based Alice
e Multiple PRs with single antenna based Alice

e Multiple PRs with multi-antenna based Alice

The PR-Alice link is called the interference channel, the Alice-Bob link is the main channel,

and the Alice-Eve link is the wiretap or eavesdropper channel. All channels i.e., interference
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channel, main channel, and wiretap or eavesdropper channel are experiencing independent and
identically distributed (i.i.d.) Rayleigh fading. Let g, ~ €.47(0,B:) is the channel gain of
the channel between j"(j = 1,2,....N4) antenna of Alice, and d""(d = 1,2.......Np) antenna of
Bob with zero mean and variance B and /g, ~ € .4°(0,3;) is the channel gain of the channel
between jM(j=1,2,....N4) antenna of Alice, and I'""(1 =1,2....... NE) antenna of Eve with zero
mean and variance f3;. The channel gain and variance of interference channel are {hpo}gi |
and € respectively. The GSC scheme is adopted at Bob, which means that Bob combines N,
(1 < N, < Np) best (in term of SNR) receive antennas based upon the perfect CSI estimation
via pilot signals transmitted by Alice. Based upon these pilot signals, Bob perfectly estimate

the CSI and then arranges the order statistics |/ d|2 in descending order such that |h;p, \2, >

||hjg, ... > ||hjgy, |?. The instantaneous SNR at Bob can be written as
Py s 2 ¢ 2
= Y lhjs, > =Py Y |hjs, I, (3.1
04=1 d=1

where Py is Alice’s transmit power, Ny is the noise variance and Py = 1% is the normalised

transmit power of Alice. Eve adopted the MRC scheme, hence, the instantaneous SNR at Eve

can be written as

Ng PA 5 Ng 5
Ye =Y 1hiel> =) Palhjg . (3.2)
i=1 No I=1

3.1.1 Peak Interference Power Constraints

We are considering an underlay spectrum sharing cognitive network, i.e., both PU and SU are
transmitting in the same spectrum concurrently band provided the interference caused by Alice
to PRs is below some threshold [182]. The underlay CRNs have obtained more recognition due
to their high efficiency and requiring no information of the primary signal [183]. In underlay
CRN, for secure transmission, Alice’s transmit power P should be kept below the peak inter-
ference power, Ip. Furthermore, we assume that instantaneous CSI of the PR-Alice channel
is valid and up-to-date at PRs [184]. The transmit power of Alice is bounded by maximum

transmit power Pr and Ip at PRs as

-

Py = min —N,,’PT
{hp()}pzl

) (3.3)
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from which the instantaneous SNR at Bob and Eve can be rewritten as

= min (12,20) X, (3.4)

Ye = min (% 70) Xg, (3.5)

respectively, where ¥, = N 770 PT Y—|{hp,} 12X = ):d s, ? andXE—): g .
For ease of exposition and mathematlcal tractability, we denote y; = By = ﬁ%’” and p =
Bovo = P 27/” Here, y; denotes the average SNR of the main channel, and 7y denotes the av-
erage SNR of the wiretap channel or eavesdropper channel. If X3, = Zgile, where X; =
’2

|hjg,|” is i.i.d. exponential random variable (R.V.) with parameter f3;, then the CDF of yy =

min (7”, }/0) Xy conditioned on Y is given as
Np Sy NEU T N NN (NB— N
YM‘Y('}/ ) N, [ ;0 a H(y)ﬁl n;l ( ) n
Ne—1 -1 (147 ) N.—2 m -
Ne 1+ n l—e M(];{)lﬁ — Z i 1— eu(}%l
n N, 2= \ Ve

Zb% (u(zﬁiﬁl)a)”’ (3.6)

7{}’ , y()) When Xg = Z;le X;, where X; = |hjE, |? is i.i.d exponential R.V. with

where 1t(y) = min (

parameter f3, then the CDF and PDF of ¥z = min (2, %) Xg conditioned on ¥ can be written

as
e Ng— 11 k
Fy(ve) =1—e *OR2 Z ( (YE)B) : (3.7)
YE
yNE 1 e B
= 3.8
Filr ) = G o~ o
respectively.

3.1.2 Optimal Antenna Selection Scheme

In all TAS scheme, only the best antenna among available N4 antennas available at Alice is
selected to transmit a signal from Alice to Bob. When the global CSI of main and wiretap
channel is available, the OAS scheme that maximizes the secrecy capacity be employed at

Alice. This assumption is required since the construction of wiretap codes that ensure secrecy
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requires the knowledge of the instantaneous capacities of both channels. Alice in turn uses the
CSI of the main and wiretap channel to construct codes that achieve secrecy [49]. Eve might be
another legitimate user who wants to tap other user’s communication, which can be active in the
network. Hence, the CSI of Eve’s channel is estimated by monitoring Eve’s transmission, which
has been proposed in [185]. Without the loss of generality, we assume that the transmit antenna
j is selected as the best antenna to send the signal from Alice to Bob with power P4. Considering
the use the GSC scheme at Bob, the capacity of the main channel Cj, from transmit antenna

7 to Bob can be expressed as

N
CjMZIng <1+P_A Z|/’lj3d|2) . 3.9
d=1

Similarly, the capacity of the eavesdropper channel, Cjg from 7 transmit antenna to Eve can

be represented as

Ng
Cje =log, (1 +Py Z!hjEllz) : (3.10)
=1

In the OAS scheme, the transmit antenna that maximizes the secrecy capacity C; is considered

as the "best" transmit antenna. Hence, the OAS criterion can be written as

1+ P Y0 |hyp, |2 1+79
K =argmax (Cj —CjE) = argmax 11‘2011\71| B4 = argmax —YJOIZS ,  (3.11)
JENA JeNs 1+ Py X g, |2 jeNa \ 14+ 7%

where K signifies the best selected antenna. Therefore, once the global CSI of the main and
wiretap channel &g, and h g, are available at Alice, the best antenna could be determined at

Alice by (3.11).

3.1.3 Sub-optimal Antenna Selection Scheme

As mentioned above, the global CSI of the main and Eve channels should be available at Alice
in the OAS scheme. Though, in some instances where CSI of Eve’s channels is not available, the
OAS is not performing correctly. Therefore, the best solution in this case is the SAS scheme,
which maximizes the main channel’s capacity instead of the secrecy capacity when the CSI

of Eve’s channel is unavailable at Alice. The antenna selection criterion at Alice in the SAS
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scheme can be written as

Ne
K = Cin = hig|* = (1 (1 AS)) 3.12
argmax G = argmax 3 [hjn, | = argmax (In (14737 ) ) (3.12)

where yjsAS = %X fz{}s is the SNR received at Bob from j antenna at Alice and k denotes the

best selected antenna.

3.2 Secrecy Performance Analysis

This section comprehensively investigates the secrecy performance of the proposed networks in
the passive eavesdropping scenario for all three possible cases: 1) single PR and single-antenna
based Alice, 2) multiple PRs and single-antenna based Alice, and 3) multiple PRs and multi-
antenna based Alice. The closed-form expressions for SOP and intercept probability for all

three cases are derived.

3.2.1 Case I: Single PR and Single-Antenna Based Alice

This subsection investigates the secrecy performance of an underlay CRN consisting of single-
antenna Alice, multi-antenna Bob and multi-antenna Eve, and a single PR. This section de-
rives exact closed-form expressions for SOP and intercept probability for single PR and single-
antenna-based Alice. Furthermore, this subsection also examines the SOP and the intercept

probability asymptotically at high SNR region, i.e., 7 & oo.

Proposition 3.1. The closed-form expressions of exact SOP of underlay CRN with a single PR

and single-antenna based Alice can be expressed as

NB s N.—1 m i —
POMI:(N) (1—6 QO) 1 - %, Z 061C1+e%)2—l3 1—[312061C1 +efo

a=0 a=0
_ (53(2Rs71)+£
N.—la—z — e " Q Np—N, —a
— Y, Y b+ As | e — . 7 3| e
a=0 r=0 ©32%s 1 =1
oY oY

- %) iOCzCzM)], (3.13)
0

a=0r=
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where

Ne.—1 m
_qyNeri-t_(NB=Not(Np\ (1) = (2

)LS:NIENC@CI _ (z+Ne-1)! c;:I_p o = i (a)l (sz_l)a—z(st)z
= &5 >z+NE’ pT’ ~ \z/a! 7 " )

28 1 =0
(71 +Y2 :
1 1 a 1 /2R —1\“7° /2R \ ¢
%:Qo(m’z)NE’M: @2k | 1 NE’OQ:Z(QE( on ) (0'71) ’
Np (&% 4 1 =0 :
()% (42 + ) :

Np—NeNe=2 1 Ne—1)! (a—2)!
=Y Y GCh= , O = (c+Ne—1) (a Z)a
PPl Qo(op)Ne <M+L> 2Rs L\ E )

= m= 0 YZ on QO <0.,y1 + 0-_,)/2>
(ks 7((2R‘v71>+9£)
T —\o" N 0 Np—Ne cg %2R —1)
= e = T L —2(1—Me L )
(Ng — 1)!IpNE rl(@’*;")_,_gg) =
1 0

Proof: The proof of Proposition (3.1) is given in the Appendix A.1.
Some useful observations can be made from (3.13). These are as follows:

1. For N. =1, (3.13) reduces to

(1+0)(2Rs 1)

_o Nz 1 Np—1 1 e 7
(1 _ 8 1\ [1VB _
Pour, = (1 e 0>NB Y (1) ( I ) [1 (715)Ne ((1+l)2RS +L>NE

=0
N b7l

+ Np

1+0)(2Rs —1
(1+1)( >+Q%>

Np—1 Ng—1\| = 1 1 e< "
_1\ (1B —
Y (=D ( 1 >[e% Qo (1) ((1+z>st+L>NE (—““)(ﬁ”ui)l

=0 " % oh Q

(3.14)

(3.14) is corresponding to the SOP of underlay CRN consist of a single PR and single-antenna
based Alice with peak interference power constraints when SC scheme is adopted at Bob, and
MRC scheme is employed at Eve.

2. When N = Ng =1, (3.13) reduces to

_(oRs _ (stfl) o
_o e (271 5 - 1 e_( T
Poay = (1= 50 [1= S| + | e® - (3.15)
1 2Ry @%-1) , 1
N +1 [ " +1]< on +Q_o)

(3.15) is SOP corresponding to single-antenna Alice and single-antenna Bob with peak interfer-
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ence power constraints and (3.15) is equivalent to [69, eq.11]. The SOP given in (3.15) reduces

to [186, eq.9] without peak interference power constraints.

Proposition 3.2. The intercept probability for the single PR and single antenna based Alice can

be written as

N,
Pintl = (NB>
C

N.—1 1 m
1-T1 ) Ta+2s (1—TE>—/13 (1—r12r2>], (3.16)
a Y

=0 a=0

where

1

1
N\ 1+ (Yz)HN“E (%3}’2 )
=& a4 £ M= —=+1
m [(72) N ]172 h

1 (a+Ng—1)!

FII— —
EENE N
(A% 1)! a!n? E

Proof: The proof of Proposition (3.2) given in the Appendix A.2.

From (3.16), it is clear that intercept probability degrades with increasing % (i.e main link is

2
better than Eve’s link) for constant value of NLE and improves with increasing % (i.e Eavesdrop-
per channel is better than main channel) for constant value of NLE’ where a is varying from O to

N.— 1. For Ng = N, (3.16) reduces to

Nl it Ne—1\ 1w
Py =1-"Y ( . )—HNE (3.17)
n=0 (n+7n)

We can say that for Np = N,, intercept probability given in (3.17) reduces to [119, eq.3] without
interference power constraint and also reduces to [69, eq.12] with power constraint.

Next, we identify the asymptotic behavior of SOP in the high SNR regime of 7, i.e., 71 —
oo, It allows us to find the secrecy diversity order and secrecy diversity gain, which are the
two factors governing SOP at y; — o. We first expand the exponential terms of (3.6) using
Maclaurain series expansion [187, eq. 1.211.1]. Neglecting the other higher terms, the first

order expansion of Fy, (x) can be written as

Np
1 Y Y
(N)INNB e (H()’)ﬁ1> , Y= %

Np
1 Y Y
(N)IN B (G#(y)ﬁl) >y

Fyy () = (3.18)

By utilizing (3.18), the asymptotic SOP for multiple primary receivers and single-antenna based
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Alice is derived in Proposition 3.3.

Proposition 3.3. The asymptotic SOP for an underlay CRN with single PR and single antenna

based Alice can be expressed as

s _o NB—q Np—n—q
Pooyy = M (1)~ [(1—eﬂo)+eﬂo Yy <NB—")(Q‘)> ] (3.19)

=0 n! o
where
1 Np Ns—q (or\a (@ +NE —1)!
M=——— 2 s—1 2% 1,
1= N!NNBNZ(q> ) ( ) (NE—l)’ &
Proof : The proof of (3.19) is given in Appendix (A.3).
The asymptotic SOP given in (3.19) can also be written as
Gp —Gp
P()u11 - (GA/YI) + 0('}’1 ) (3.20)
where secrecy diversity order is
Gp = Np, (3.21)

secrecy array gain is

—1
. o NB—q | Ng—n—q\ | Ng
Gy = m<<1—e%)+eﬂo Z W(%) )] ) (3.22)

n=0

According to (3.20), (3.21) and (3.22) we have following remark to provide insight into the use

of generalized selection combining scheme at Bob.
* The asymptotic result affirm that Gp is independent of Ng and 9», as mention in (3.21).

* SOP increases with the increasing Ng and 9». This confirms that the G4 in (3.22) is a

decreasing function of Ng and 9.

* As indicated in (3.21), Gp is also independent of choice of N,. It is dependent on Np at
the Bob.
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3.2.2 Case II: Multiple PRs and Single-Antenna Based Alice

In this case, we analyze the secrecy performance of an underlay CRN with multiple primary
receivers. We drive closed-form expressions for the SOP and intercept probability for underlay

CRN consists of Np primary receivers, and Alice is equipped with a single antenna .

Proposition 3.4. The exact SOP of the proposed system with Np PRs and single antenna Alice

can be expressed as

Cc —

Ng _po N.—1 .
PW:(N) i <1_e QO> [1_[31 L “1§1+B2—7L3(1+B1 ZalCl)]
a=0
Rs_ .
+T1€797p06 <1+15—7L3> Zlfazzﬁéazp (%%’TO)

NE—l a=0 z=0s=

(0)7(1—43) _Astimpe " ’ (3.23)
oRs_| a—z—s+1 Qo <C3(2RS—1) FARE .
(( on )+%> on +Qo>
where T :Z];io (A;P)(—l)(l’“), T = 11 N
GV ) (op)e
hoon

Proof: The proof of Proposition 3.4 is given in Appendix A.1.

For a single PR i.e., Np = 1, (3.22) reduces to (3.13). For Npg = N, and Np = 1, (3.22)
reduces to [69, eq.15] and for Ng = 1 and Np = 1, (3.22) reduces to [69, eq.17]. The closed-
form expression of intercept probability with Np primary receivers and single antenna based

Alice is obtained in the following proposition.

Proposition 3.5. The intercept probability for GSC/MRC based underlay CRN with multiple

PUs and single antenna based Alice is expressed as

Np el 1
P, = T (N ) [1 —I7 Z I+ A5 (1 — n—) A3 <1 -1 Z F2> ] (3.24)
c a=0 5

Proof: The proof of Proposition 3.5 is given Appendix (A.2).
For Np =1, (3.24) reduces to (3.16). For Ng = N, and Np = 1, (3.22) reduces to [69, eq.16] and
for Ng =1 and Np =1, (3.22) reduces to [69, eq.19].
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Proposition 3.6. The expression for asymptotic SOP with multiple PRs can be written as

o\ e N (N )1 Qo \ M
Py, = xi(n) Mty [(l—e % ) ) M( O) ] (3.25)

' =
=0 n! po

Proof: The proof of Proposition 3.6 is given in Appendix A.3.

For a single primary receiver, i.e., Np = 1, (3.25) reduces to (3.19).

3.2.3 Case III: Multiple PRs and Multi-Antenna Based Alice

In this subsection, we consider multiple antennas at Alice in the presence of multiple PRs. It is
challenging to co-phase all the signals transmitted by different antennas of Alice without accu-
rate knowledge of the phase information because phase estimation is very complex compared
to channel magnitude estimation. Hence, it is more beneficial to transmit on a single best an-
tenna to avoid adverse interference in this case. It is referred to as an antenna selection scheme.
Depending upon the availability of global CSI of main and Eve’s channel at Alice, we utilize
OAS and SAS schemes at Alice. The expression for SOP and intercept probability with OAS

and SAS schemes are investigated in this subsection.

3.2.3.1 SOP with OAS scheme

The secrecy capacity with OAS scheme can be written as

CY = max{CP*}, (3.26)
JEN

where, CJ.OAS = In(1 + YJOA?S ) —In(1+ yﬁf‘s) is the secrecy capacity, when Alice and all PUs
are equipped with single antenna while Bob and Eve are employed with arbitrary number of

antennas. Hence, the SOP with OAS scheme can be written as

N
PO = Pr{C" <Ry} = {max{CP"*} <R} = [ Pr{C*® <R,}. (3.27)
j=1

We assume that all the fading coefficients are i.i.d. random variables (R.Vs), then the closed-

form expression for SOP with optimal antenna selection scheme can be written as

Ny
P = TTPrHC™ <R} = (Poue, )™, (3.:28)
=1

outs
] =
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where P, is the SOP, when Alice is equipped with single antenna while Bob and Eve are
equipped with multiple antennas in the presence of Np PRs.

3.2.3.2 SOP with SAS Scheme

Here, we derive a closed-form expression of SOP with sub-optimal antenna selection scheme.

Proposition 3.7. The closed-form expression of SOP with sub-optimal antenna selection scheme

can be written as

N Ny Nc—1Ng—1 k3 Np—N¢c Nc— G 5, 5, o,
SAS B 14243244
rs=(3) PEY Y rEanen
¢ k1+ko+ks+kg+ks=Ny j= = v=1 m=0 k= 0 Ng —
N btd+Ng—1)! [ _efsno o Mo /N
R = 2 P (R Qo>"+z( ')
ki, ko k3, ka, ks <2R6 ) E p=0 p
_(<2RS;1) o +1e ) g ol obtm
—1)? ! — 3.29
(=1 Zm(stlﬂ+£)gm+l (3.29)

on Qg
where & =b+c,¢3+ks,g=b—d, 21 = G)kz (ﬂljz) <2R;/_11)jk2b (%)b’% - <%)k3
kks—d d
() (-1)5, 2 = (- @Bk, 2= (@) () (%) (52) (L)

Proof: The proof of Proposition 3.5 can be seen in Appendix A.4.
For N. = 1, the SOP with SAS scheme reduces to

Np—1 Na N,
J(Ng—1\ 1 4 (N l. 1
Fou Ny’ L ((_1) ( Ba >1+a> Z( iB)(_l) 14a)i(2Rs Ne
a=0 i=0 <M+1)

"
(1+a)i(2Rs —1) c
e ( n pO) }

<(1+a)i(2Rs—1)+L)

_ (1+a)i(2Rs —1) 6 \Np
P <1—e 90) I (3.30)

on Q

3.2.3.3 Intercept Probability with OAS and SAS Scheme

The closed form expression of intercept probability with optimal antenna selection scheme can

be written as

Na
PoS = Pr (Z max Cy <0> [1Pr(Cy, < 0) = (Pusy))™. (3.31)
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The closed form expression of intercept probability with sub-optimal antenna selection is ob-

tained by putting Ry = 0 in (3.29) as

SAS Np kNC?1 k & k3 Ne2 k. & b
ORI VN Gl [CIE WE o G IRV YYD e
k1+ky+k3z+ka=Ny ¢

s=0 a m=0 b=0

i (l)k2k+bs (l)kz-l-b 1 M! (3 32)
= % s! '}’NE(NE_1> (ﬂ+i)M+1’ .
n-'nr

where M = sky +kb+ Ng — 1, N = ky +aCs+b. For N, = 1 i.e., SC scheme is adopted at Bob,
(3.32) reduces to

N (NgN4\  (=1)"

SAS __ BIVA

Poiy = ) ( . )—N (3.33)
S ()

and for Ng = 1, (3.33) reduces to [106, eq.12].

3.2.3.4 Asymptotic SOP with OAS and SAS Schemes

The expression of asymptotic SOP with OAS scheme for this case can be written as

Po, = (P, )™

outs = ( outy

o o Ne=a (. _ Ng—n—q] )™M
= {K‘l(’}/l)_NB’L'l [ (1 —690) —|—€T0 Z w (;2—2) ] } . (334)

n=0
At high SNR, the CDF of the main channel with SAS scheme can be written as

1 X Np N
SAS™ B
Fpl(r=y) (%) = [W <ﬁ> ] - (3.35)

By utilizing (3.35), the expression for asymptotic SOP with SAS scheme and multiple PRs can

be written as

Na NgN, NyNp—1
1 v, Ve _po —(po) VAT (NgNp — q)!
P = - Y, ANB KT (1—8 QO)"’e 2o 0
outy <(Nc) !Ng\]Bch ) 1 qzzl() ;) t!

NyNp—q—t
(&> } (3.36)
po
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where

_(Q+NE—1)! NNy Ry NsNp—q Ri\q
o= () @0 et

The asymptotic SOP with OAS and SAS scheme given in (4.29) and (3.36) can also be written

as

- _ ~OAS _GOAS
Pout3 :(GAOAS%) ©b +0('}/1 b )7
- _SAS _GSAS
Prut, =(Ga™ )~ +0(y, ™), (3.37)
where secrecy diversity order is
Gp? = Gp™ = NgN;. (3.38)

secrecy array gains with OAS and SAS schemes can be calculated as

1
B _»o NB—q o /O Np—n—q NaNp
GaO%S — g d (1t ) 1oty § WB—a)! (L0 . (339)
|
= po

and,

Na NN NyNp—1
1 ZB A _po _po AT (NyNg —q)!

Np—N, |
No)INSE e | = =0 r

_1
NsNp—q—t NpNp
po
— 3.40
(79) }] , 340

respectively. Based on (3.38), (3.39) and (3.40), we find that Gp?4S & Gp*4% totally dependent
upon antenna configuration of secondary transmitter Alice and legitimate receiver Bob.

In order to recognize the effect of GSC on SOP, we quantify the secrecy outage trade off
between N. +kand N., k=1,2,........ Np — N,. From (3.38), it is clear that N. + k and N, have
same diversity order. As such, we may conclude that the SNR gap between N, + k and N, is

determined from (3.39) & (3.40) and written as

=1
GA (N +k) _ N I(N)* Mt (3.41)
GA%S(N) (Ne+ k)14 g )Ne=Nek | '
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—1

GASAS(Nc+k) N:I(N)E M 342)
GAS*S(N.) (Ne+ RN (14 o )Ns=Nemk | '
Based on (3.41) & (3.42), it is confirm that G2 (Net1) > 1and GaO(Net1) > 1. From this, we

G OAS(N) G SAS(N)
conclude that both G425 and G445 are an increasing function of N,. Further,

(GAOAS(Nc+k+1) A95( c+1)) <1
G OAS(N +k) OAS( C) ’
(G ASAS(Ne + k4 1)GASAS( c+1)) o
G SAS(N —f—k) SAS( ) '

Cc

This also confirm that SNR gap is a decreasing function of N.. For k =/ and Ny =1, (3.41)
reduces to [68, eq.49].

3.3 Numerical Examples and their Illustration

Numerical results show the impact of GSC/MRC on the secrecy performance of underlay CRN
for all three possible cases. In this section, we consider y = 1 and R; = 1 throughout the
analysis. The exact analytical curves of the SOP are supremely matched with simulation curves,
and the asymptotic analytical lines of the SOP are perfectly matching with the exact curves at
the high regime of 7;.

Figure 3.2 plots SOP for different values of N, as a function of ;. We have taken parameters
setas 0 =05, Ny =1, Ngc =1, Ng =5 and p» = 10 dB. Figure 3.2 confirm that the SOP
decreases as N, increasing from 1 to 5. It indicates that the number of selected antenna N, has
a positive impression on the secrecy of the proposed network. For N, = 1, this curve resembles
SC/MRC (i.e. SC at Bob and MRC at Eve) scheme, and for N. = Np = 5, this curve resembles
the MRC/MRC (MRC at both Bob and Eve) scheme. Figure 3.2 also shows the performance
gap between the SC and MRC at Bob and depicts that the MRC scheme performs much better
than the SC scheme.

Figure 3.3 plots intercept probability versus y;/%. From Figure 3.3, it is also clear that
intercept probability improves with increasing y; /7. Intercept probability progresses with the
increase in the number of antennas at eavesdropper and decreases with the increment in the
number of antennas at Bob. Similar inferences can be made from Table 3.1.

Figure 3.4 shows SOP and intercept probability with OAS and SAS schemes for p» =
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Figure 3.5: SOP versus y; with Ny =2, Np=1,Ng=5,Ng =5and N, = 1
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Table 3.1: Improvement in Intercept Probability

Number of | Number of | Selected number | Number of
Intercept

S.No | antenna at | antenna at | of antenna at antenna at | 7/ Probabilit

Alice, Ny Bob, Np Bob, N, Eve, Ng y
1 1 5 2 1 2 0.0216
2. 1 5 3 1 2 0.0110
3. 1 5 3 2 2 0.0456
4. 1 5 3 5 2 0.3282

12{

SNR Gap (dB)

Figure 3.8: Signal to noise ratio for Np = 10

dB, Np =1, Np =5, Ng =5 and N, = 2. As N4 increases, both SOP and intercept probability
significantly decrease. It is because of an increasing number of transmit antenna N4 improved
the power gain of Alice through receiver diversity, and Eve cannot obtain it. In Figure 3.4, one
can also see the OAS scheme performs better than the SAS scheme.

Figure 3.5 shows the variation in SOP with ¢ and SNR of Eve’s channel . From figure 3.5,
itis observed that SOP decreases with increase in 6. This is due to relaxing the peak interference
power constraint o = % = ;T’;, which leads to increase in the transmit power P4 given by (1.28).
Also, SOP increase with 9.

Figure 3.6 plots both exact and asymptotic SOP different number of Np and N antennas.

The parallel lines show that secrecy diversity order is only depend on antenna at Bob, Np and
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transmit antennas, N4. It is independent of choice of antenna, N, and Eve’s antennas, Ng as
indicated by (3.38). From figure 3.6, we also observed that SOP increases with increasing 7,
and Ng. This confirm that secrecy array gain given in (3.39) is deceasing function of §» and NEg.

Figure 3.7 shows loss in secrecy and increase in SOP as PR is increasing from 1 to 3 i.e.,
Np =1to Np =3 for 15 =-10 dB. This can be explained by the fact, for very low SNR in Eve’s
channel i.e y» << 1, secrecy capacity reduces to Cy = log, (1 + 7). The SNR of main channel
decreases with increasing the number of primary users Np. At p» << 1, secrecy capacity only
depends upon the main channel’s capacity. This mean that SOP increases with increasing the
number of primary users Np.

Figure 3.8 plots signal to noise ratio gap indicated by (3.41) versus N, for different value
of k and Np = 10. From Figure 3.8, it is clear that SNR gap increase with increasing k and
decreasing with increasing N,.. It confirm that G4 in (3.39) is increasing function of N, and

SNR gaps in (3.41) & (3.42) are decreasing function of N.

3.4 Conclusion

In this chapter, we have analyzed the secrecy performance of an underlay cognitive radio net-
work for three different cases: 1) single PR and single antenna based Alice, 2) multiple PRs
and single antenna based Alice, and 3) multiple PRs and multi-antenna based Alice. For multi-
antenna Alice, depending upon whether global CSI of main and Eve’s channels is available at
Alice, we have proposed OAS and SAS scheme and concluded that the OAS scheme performs
better than the SAS scheme. We have adopted the GSC scheme at Bob and MRC technique
at Eve. We have derived closed-form expression for exact and asymptotic SOP and intercept
probability in the Rayleigh fading environment for three cases. Our results are also applicable
for an arbitrary number of primary receivers and antennas at Alice, Bob, and Eve. Our numeri-
cal results also confirmed that the secrecy performance of the proposed network degrades with
increasing multiple primary receivers, the number of antennas at Eve, and the SNR of the eaves-
dropper channel. On the other hand, secrecy performance improves with and by increasing the
number of transmitting antennas, antenna at Bob, SNR of the main channel, and o. We also
compared the SOP and intercept probability performance and found that intercept probability

outperforms the SOP.



Chapter 4

Secrecy Performance for Imperfect CSI

Scenario

In a practical scenario, the CSI may be outdated or imperfect due to the complexity of electro-
magnetic wave spreading and transmitting delay, which causes estimation error at the receivers.
This chapter examines the secrecy performance of underlay CRN in an imperfect CSI sce-
nario. We consider an underlay CRN consisting of single-antenna Alice, multi-antenna Bob,
multi-antenna Eve, and multi-antenna PR. The secrecy performance gap between SC and MRC
schemes adopted at Bob is examined when all channels are outdated CSI. The MRC scheme is
employed at Eve to make it a potential candidate to intercept more and more information (i.e.,
worst case). Furthermore, we adopted the MRC scheme at PR, which is a worst-case to restrict
Alice’s transmit power. To examine the impact of outdated CSI on the secrecy performance
of underlay CRN, we consider two practical eavesdropping scenarios. That is Scenario I (i.e.,
passive eavesdropping): the CSI of a wiretap’s channel is not available at Alice, and Scenario 11
(i.e., Active eavesdropping): the CSI of wiretap channel is known to Alice. For Scenario I, we
investigate the secrecy performance of an underlay CRN in terms of SOP, intercept probability
and, €- outage secrecy capacity as CSI of wiretap channel is not available. For Scenario I,
when the CSI of Eve’s channel is available, the secrecy performance is measured in terms of
average secrecy capacity since the Alice adjusts its transmission rate based on the global CSI of
main and wiretap channels to achieve perfect secrecy. Furthermore, the asymptotic analysis of
secrecy outage probability and average secrecy capacity is carried out in the high SNR regime

to find further insights.
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NR Antennas

Figure 4.1: An underlay CRN consists of multi-antenna PR, single-antenna Alice, multi-antenna Bob and multi-
antenna Eve

4.1 System and Channel Model

We consider an underlay CRN that consists of single-antenna Alice, multi-antenna Bob, multi-
antenna Eve, and multi-antenna PR displayed in Figure 4.1. It is assumed that the primary
transmitter, PT is not in the proximity of Alice while PR lies close to Alice [114, 188]. The
secret information is sent from Alice to Bob in the presence of Eve, and Eve tries to decode
these messages from its received vector. The PR, Bob, and Eve are outfitted with Ng, Np, and
Ng antennas. It is believed that all channels undergo spatially independent Rayleigh fading with
average SNR 7z, 71, and 7, respectively. The channel fading coefficients of between Alice-PR,

Alice-Bob, and Alice-Eve channels with estimation errors are given as [189]

B = /il + /1= pig), (4.1)

where [ € (PR (R), Bob (B) and Eve (E)), h;’ represents the channel gains of the channel between
Alice and the i’ antenna of the PR, Bob and Eve and these are the Gaussian R.Vs. with zero
mean and variances g, 8 and 3, respectively. g? is the channel estimate error, which is a

complex Gaussian R.V. with zero mean. Both 4" and ¢” have same variances. is the power
p I 8 I p
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correlation coefficient of varies from O to 1. The instantaneous SNR can be written as

—2f 4.2
Y NO X ( )

where H represents the combined channel power gains between Alice-/ € PR, Bob, Eve. In
underlay CRN, for reliable communication, Alice’s transmit power, Py is strictly constrained by

Pr and Ip and given by

o o
Py=min| ——,Pr |, (4.3)
<ZkN£1 ’thP )

where |71Rk |? is the channel gain of the interference channel. We employ the MRC technique at
PR, which is the worst case to limit the transmit power at Alice. From (4.3), the instantaneous

SNRs at Bob and Eve can be rewritten as
= min | =% Zl 8%, (4.4)
|th‘
Ye =min | —y—=—>.% Z| hE, |, (4.5)
|th|

respectively, where y, = ]{,—“;, Yo = %, ]szj |2 and |ig,|? are the channel gains of the main channel
and eavesdropper channel with estimation errors, respectively. For ease of explanation and

analytical tractability, we denote v} = By = ﬁ+‘n and p = By = ﬁ%” and 0 = %

4.1.1 Channel Statistics with Maximal Ratio Combining Scheme

TMRC _

scheme. The CDF and PDF of HIMRC with estimation errors can be written as [190]

Ny =1 _a
Fgpre (x) = Y A(w) (1—en Y a);#), (4.6)

Ltl:l a=0

_X
xu[—l "

Ay 4.7
HMRC Z lul ul—l) ’}/4,, ( )

l/lll

respectively, where A; (u;) = (M~ 1) (1 —p)M ™" ppa~1,

up—1
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4.1.2 Channels Statistics with Selection Combining Scheme

and PDF of H>C can be written as

NSy _
Fgse(x)=Y, £ (1—e 7 |, (4.8)
! 0 &
uj=
N]—] _ﬁ
fasel) = ¥ & 4.9)
u1:0 ’yl
) N (N]u;l) _n _ 1 o
respectively, where ¢; = EET I &= T—p Tt land § = Tp ~ E-p

4.2 Secrecy Performance Analysis in Passive Eavesdropping

Scenario

This section analyzes the secrecy performance in the passive eavesdropping scenario, i.e., the
CSI of wiretap channels is inaccessible at Alice. In this scenario, we study three necessary per-
formance metrics such as SOP, intercept probability, and €- outage secrecy capacity to evaluate

the secrecy performance of the proposed system.

4.2.1 Secrecy Outage Probability

The secrecy capacity, Cy in (1.40) can be rewritten as

1
Cszlogz(liz’) <R,, (4.10)

which is analogous to () = 28 (14+y£) — 1 > 1.
For secure transmission, the target rate R should be less than secrecy capacity Cs, other-
wise, it leads to the compromising of the information-theoretic security. SOP is defined as the

probability that secrecy capacity C; falls under R, and can be expressed as

Pous =P (Cs <Rs) =P-(W < ¥&) +Pr(m > ¥6) P-(Cs < Rs | Yur > ). (4.11)
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which can be simplified to [62]

Pout:/o /0 Fy 1y = (€(YE)) fye [y =1 (V) fr (v)dYedy, (4.12)

where fy(y) is the PDF of Y, fy,|ty—1(.) is the PDF of ¥z conditioned on Y, and Fy, |y_,(.) is
the CDF of y), conditioned on Y. The SOP given in (4.12) can be rewritten as [62]

Pour = /YO/ YE))ny\ Y=y) (’YE)fY( )dYEdy
0o poo jl
+/7 / Fyy\(v=y) (€(YE)) fre (v =y) (YE) fr (v)dYedy - (4.13)
 Jo
P2

4.2.1.1 MRC/MRC Scheme at Bob/Eve and MRC Scheme at PR

In this subsection, we investigate the SOP when MRC scheme is employed at PR, Bob and Eve.
The CDF of y3, with MRC scheme can be expressed as

" o v (e()
F. _n (€ = Ab)[1—e A — ], 4.14)
’}/M|(Y y)( (’}/E)) b;l ( )( L;)a!()tﬁl)a
where
, X<b
A= & 0 4.15)
X1

and A(b) = (V%) (1—ps)"* " p5~". The PDF at Eve with MRC scheme can be written as

Ni }%1—16—1%
Syl v=y) (YE) = Z,IA(d) VI

(4.16)

where A(d) = (V) (1 — pg)™~“ pg=1. Similarly, the PDF of ¥ with MRC scheme can be given
by

-y
7' 16 R

ZA r—l Ty (4.17)
r=1 R
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where A(r) = (") (1 — pr)"* " pr!. By substituting (4.14), (4.16) and (4.17) in (4.13) and

MRC/MRC MRC/MRC
/ and /2 /

performing some mathematical manipulation; _#, can be calculated

as
g MRC/MRC _ & e 3k <2RA l) o '=l1 o\
A a 1— VR — | — s 4.18
and
Ng Ng N, r—1 —= h Ry _ r—14+a—n
_g,MRC/MRC _ Zi;}i“‘ (d)A(r) };)eh!m <;) —a2e76(20711+71e) Z A1], (4.19)

. 1 oRs 1\ (R (nte—1)! r—1+a—n)! "
respectively, where o; = 5(2) ( ) — (()W’Al = { pmy ) (st g ),H,,,,,m,

Rs —
" ") o T
Ry a—n R \ 7 td—1
o = e () (26%1) ( 3,%> ﬁ Hence, by substituting (4.18) and (4.19) in
oy ' opn

(4.13), the closed-form expressions for SOP with MRC scheme at PR, Bob and Eve can be calculated in

the following subsections.

4.2.1.2 SC/MRC Scheme at Bob/Eve and MRC scheme at PR

This subsection considers the SC scheme at Bob and the MRC scheme adopted at both Eve and PR.
Before going into the detail, we first calculate the statistical properties of Yy, and yg. The CDF of yy

when SC scheme is applied at Bob can be expressed as

Np— _ e(e)éR
Fyl(v=y) Z, 2( ot ) (4.20)

N, 1 Np—1
Where‘PB:B((l)piB(gg) g = 2 PB -+b+1, and &p = pB W

and (4.17) in (4.13); _#; and _#> for SC/MRC scheme at Bob/Eve and the MRC scheme at PR can be

By substituting (4.20), (4.16)

calculated as

Np—1 Ng Ng - - =1 h
scimre _ Z ZZA e )d (1_emzhlz<;> ) 421)

=0 d=1r=1 (M+1

and

5= N Ne =1 -L h <§B(25Y U*y)
7,SC/MRC _ Ziirz reYR[<G> _¢ 1 ) o’
h! YR 2RsEpyy d 14 <2R.Y—1)
(1) (250

=0 d=1r=1h= 0 1
on YR

o

(4.22)
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respectively. Hence, by substituting (4.21) and (4.22) in (4.13), the closed-form expressions of SOP for

SC scheme is adopted at Bob, and the MRC scheme is employed at Eve, and PR can be calculated.

4.2.2 Intercept Probability

An intercept probability is an important performance metric in a passive eavesdropping scenario. Inter-
cept probability is special case of SOP for Ry = 0, that means €(yz) = Y. This subsection examines the

intercept probability of the underlay CRN for SC and MRC schemes employed at Bob.

4.2.2.1 Intercept Probability with MRC/MRC Scheme

In this case, the MRC scheme is adopted by PR, Bob, and Eve. By substituting R; = 0 and (4.18) and
(4.19) in (4.13), after performing some simple mathematical manipulation the expressions for intercept

probability with MRC scheme at PR, Bob and Eve can be calculated as

Np N, b—1 a
RC/MRC Y& Yo B atd—1\ (P 1
P~y 3 aon@ |- (101 (2) ( e

= r)/l | n ﬁ) a+d
bl

4.2.2.2 Intercept Probability with SC/MRC Scheme

In this case, we adopt the SC scheme at Bob and the MRC scheme at both Eve and PR. By substitut-
ing (4.20), (4.16) and (4.17) in (4.13) and taking Ry = 0, the intercept probability for this case can be

calculated as

1— - (4.24)

It is worth noting that (4.23) and (4.24) involve only finite summations of exponentials, powers and thus
can be computed in closed form. These expressions serve as a necessity for other metrics such as the

PNZC and can be computed as

Pr(Cy > 0) = Pr(yy > Yg) = 1 — Py (0) = 1 — Py (4.25)

4.2.3 Asymptotic Secrecy Outage Probability

It is very challenging to find insights from the exact expressions of SOP given above. Hence, the asymp-

totic nature of SOP in a high SNR regime of 71, i.e., 71 — oo, is a key point of consideration in this
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subsection. As y; — oo, it means Bob is located very near to Alice in comparison to the eavesdropper.

When y; — oo, the asymptotic CDF of y3; with MRC and SC schemes can be written as

FrooMRC _ (1-pp)"" "

- ” : (4.26)
51 @
SC __ BYM
Fpt = b;) o (4.27)

respectively. In the following subsections, we investigate the asymptotic SOPs for MRC/MRC and
SC/MRC schemes.

4.23.1 Asymptotic SOP with MRC/MRC Scheme at Bob/Eve and MRC Scheme at PR

This subsection investigates the asymptotic expression of secrecy outage probability for underlay CRN
in an imperfect CSI scenario when the MRC scheme is adopted at PR, Bob, and Eve. To this end, by
substituting (4.26), (4.16) and (4.17) in (4.13) and performing some simple mathematical manipulation;

the asymptotic expression for SOP with MRC scheme can be calculated as

MRC/MRC N1 W& Ad) | (R R o =l
P MRCIMRC — (1 — pg)™e=1 Y ” <2s 14+d2Ry >ZA [1_6 "y, o
d=1 = h!

] E B2 (2] 00

h Tr o
i 1 Gh}/I 7 |)
z=0 F

(4.28)

4.2.3.2 Asymptotic SOP with SC/MRC Scheme at Bob/Eve and MRC Scheme at PR

This subsection investigates the asymptotic SOPs when the SC scheme is adopted at Bob, and the MRC
scheme is employed at PR and Eve. By substituting (4.27), (4.16) and (4.17) in (4.13) and performing
some mathematical manipulation; the asymptotic expression for SOP with SC at Bob and the MRC

scheme at Eve can be expressed as

—1 Ng Ngr o_}’*l h
P, SC/MRC _ Z Z ‘I’BA ( —1+2deyz) ZA(r) l—e® Yy 1 <G>
— h:()h! TR
Np— 1 Ni N _o (A2 (o (2R 1) ¢
+ DpA(d)A(r)e w( (> R E—
%%Z— B no gi\n) o &

1 r! hal—z
W;G Yr )] 4.29)
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The asymptotic SOPs given in (4.28) and (4.29) can be rewritten as

7GMRC/MRC MRC/MRC
e (e (n o ) , (4.30)
GSC/MRC SC/MRC
pe= SCIMRC _ (GiC/MRC%) <}/1 G ) 7 @31)
where GMRC/ MRC and GSC/ MRC are unity and the secrecy array gains are

NE NR o r—1
GAMRC/MRC _ [(1 _pB)NB—l ZA(d) ((2& 1 +2dey2) ZA(,,) <1 —e m Z %
— h=0""

r=1

a\” Ne Mg <d2Rsy2r 1 (G)h (2B —1)

— + A e R =) +

(%) ) rL s L)

—1

r 1 Gh’)/l Zp
ZF— >>] , (4.32)
z=0

Np—1 Ng N o =l 1

GSCIMRE { Z ZCDBA [( —1+2de7/2> ZA(r)<1—€_’R l
r=1 h=0"""

h Ng—1 Ng N, Ry =1 g
(0 BB (55100

R 0 d=1r=1 no =l
-1
a r had—2..
& Z ! 67 r)” . (4.33)

Based on equations (4.32) and (4.33), the following observations can be made.

MRC/MRC SC/MRC

* MRC/MRC and SC/MRC schemes has same diversity order of unity. G, and G,

both are independent of N, Ng and Nkg.

* MRC/MRC scheme offers lower SOP than SC/MRC scheme. It is explained by the fact that

GAMRC /MRC > GSC /MRC

* The performance difference between MRC and SC at legitimate receiver Bob can be characterized

by ratio of their array gain and it can be written as

MRC/MRC W17t
Ga —[(1 Ps) ] . (4.34)

G:ZC/MRC - 21}:’20 (PB

From (4.34), it is clear that for the same value of Nz and pg, MRC/MRC scheme is better than
Np—1
SC/MRC scheme by an SNR gap of —101log [(lzﬁl’j);] dB.

b—=0 ¥YB
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4.2.4 e-Outage Secrecy Capacity

€-outage secrecy capacity is a vital secrecy performance metric. It can be calculated by using the nu-
merical evaluation method. However, we utilize the Gaussian approximation approach to find the closed
expressions for g-outage secrecy capacity for MRC/MRC and SC/MRC schemes in this subsection in
order to avoid numerical roots finding. Firstly, we calculate the ¥’ order moment of yy; and y¢. The k'

order moment of ¥y, with MRC and SC schemes can be calculated as

Bl = [ (w0 F (o) 39)

where fy,, (7m) is the PDF of 7, and for MRC and SC schemes which can be expressed as

N, b—1
MRC 5 ()" e 7‘
Fu () = ;7@_1)%, (4.36)
Np—1 méB
fos () =Y. q;feyﬂ, (4.37)
b=0

respectively. By utilizing (4.36) and (4.37) in (4.35), k' order moment of y3; with MRC and SC schemes

can be written as

N,
MRC[. k1 \° (k+b—1)!
B = XA = Zy (4.38)
k!
ESC[y) = B};“ , (4.39)

respectively. Similarly, k" order moment of ¥z with MRC scheme can be expressed as

E[y] = Zl Wyj. (4.40)

By utilizing [191], Cjs can be expanded in Taylor series in term of 7y, as

o h
Cu () =log, (1 +E[ym]) +1og, (e Z m (4.41)

By applying expectation operator to (4.41), the approximation of Cy; can be written as

E(Cy) =log, (1+E[y]) — m, (4.42)
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where D [yy] is the variance of . By expanding Cl%,, in Taylor series about }y; and using expectation

operator, the second moment of Cy, is approximated as

2\ _ (o 2, Dlmllogye | e
BICH) = o 1+ B + 0P gy () @3

According to (4.42) and (4.43), the variance of Cy; can be written as

D[CM] _ (10g2 E)ZD[')/M] _ (10g2 e)Dzth] (444)

(1+E[n])?® 40 +Em)*

We can find the expectation and variance of Cg by putting the corresponding parameters into (4.42) and
(4.43) respectively. Since Cy is a linear combination of two independent Gaussian R.Vs i.e., Cy; and Cg,
it is also a Gaussian R.V. Hence, we can say that E[C;] = E[Cy] — E[Cg| and D[C;] = D|Cy| — D[CE],
where E[.] is the expectation and D|[.] is the variance. The Gaussian approximation of CDF of C, can be

written as

1 x—E[Cy]

~1——erfe | s 4.45
FC;(X) 26 C(\/T[(/,S])v ( )

where erfc(.) is complementary error function. Thus, according to definition of €-outage secrecy capacity

and using (4.45), we have

2 2 2
Ou Ot _ OF

JEIT T
x erfc (2 —2¢). (4.46)

2 2
Cour(€) =log, e [ln <'ZM> ~ Om + CZEZ] +V2log, e [G
E

Sl

where 1, = 14+ E[y], | € {Bob(M),Eve(E)}, 0} = E[y] —E*[y].

4.3 Secrecy Performance Analysis in Active Eavesdropping
Scenario

This section assumes an active eavesdropping scenario, i.e., the CSI of the eavesdropper channel is
known to Alice. In this case, ASC is considered as a significant performance metric since Alice can
accommodate its transmission rate according to the CSI of the main and wiretap channels to achieve
perfect secrecy. We calculate the exact and asymptotic expressions of ASC for MRC/MRC and SC/MRC
schemes in the succeeding subsections. Furthermore, we characterize the asymptotic ASC in terms of

high SNR slope and high SNR power offset.
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4.3.1 Average Secrecy Capacity

By remembering the definition of achieved secrecy rate defined in (1.45), we have [68]

Co= | oga(1-+1a) —togal1-+ 1) f () f () @47)

To solve the above integral, first, we perform integration by parts on inner integral and apply some

algebraic manipulation; the ASC can be calculated as

F 1o
Cs= / A Ty (M)A ) d¥e. (4.48)
In2 1*‘%; Ve

4.3.1.1 Average Secrecy Capacity for MRC/MRC Scheme

The CDF of yg with MRC scheme can be given by

Ng ,Edﬁl ,ya
Fy(ve) = ) A(d) <1 —en Y E) : (4.49)

By inserting (4.36) and (4.49) in (4.48) and using [187, eq.3.353.5], the ASC for MRC/MRC scheme

can be calculated as

CMRC/MRC _ Z f’}’iw [((_1)0«1)67‘15 <_1> + i(c— D(=1)F¢ (—1>C>

d=1b=1k=0 h =1 "n
d—1 a+k
Z “kle(””l?)El(— <1+1>> + Y (=)=
—t
X <;+;) )] (4.50)
1 ¢)

where Ei(x) = — [* e% is exponential integral.

4.3.1.2 Average Secrecy Capacity for SC/MRC Scheme

By inserting (4.49) and (4.37) in (4.48) and using [187, eq.3.353.1], the ASC for SC/MRC scheme can

be written as

RSN S &) , V& AWd) 1 P
B (F)a( ) E g1

N d—=1a=0

x Ei (— (ff - ;)) +§(c— D!(—1)le (f/’f + ;) ] . 4.51)

(- 1)0*16(%‘%)
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4.3.2 Asymptotic Average Secrecy Capacity

In order to analyze the consequences of the system’s parameters on the secrecy performance of the pro-
posed network, we examine the ASC in the high SNR regime. We calculate asymptotic expressions of
average secrecy capacity for MRC/MRC and SC/MRC schemes in the preceding subsections. Further-
more, we also provide two metrics, i.e., high SNR slope and the high SNR power offset for MRC/MRC
and SC/MRC schemes, which characterize the impact of main parameters such as correlation coefficients
( pB, pe and pg), number of antennas (Np, Ng and N ) and average SNRs (1, 7», and &), on average

secrecy capacity.

4.3.2.1 Asymptotic Average Secrecy Capacity for MRC/MRC Scheme

For Zgil A(d) =1, (4.49) can be written as Fy, (¥z) = 1 — Ty, (&), where

R = Y e (- 2) ¥ 4 () 452

d=1 /a0 \ 1

Taking this into consideration, the asymptotic ASC can be expressed as

1 *° w1 —T, (7
Cumrc/MrC :E/o [/0 Md}’E] T (Yr)dYm

1+
e (4.53)
where 71 and 7, can be calculated as
1 (oo}
T = E/0 In(1+ ) frs (Yar)d Vs @sh
1 =Ty (%)
~ n2 dyedyy. 4.55
B 1n2/0 1+ 7% I (Y)dyedym 4.55)

Now, we investigate T; and 7, in the high SNR regime respectively. Hence, %y — oo, In(1+ y7) =~ In(y).

Hence, by substituting (4.36) in (4.54) and using [187, eq.4.352.1], we have

1 Np Np
==Y Ab)w(b)+ Y A(b)log, v, (4.56)
In2 /= =1

where y(b) = 4 1n(T'(b)) is the digamma function. According to [68, eq.19], the asymptotic expression

for 7, can be written as

1

o 1 [ Tp(1e) 1 L A(d)er 1
== = T +a)l (—a,—). 4
7 lnz./o T dye ln2d:0a§) e (1+a) ( —a, ” (4.57)
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By substituting (4.56) and (4.57) in (4.53), the asymptotic average secrecy capacity derived as

1 s 1 N dla(g » u
CMRC/MRC ln2 ZA W(b)ﬁLlngYM—deO(;) a'y“ 1+l)1“(—a,y2>} (4.58)

We also examine the high SNR power offset and high SNR slope to characterize the asymptotic average
SNR in a high SNR regime like a conventional non-secrecy network. The asymptotic ASC in (4.58) can

be written as

Chrc/MRC = gHRel <1og2 % —L{.Z’RC/MRC) , (4.59)

pMRC/MRC |

where SM RC/MRC ; is the high SNR slope in bits/s/Hz (3 dB) and £ is the high SNR power offset

in 3 dB units. According to [67], S.. can be calculated as

Coo

S,gRC/MRC _ iy _MRC/MRC. (4.60)
n—e  log, Vi
Putting (4.58) into (4.60) and performing some mathematical calculations,we have
Np
SHRCIMEE _ 3" A(b) = 1. 4.61)
b=1

(4.61) exemplifies that the high SNR slope is independent of key parameters like correlation coefficients,

Np and Ng. The high SNR power offset can be expressed as

Coo
FMRCIMRC _ iy (1 _S
Yllgl‘x’ 821 Seo

= s gNE (4.62)

It is clear that £, characterize the effect of main channel and Eve’s channel on Cs. By substituting (4.58)

and (4.61) in (4.71), we have

1 s

Ng
e =15, (4.64)

From the above analysis, we conclude that critical parameters of the main channel such as Np and pp
positively impact ASC, i.e., ASC improves with increasing Npg and pg. On the other hand, the critical
parameters of Eve’s channel like Ng, pr have a negative impact on Cs, i.e., secrecy performance of

network decreases with increasing Ng and pg.
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4.3.2.2 Asymptotic Average Secrecy Capacity for SC/MRC Scheme

The asymptotic average secrecy capacity for SC/MRC can be written as

C?C/MRC =Q7 —Q7, (4.65)
where Q7 and Q7 can be calculated as
1 Np—1 q)B Np— 1
07 = 15 [ It (we = 1 ¥ G (v @)+ ¥ Plomn, 469
Q7 =15 (4.67)

To this end, by putting (4.66) and (4.67) in (4.65), the asymptotic ASC is expressed as

N 1 Np— I(I)B Np— 1 1 Ng d—lA(d) 1
Csemre = n2 Z 53 (w(1) —In(&p)) + Z —logzyl 7 Z ZZ)“!YEI exp (7/2)

I(14a)l (—a, 1) , (4.68)

b2l

which can be written as

C/MRC
Cieyrc = 5= / (logz n— £ MRC) : (4.69)

SC/MRC .

where S'i,c/ MRC is the high SNR slope in bits/s/Hz (3 dB) and £.. is the high SNR power offset in

3dB units. According to [192], Sw can be calculated as

— =1 4.70)

SSC/MRC lim Cse/mre N‘il Dp
Yi—eo 10gy, 11 = Ep

Hence, for SC/MRC high SNR slope is unity, that means it is independent of correlation coefficients and

number of antenna at Bob and eavesdropper. High SNR power offset is expressed as

Ce
. SC/MRC
E5C/MRC _ lim, <log2 n- ngMRC> =l 4.71)
where, £ = — LY (y(1) —In(&p)) and £)F = Q5.

From the above analysis, we find that the high power offset of the SC/MRC scheme is always more
significant than the MRC/MRC scheme for a given value of Np and pp. It means that the average secrecy

capacity of the MRC/MRC scheme is always greater than SC/MRC for constant parameters.
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Figure 4.2: SOP versus y; with g =0dB, » = 10dB, pg =0.1, 6 = 0.8 and pp =0.2

4.4 Numerical Examples and their Interpretation

The impact of outdated CSI and different diversity combining techniques on the secrecy performance
is investigated and presented by numerical results in this section. Furthermore, Monte Carlo simulation
is done to check the validity of our results. The parameter R; is set to be 1 nats/s/Hz throughout the
analysis.

Figure 4.2 and Figure 4.3 plot exact SOP and intercept probability of two combining techniques
(SC/MRC and MRC/MRC) for different values of pp. It is apparent that SOP and intercept probability
decrease as the main channel’s average SNR 7; increases, as shown in Figure 4.2 and Figure 4.3. The
increasing 7y increases the capacity of the main channel, which in turn reduces the SOP. Furthermore,
the SOP and intercept probability decrease with increasing pp. It is because the quality of main channel
estimation also improves with increasing pg.

Figure 4.4 plots exact and asymptotic SOP versus 7, for different value of pg. Figure 4.4 depicts that
at a high SNR regime, the parallel lines of asymptotic SOP approximate the exact SOP. These parallel

lines of asymptotes authenticate that secrecy diversity order is independent of ¥g, pg and Ng. Figure 4.4
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describes that the SOP decreases with decreasing pg. It is because decreasing the value of pg will
decrease the channel estimation at PR, resulting in more power utilization at Alice.

Figure 4.5 plots PNZC versus 7 for different value of pp. From Figure 4.5, it is observed that PNZC
exists if the SNR of the wiretap channel is greater than the SNR of the main channel. Figure 4.6 shows
SOP and intercept probability versus pp for various pg. Figure 4.6 depicts that the secrecy performance
of the system is degraded with increasing pg. It is because the estimation of Eve’s channel improves
with increasing pg. In addition, as shown in Figure 4.6, the SOP and intercept probability improve with
the MRC scheme over the SC scheme as pp increases.

Figure 4.7 depicts SOP versus peak interference power, Ip. It is apparent from Figure 4.7 that the
SOP decreases with increasing Ip. It is because the peak interference power is proportional to Pr, i.e.,
Ip = oPr, which increases the transmit power of Alice, as shown in (4.3).

Figure 4.8 plots e-outage secrecy capacity versus ¥, for different value of 9 and for P,,, = 0.8 for
two combining techniques. It is depicted from figure 4.8 that the &- outage secrecy capacity is non-zero
even when yy < g as long as F,,; > 0.5.

Figure 4.9 plots average secrecy versus ) for two combining techniques. From Figure 4.9, it is clear
that the ASC increases with increasing ;. Since the high power offset of the SC/MRC scheme is always
greater than the MRC/MRC scheme for the given value of Ng and pp hence, the data security capability
of the MRC/MRC scheme is higher than SC/MRC scheme.
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4.5 Conclusion

In this chapter, we have examined the impact of the outdated CSI on the secrecy performance of the
underlay CRN in a Rayleigh fading environment for two distinct scenarios: 1) Scenario I: passive eaves-
dropping, 2) Scenario II: active eavesdropping. The closed-form expressions for SOP, intercept prob-
ability, and €—outage secrecy capacity has been investigated for Scenario I. These expressions reveal
that the secrecy performance of the proposed network improves with increasing pg from 0 to 1. As
expected at pp = 1, i.e., perfect CSI of the main channel, maximum secrecy is achieved. On the other
hand, the secrecy performance of the network decreases as pg increases from O to 1. Furthermore, the
asymptotic SOP expressions reveal a special relationship between the secrecy array gain of SC/MRC and
MRC/MRC combining techniques. Both SC/MRC and MRC/MRC techniques obtain the same secrecy
diversity order. For Scenario II, the closed-form expressions for the exact and asymptotic ASC have been
derived, which help us to describe the impact of the main and wiretap channel on a power offset. We
also find that the power offset of the SC/MRC scheme is more than that of the MRC/MRC scheme for a
given value of Nz and pp. It means that the MRC/MRC scheme achieves more security than that of the
SC/MRC scheme.



Chapter 5

Secrecy Performance with Interference

Constraint

In previous chapters, we ignored the interference caused by the primary transmitter to secondary re-
ceivers. However, in a practical scenario, this interference exists when PT lies close to Bob and deteri-
orates the secondary network’s performance. Thus, in this chapter, we have considered the interference
caused by the PT as an exponentially distributed RV. This chapter analyzes the secrecy performance of
CRN that consists of Alice, Bob, PR, and Eve and a dominant interferer called P.T. Alice transmits secret
information on its single best antenna among N4 available antennas to Bob, and Eve tries to intercept
that information. Depending upon the availability of the CSI of the main channel and wiretap channel,
we analyze the secrecy performance of the underlay CRN in the Rayleigh fading environment for both
passive and active eavesdropping scenarios. In this case, the quantity of interest is SINR, and we obtain
analytical expressions for the SOP, intercept probability, and €-outage secrecy capacity for the consid-
erable value of Ny in a passive eavesdropping scenario. A thorough study of the ASC has been done,
and novel expressions for the exact and asymptotic ASC have been derived for active eavesdropping.
Supporting these results, we also define a high SINR power offset, which quantifies the consequence of
the system’s parameters on the ASC explicitly.

The analysis of PLS in the previous chapters relies on the presumption of perfect CSI of the PR-
Alice link under peak interference power constraint, which is very challenging to implement in practice
situations due to the time-varying properties or feedback latency from the PU [32]. This is because it
cannot be guaranteed that the interference power at PR will remain below the predetermined threshold at
all times. After all, the secondary user must be silent at all times to satisfy such a constraint, which makes
the capacity of the secondary link zero [193]. For this reason, it makes sense to consider a constraint

based on a stochastic concept; it means PR should allow a specific percentage of an outage, which is

97
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called outage probability. The term outage probability means that the interference power at PR exceeds
the predetermined threshold for a particularized percentage of the time. Therefore, we examine the
consequence of outdated CSI on the secrecy performance for both cases when interference from PT to

SU exits under peak interference power constraint.

5.1 System Model

We assume an underlay CRN as shown in Figure 5.1, where the primary network consists of one PT and
one PR, whereas the secondary network comprises of Alice, Bob, and Eve. Since the primary network
is a traditional wireless system, we suppose that both PT and PR have a single antenna [145]. On the
other hand, Alice is outfitted with N4 antennas for improving the PLS of the secondary network and
lessening the interference to the primary network. In contrast, Bob and Eve are equipped with a single
antenna because the high hardware cost and power consumption of multiple radio frequency chains can
significantly be reduced with a single antenna scheme at Bob and Eve. To achieve diversity benefits, we
have used the best antenna selection scheme at Alice. This antenna selection scheme not only achieves
diversity benefits but also reduces the hardware complexity. Throughout this chapter, the following

assumptions are adopted.

e Similar to [109], [145], [112], and [32], we consider the environment where the interference from

the PT to Bob and Eve exists.

* Similar to [69] and [62], without loss of generality, we assume that Eve does not lie in the radio
path of the Bob; hence the main and eavesdropper’s channel are statistically independent and

undergo Rayleigh fading.

Let g denote the channel coefficient between a PT and Bob, ¢ that between a PT and Eve, and &)
that between j™ antenna of Alice and PR. Similarly, let j denote the channel coefficient between i
antenna of Alice and Bob, and s; that between 7" antenna of Alice and Eve. We assume that the channel
. |h;

-3 x -F
Ihjglz, I, k[, 151 and [¢]* have PDFs fiy 2(x) = gty fig2 () = S fin,p(¥) = S5, figp(x) =

¢ [52 and fi,p(x) = ¢ T respectively [145]. We use the notations Flnops F

n
the CDF of ’hjo hj

coefficients of ||, |g

bl

sj| and |t| are i.i.d Rayleigh distributed R.Vs and channel power gains,

¢ Fln,; 2 Fjs;j2 and Fj;2 to denote
2

2 2

g 5j|? and |t|? respectively. The link between Alice-Bob, Alice-Eve, PT-Bob

B B

and PT-PR is called the main channel, eavesdropper’s channel, primary interference channel and primary
channel, respectively. Similar to [109] and [112], it is assumed that Alice has perfect CSI regarding the
Alice-PR channel, hjy. Alice can be informed about %y through a mediate band manager between PR

and Alice [17] or by considering proper signalling [194]. However, the impact of imperfect CSI of the
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Primary Network

EVE

Secondary Network

Figure 5.1: An underlay cognitive radio network with multi-antenna Alice. We assume that interference from PT
to Bob and Eve exists.

Alice-PR channel on an underlay CRN’s secrecy performance will be discussed later in this chapter. The
SINRs at Bob and Eve due to the j’h(l < j < N,) transmit antenna are, respectively, expressed as

|| Py R

=LA = A 5.1
M Pl TP T 1 Pelt? oD

where Pp is the normalized transmit power of primary transmitter and Alice’s normalized transmit power

P4 can be expressed as

Py . Ip
Pi=—=min|( Pr,—— 5.2
A N() < T, ’h]0’2> ) ( )
where Pr = % and Ip = ]{,;’; Pp|g|? and and Pp|t|? are the interference powers caused by the primary trans-

mitter at Bob and Eve, respectively. Furthermore, we consider a continuous power adaptation scheme in
which the transmit power of Alice can be adapted without any power limit, i.e., the maximum transmit

power, Pr = oo [109], [113]. In such case, Alice transmit power P4 can be written as Py = ‘h’—gp
J

5.2 Secrecy Performance Analysis

This section shows a complete study on the secrecy performance of a proposed cognitive radio network

in the presence of PT’s interference.
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5.2.1 Determining the CDF and PDF of ®;; and ¢

Before examining the secrecy performance in detail, first, we introduce a set of statistical properties of

SINRs of ®;; and @, which will be repeatedly requested in the succeeding derivations.

Lemma 5.1. The CDF and PDF of ®y; are, respectively, expressed as

2 _x
F =1———r¢ FZ 5.3
ou) = 1= e A, 5.3
x 2 1 1
fo,(x) =e PBila , 5.4
u() (x+2)° PA(+2)
where 2 = %’—PX‘.
Proof: The CDF of ® is calculated by conditioning on |g|? as [112]
Y x  Ppxy

Fa, (x) —/0 Fipp E+P7A Jigp(v)ay, (5.5)

where the CDF Fj;, 2 (x) is expressed as
Fjpx)=1—¢ b (5.6)

Substituting (5.6) and PDF of |g|? in (5.5) and performing some simple mathematical manipulation, we
obtain closed-form expression of CDF of @y as shown in (5.3). The PDF of @y, fg,,(x) can be calculated

by differentiating the CDF of ®,; and can be expressed in (5.4).

Lemma 5.2. The CDF and PDF of ®f in the presence of dominant interferer PT are, respectively,

expressed as

@eiﬁ
Fo (x)=1- i) (5.7
.@eiﬁ 1 eiﬁ

Jar (%) = G+ 27 P+ D) (5-:8)

where 9= B

ney*

Proof: The CDF of @ is calculated by conditioning on ||? as

° x  Ppxy
Fo, (X) = /O F|‘v_,'\2 (& + ;A> f|l‘|2 (y)dy7 (5.9)
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where the CDF Fj; 2(x) is expressed as

Figp(x) =1—eP. (5.10)

By substituting (5.10) and PDF of |¢|? in (5.9) and performing some simple mathematical manipulation,

we obtain closed-form expression of CDF of ®g as shown in (5.7).

5.2.2 Secrecy Analysis for Passive Eavesdropping Scenario with PT’s In-

terference

This section focuses on analyzing the PLS of underlay CRN with interference from PT under a passive
eavesdropping scenario. Unlike the active eavesdropping scenario, the perfect secrecy cannot be assured
in the passive eavesdropping scenario because Alice does not know the CSI of the wiretap channel.
Inspired by this, we choose the SOP as a useful performance metric and derive novel expressions for
the exact and the asymptotic SOP with continuous power adaptation. Furthermore, we investigate other
essential metrics like intercept probability, the probability of non-zero secrecy capacity, and the €-outage

secrecy capacity.

5.2.2.1 Secrecy Outage Probability

In this subsection, we calculate the SOP of the proposed underlay CRN with continuous power adaptation

scheme at Alice.

Proposition 5.1. The closed-form expressions of exact SOP for single antenna based Alice in the pres-

ence of interference caused by primary transmitter PT is expressed as

(z—1)
Pour(Ry) = [1 A <eﬂ1Ei(—m) [%@1 - L —mx] — et
T nep

I I
Ei(—gt — o) [%@1 +T]1P} —1>] <1 e PT§20> +€7PT50 —i-@("]e&{l
P

Ipg

e r

Ei(—&Zfl) [1 —I—ge‘%gEi <— <P +<931> g)] +é&1€'ﬂon
( ”%) T

P,
B 1 2
el s (e 7 )| | gt

(6— %ﬁ"
[(1” —l—ﬁ])

% 2
N e sH i [ _ 2 B (—ty)+bh
[,52{18 Ei( éZf])—l—l}e El( g(%l—i—PT)) +7(17 P [Eoe

Ei (—(g—m) (ﬁ; +%>> — e/ Ei(—at,)e” ' Ei (—g (;’; +%>> ] , (5.11)
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where Ei(x) = [*_ e%dt,x > 0 is a exponential integral function, Ey = —@(1) = 0.5772156649 is the

Euler’s constant and

B1Pr B2Pr 1 ( Tﬁz) 1 ( B >
=289 ="""9 = c = —— 1+ 2= ) b= 1+ ],
Yan T T R T b Bi >7 AP 6

(T* 1) |: T 1 :| |: 1 T— 1:| ﬁllp ﬁz[p Ip
o = + 6 = —+ 7‘9 :77@:776:77
3 T BIPT BZPT s .Q.() ﬁllp 2 APP 2 T[Pp PT

. (’E— 1) T 1 . Ip Bz ﬁ] . T D)
A= [Bllp +l321J A= Pp(1-1) [n_l} 4= (1-7)°Qo

Proof: The proof of Proposition (5.1) is given in Appendix A.S.

SOP with a limited Alice power adaptation scheme, i.e., Pr and Ip limit the Alice’s transmit
power P4. It should be remarked that a more simplistic expression can be obtained under the
unlimited Alice power case, i.e., Py = Vli_g\z' This expression is very useful when Pr — oo
[109],[113] and it can be serve as lower bounds on SOP under the limited Alice power case.
Therefore, we derive SOP with unlimited Alice power adaptation by using the Proposition 5.1

in the Corollary 5.1.

Corollary 5.1. The SOP of an underlay CRN in the presence of primary interference with

unlimited Alice power, i.e. Pr = o is calculated as

1 ; 1
Pous =1+ 61/ Ei(— ) {—+geﬁ‘€Ei(—<%’1g)] + &P By | =+ (6 — )
%1 %1
e(g—%)%lEi[_ (¢ — ) B —l—ﬁ [Jyle%Ei(—M)‘F 1} 5%
Q()(T—l)
Ei(—c% +—2[E P TAE (— (¢ — o) By) — !
(—¢%1) LT (—(c— ) %)
Ei(—m)e%GEi(—g%)l. (5.12)

Proof: By substituting Pr = oo in (5.11) and making some simple mathematical manipula-
tions, we obtain a closed-form expression of the SOP with unlimited Alice power as (5.12).

We presume that Alice is outfitted with an N4 antenna, and the OAS scheme is adopted
at Alice to select a single best antenna among available N4 antenna. When the global CSI is
available, the OAS that maximizes the secrecy capacity can be utilized at Alice. Assuming that

|h;|* and |s;|* are i.i.d R.Vs, then we have

P(Z?S = (Pout(Rs>)NA y (5.13)
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where, Py, (R;) is the SOP of the single antenna based Alice underlay CRN calculated in (5.11).

Although, we have obtained the exact closed-form expression for SOP, it is very difficult
to get insights from (5.11). Hence, we turn our attention to the asymptotic SOP in the high
SINR regime, i.e., i — oo, to get more insights. When | — o, Fp,, (x) and fg,,(x) can be

approximated as

X

FcI)M(X> ~ @’ (514)
2

~N————. 5.15

Jaop (x) 1 2) (5.15)

Proposition 5.2. The asymptotic SOP for an interference-limited CRN with a single antenna

based Alice is expressed as

w 1 1 B1 ) { 1 Bin 1
P =—U(1,0,— ) -U (1,1, + +—
2 < Uly ) ( TAPPB ) (MPr 2> TAB23%] 2

1 Bin 1 }
U1, n : 5.16
( an) {ﬁzfl% nPr (5.16)

where U(a,b,z) = ﬁ Jo> e @971 (1 +1)=971 is the confluent hypergeometric function of sec-

ond kind [187, eq.(9.210.2)] and

7= () 2= (55)

Proof: The proof of Proposition 5.2 is given in Appendix A.6. The asymptotic SOP with

optimal antenna selection scheme can be expressed as

__OAS -
P out (P

out

™M, (5.17)

e}

where P, is the SOP with single transmit antenna. The asymptotic SOP derived in (5.17) can

0

be written as

OAS

P = (GaB1) %+ 0 (B ). (5.18)

where the secrecy diversity order, Gp is equal to Ny.

When f; — o0, 2] ~ ;}852' and 25 ~ 1. Using relation U (a,b,x) ~x~* when x — o [195] and
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neglecting the other higher power terms of 31, secrecy array gain, G4 can be approximated as

Gim [22[(1- ) U (1) U (o) 1] . a9

From the asymptotic result given in (5.18), we conclude the following remarks on the network

security:
* Secrecy diversity order Gp only depends on the number of transmit antenna Njy.

* Secrecy array gain G, is inversely proportional to ;. It means as [, increases, G4 re-
duces. Consequently, SOP increases with increasing 3. Gy is also inversely proportional
to the target rate Ry and A. G4 decreases as R and A increase which in turn increases the

outage probability.

* From (5.19), for a constant value of 1, as Pp increases, U (1 1

1 am ) is also increases,

which in turn reduces the secrecy array gain. It means that as Pp increases, G4 decreases,

which consequently increases the outage probability.

5.2.2.2 Intercept Probability

Intercept probability is a fundamental performance metric adopted to describe the secrecy per-
formance of an underlay CRN [196]. By setting Ry = 0 in (5.11) and (5.16) and performing
some simple mathematical manipulation, the exact and asymptotic intercept probability for a

single antenna based Alice can be calculated as

(K'){) %
gm:1+£¢1—eﬁr(o,ﬁ) [%% G “ } e“’ZPF(O > ) {%Jr i } (5.20)

nPp nPp nPp APp nPp
and
m=g (1055) -0 (Vg [matanee) 7
o(15) (5 m) a1
respectively, where 4] = (1 + %) 6 = (1 + %) .G = %111 G = (lglzﬁzg%z’% _ ( Egé)
i

2 = <1 — %2) . The exact and asymptotic intercept probability with OAS scheme can be ex-
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pressed as

POAS = (P )™, (5.22)
PO = (P (5.23)

respectively, where P, and P, are the exact and asymptotic intercept probability defined in
(5.20) and (5.21), respectively. It is found that there exists a non-zero secrecy capacity in the
fading channel even when the eavesdropper channel is statistically more significant than the
main channel [63, 197]. The PNZC is a probability of the SINR of the main is higher than the
SINR of Eve’s channel. Mathematically, we can say that Pr(Cs > 0) = Pr(®y, > $g), which is
equivalent to Pr(Cs > 0) = 1 — Pyy.

From the Bob and Eve’s distance point of view, noting that % = (j—ﬁ) * where d) is the distance
between Alice and Bob, dg is the distance between Alice and Eve, and o is the path loss

exponent [63].

5.2.2.3 ¢&-Outage Secrecy Capacity

This subsection calculates the £-Outage secrecy capacity for the proposed network in the pres-
ence of interference caused by primary transmitter,PT. The /'" order moment of ®y; and ®f can

be expressed as

E[®},] = / Dl fa,, (Par)d Py
=21+ 1)|U (141, ! +LU 1+1z+1i (5.24)
- " Ped ) PpA ’ Pl )|’ '
E[dr] :/0 D fo (Pt ) d P

1 1 1
— 2T +1 x{ (1+1,z, >+—U(l+l,l+1,—)], 5.25
(1) Ppm Ppn Ppn -2

respectively. The €-secrecy outage capacity can be defined as

Vo Gc% : \/—
C: ~log,e |In M) - =M 4 +1v2log, e
€ j25) < chE ) ZVéM zvéE 125)

2 2 2
O, O, O, O,
o Pu g Pe P erfem! (2 2e), (5.26)
Vo, Mo, Vor Yo
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where

Vo, = 1 +E[®y], 03, = E[@y] — E*[®y], Vo, = | + E[@g],

03, = E[@F] — E*[®g). (5.27)

To this end by substituting (5.27) in (5.26), €-outage secrecy capacity for a given value of Py

and N4 = 1 can be calculated.

5.2.3 Secrecy Performance Analysis for Active Eavesdropping Scenario

with PT’s interference

This section concentrates on the analysis of the secrecy performance in an active eavesdropping

scenario. We obtain novel expressions for exact and asymptotic ASC.

Proposition 5.3. The exact average secrecy capacity of the proposed CRN for the j™ transmit

antenna in the presence of primary interference is expressed as

- 2 1 1 1
CS?J _11'1(2) |:(1 _Ql) |:U (1,1,A_PP> -U <171;B1PT):| +,%U(1,1,,U])—|—L%
~ b < | & (O Ip
P o 9 L7
U(1717“2)+¢%U(1717.u4):| (1 e T 0) +h’l(2)go e “WEi (QO QOPT)

[—U <1 1 L) +QP1U(1,1,,LL2)] —E()e_wl”%Ei <671 (Qz—i-;—P)) - A
T

b /Dy Ip — Q0D 1 - o 1p -0 D
U(1,1 VEi | == — HE RE( @,2) — —— | — e 2%
(1,1, 1)e l(Qo PTQO)+ 1 0[6 H 22— e

where

€ %, (1 1) 2 2
= 5 ) - n +_ 7g:—7y:—7
Hi nPr 25 AP U3 B, B 1 (1) 2 (21— 1)

! B S S
(2i—-D)(21-1)"" " Q0 Bilp '

y: f
3 Qo Ip

Proof: See Appendix A.7.
We have analyzed the ASC under limited Alice power adaptation in Proposition 5.3. A more

straightforward expression can be obtained under the unlimited Alice power case, i.e., Py = oo,
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and it serves as an upper bound on ASC under a limited Alice power adaptation case. We derive

the ASC with unlimited Alice power in the Corollary 5.2.

Corollary 5.2. The exact ASC of j™ antenna of proposed CRN for continuous power adaption

with unlimited Alice power is given by

[
ZU(1L 1)U (1,1, — L e Ei (22 —pe o2
A Pp Qo

) + A Eo[eNEi (0,2,)

_ D,
C.i=——=
7 In(2)Q

Ei(@12>) — 21U(1,1,)e QOE!(Z
0

e“’z%Ei(@%)}] : (5.29)

Proof: By substituting Pr = oo in (5.28) and performing simple mathematical manipulations,
we obtain exact ASC for jth antenna of Alice in (5.29).
Next, we analyzed the asymptotic ASC of the proposed network in the high SINR regime

to get the consequences of key performance parameters on the PLS.

Proposition 5.4. The asymptotic average secrecy capacity of an underlay CRN in the presence

of interference caused by PT is given as

1 2 1 1
& ~tenlB) 1n<2[ () -l o (1) -0 ()|
.@2 1 .@2 Ip
QP _ - Q
(1 © (O PTQO) QOU(I b ‘NP P)e 0El<90 PTQo>

Eo% o2& g K%—%)‘(ﬁ[—&)_ﬁﬂ

Proof: The proof of Proposition (5.4) is given in the Appendix A.8.

(5.30)

Based on (5.30), at high SINR, ASC can be characterized in terms of high SINR slope and
the high SINR power offset [67],[68]. Hence, the asymptotic ASC in (5.30) can be rewritten as

Cy = Se [logy (B1) — Leo] (5.31)

where, S.. is the high SINR slope in bits/s/Hz/(3dB) and L., is the high SINR power offset in 3
dB units. The high SINR slope S.. is calculated as

_ C
S = lim ——. (5.32)
Bi—elog, (B1)
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By substituting (5.30) in (5.32) and doing some mathematical manipulations, .., can be calcu-

lated as
Foo = 1. (5.33)

From (5.33), one can see that %« is constant, and it is independent of parameters of main and

eavesdropper’s channels. Next, the high SINR power offset can be expressed as

_ fo
Zo= lim (1 — =), 5.34
gim_ ( 0g,(B1) %o) (5.34)

It is noted that (5.34) undoubtedly marks the impact of the main and wiretap channel on ASC.
Hence, substituting (5.30) and (5.33) into (5.34), the high SINR slope S.. is calculated as

Lo = ull,l,— |-U|(1,1,—— 1—e fr
1n<2>[<1—@1> nP Barr
Pr Ip ) Dy ( 1 ) _ 7 (@2 Ip )
o +r o, 2y (11, — e wEi | 22—
g(QOPP) ( PrQo ) nPp Qy  Pr&y

— E — — — — . 5.35
Qo ¢ : Qy  PBolp PrQoy  BoPr (533)

L. in (5.35) highlights that B, A, 1 and P, has negative impact on the ASC. It is because an

increase in By, A, 1, and P, improve the P, which in turn reduces the ASC. Furthermore, %5

is decreasing function of maximum transmit power Pr and peak interference power Ip.

Corollary 5.3. When B — oo and By — o, ASC can be easily obtained based on Proposition
5.4. When B — o« and B, — o0, ASC can be easily obtained based on Proposition 4. We only
need to further provide asymptotic & — o when [, — . Observing & in (A.57), & can be

derived as

_ 9In(2)
& = (71 (5.36)

Substituting (A.57) and (5.36) in (A.54), we derive the asymptotic ASC as

oo 21n( P2In(9
CSJ\Z - ln%Z) ( (1—(5)) - (@_(1))> . (5.37)
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When By — ooand By — o, 2 — 1~ 2 and 9 — 1 =~ 9, then we have
c=. =log, (%) “log, (%) . (5.38)

From (5.38), we see that for a fixed ratio of Bi and B, ASC is a constant value at high SINR.
According to (5.32), high SINR slope, S.. is zero. (5.38) shows that when Eve is located close

to Alice, increasing Py does not effect the ASC.

The ASC with optimal antenna selection scheme is given by

j=1,2..Ny

C=E(C;) =E (j—ﬁr,lza.%NA Cs,j) —E ( 1 c&j) , (5.39)

where C; ; is the secrecy capacity for j™ transmit antenna of Alice and [E(.) is the expectation

operator. Since Cy 1, Cyp........... Cs N, are independent, then
~ N,
C= [1 E(Cy)=[EC)]™ (5.40)
J=1,2..N

where (E(C€7J~)) = C_’s’j is the ASC of j™ antenna.

5.2.4 Impact of Imperfect Channel Information

In a practical scenario, Alice has a partial CSI about the link between Alice and PR and the
CSI on &y supplied to Alice is imperfect due to the time-varying nature of the wireless link. In
such a scenario, the performances of both primary and secondary networks are affected. The

imperfect CSI can be well explained by making use of the correlation model as [32]
/’lj() = pilj() +14/1 —pzilj(), (5.41)

where, p(0 < p < 1) is correlation coefficient used to examine the effect of estimation errors of
Alice-PR channel on CSI, / jo~ €A (0,1) is the complex Gaussian R.V. and it is uncorrelated
with £ jo- It is assumed that Alice knows the outdated channel information h jo and p as well.
In the view of |h jo‘z being an exponential R.V. with parameter QLo’ the estimated channel power
gain |h jo|? is also an exponential R.V. with parameter QLo’ where Qg = p2Qo + (1 — p?) [145].

As we explained earlier, when Alice has a perfect CSI of 4o, it can efficiently obtain the
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radio spectrum if the peak interference power constraint can be fulfilled. On the other hand, it is
tough to meet the instantaneous interference power restrictions at PR when Alice has imperfect
CSI of hjo. This is because it cannot be guaranteed that the interference power at the PR will
remain below the predetermined threshold at all times. After all, the secondary user must be
silent at all times to satisfy such a constraint, which makes the capacity of the secondary link
zero [55]. Hence, instead of a strict peak power constraint, a more manageable constraint based
on a pre-selected interference outage probability is utilized [32]. The term interference outage
means that the interference power at the PR overpasses the pre-defined threshold for a fixed
percentage of the time. Considering the impact of imperfect CSI, P4 given in (5.2) can be

re-expressed as

Py = min (Pﬂ a,I—P) : (5.42)
|hjol?
where a; denotes the power margin factor which has to satisty the predetermined interference
outage probability. Due to the TAS scheme, before the transmission, Alice performs antenna
selection using CSI received from Bob. After the antenna selection, Alice transmits its message
to Bob using the selected antenna. Alice adjusts its transmit power based on the estimates h 0
and h j» which results in excessive interference to the PR and secrecy performance loss in the
main channel. With perfect CSI, the interference power satisfies the constraint at the PR, and
hence, the interference outage is zero. On the other hand, with imperfect CSI, Alice incorrectly
determines the transmit power that results in excessive interference at the PR [109]. Hence, oy
can be computed numerically. However, when maximum transmit power Pr at Alice does not

exist and unit variance of Alice-PR channel, o; can be expressed as [32]

1-p2—(1-28)/(1-p?) (1-(1-28)*p2
o= (—1+2p%) + 2%50(1_5(5 ), (5.43)

where & signifies the interference outage probability. As a particular case, a power margin
og =1, (i.e. p =1), specifies the perfect CSI of %y and consequently, Py in (5.42) reduces to
(5.2).

For further practical consideration, we address the imperfect CSI of the main channel and

eavesdropper’s channel in the secondary network, /; and s; respectively, for j=1,2,....Ny. The
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outdated CSI can be described as

hj = pghj+1\/1—ps*h;,
sj=PeSj+1/ 1 —pes;, (5.44)

where 7 j and §; are the outdated information of main and eavesdropper link, respectively and
hj~%.A(0,1) and §; ~ €.4(0,1) are the complex Gaussian R.Vs, and uncorrelated with /;
and s; respectively. The correlation coefficients (0 < p,, < 1) and (0 < p, < 1) are constant
that describe the impact of outdated CSI on main and channel, respectively. In view of |/;|*> and
|s;|* being exponential R.Vs. with parameter ﬁ and ﬁlz’ the estimated channel power gains | il?
and |§ j|2 are exponential distributed random variables with parameter é and é respectively,
where B = pt%ﬁl +(1—p3) and B, = p2 B+ (1— pz). Futhermore, we presume that Alice
knows the imperfect CSI and correlation coefficients of the primary and secondary channels
[145]. Therefore, for given estimates and correlation coefficients exponential parameters of
SINR distribution is calculated with parameters Qg = p>Qg+ (1 — p?), % Bi=p2fi+(1—
p2), and B, = pezﬁz + (1 —p2). Based on this, Alice selects an optimal transmit antenna. This
selection of antenna is done with parameter 3; and 3,. The value of ; is obtained using
Bi = p2f1 + (1 —p2). Similarly, B, can be found using B> = p2f, + (1 — p2). Therefore, the
expressions derived for the SOP and average secrecy capacity in the subsections (5.2.2) and

(5.2.3) also hold for imperfect CSI case after replacing Qg with p2Qq + (1 — p?), Ip with oylp,
replacing B1 by p2f1 + (1 —p2) and By by p2Br+ (1 — p2) [145].

5.3 Numerical Results and their Descriptions

This section presents simulation results to approve our analytical expression for both perfect
and imperfect scenarios. All links are assumed to undergo Rayleigh fading. Without the loss of

generality, we set Ry = 1 bits/sec/Hz.

5.3.1 Perfect CSI

This subsection gives the interpretation of the numerical results for perfect CSI scenario, which
examine the impact of dy, dg, Bi1, B2, Pp, Pr, Ip and N4 on the SOP, intercept probability,

PNZC, e-outage secrecy capacity, and average secrecy capacity. We consider the following
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two scenarios: 1) passive eavesdropping scenario and 2) active eavesdropping scenario. Fur-
ther, Monte Carlo simulated results are numerically computed based on each figure’s system
parameters, confirming our analytical results’ accuracy.

Figure 5.2 plots the exact SOP versus normalized maximum transmit power, Pr = %, in dB
for limited Alice power adaptation and unlimited Alice power adaptation, Pr = oo using (5.11)
and (5.12), respectively, for varying N4. As observed from Fig. 5.2, the analytical result agrees
with the simulation one, validating the accuracy of (5.11) and (5.12). Moreover, the rise in Pr
increases the information securing capability of the network. It is because Pr upper bounds
Alice’s power, according to (5.2). As such, the increase in Pr raises Alice’s transmit power,
conclusively remedying the SOP. Nevertheless, the security performance suffers the error floor
at a significant value of Pr. It is because Alice’s power is restricted by a minimum of /p and
Pr. Hence, when Pr is more significant than a particular value, Alice’s power is limited by Ip,
making the security performance unchanged despite increasing Pr. For a significant value of
Pr, SOP approaches the one with unlimited Alice’s power, Pr = co. We also observe that the
SOP with unlimited Alice power serves as a lower bound on the SOP with limited Alice power.
Furthermore, Figure 5.2 also illustrates the impact of the number of transmitting antenna N4 on
secrecy performance, and it depicts that as N4 increases, SOP decreases.

Figure 5.3 plots the exact and asymptotic SOP of the CRN using (5.11) and (5.16), re-
spectively, for varying Ny4, and Pp. Our asymptotic curves precisely prognosticate the secrecy
diversity gain and the array gain of the network. As expected, the SOP reduces with raising
Ny and decreasing Pp. We also observe that the secrecy diversity order is found to be directly
proportional to Ny, and secrecy array gain decreases with decreasing Pp, which confirms our
results in (5.18) and (5.19) respectively.

Figure 5.4 draws the exact and asymptotic intercept probability versus N4 from (5.20) and
(5.21), respectively, for varying Pp and ;. By doing so, we examine the influence of Pp and
N4 on the intercept probability. The special cases are characterized by setting , =2 dB, A =8
dB, and 1 = —20 dB, and it can be seen that asymptotic curves are accurate with the exact
ones. We can observe that the intercept probability improves with increasing N4. It is because
the secrecy diversity order increases with increasing N4. Furthermore, the primary interference,
Pp, reduces the SINRs at both Bob and Eve but given simulation parameters, the degradation of
SINR at Bob is more severe than at Eve. Therefore, the proposed CRN’s security performance

worsens with the increase in Pp, as shown in Figure 5.4.
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Figure 5.2: SOP against Py for §; =5dB, 5, =2dB,lp=1dB,A =10dB, 1 = —8 dB, and Qy = 0 dB

Figure 5.5 depicts the PNZC of the system against j—ﬁ with different Ny. The path loss
exponent is set to be equal to a common value of 3. From Fig. 5.5, it is clear that the PNZC
increasing with increasing the 5—1‘;. Furthermore, an intuitive result is that the PNZC improves
when N4 increases from 1 to 3.

Figure 5.6 plots the g-outage secrecy capacity for varying B; /B, and P, andn =0dB, A =0
dB, € = 0.1 and Pp = 2 dB. It can be spotted that R max can be boosted by increasing Alice’s
transmit power P4. Furthermore, the €-outage secrecy capacity improves by increasing /3.

Figure 5.7 and Figure 5.8 plot average secrecy capacity against dy/dg and interference
power Ip, in dB respectively. Figure 5.7 demonstrates the impact of the maximum transmit
power Pr and distance ratio dy;/dg on average secrecy capacity. Fig. 5.7 depicts that as the
distance ratio dys/dg increases, i.e. distance between Alice and Bob increases, average secrecy
capacity decreases. On the other hand, maximum transmit power Pr has a positive impact on
ASC. As Pr increases, the power at Alice increases, which in turn raises the ASC. Figure 5.8
plots average secrecy capacity for unlimited Alice power, Pr = oo, and limited Alice power with
Pr =2 dB. We can make some interesting observations from this figure. First, for limited Alice
power, Pr = 2 dB, average secrecy capacity is saturated. It does not improve as Ip > 8 dB. For

higher values of Ip, Alice will select Pr with a higher probability. Second, the average secrecy
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Figure 5.3: SOP against 3, /f3, for Ip =2 dB, Pr =0dB, n = —2 dB, and Qy = 0 dB.
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Figure 5.4: Intercept probability against Ny for B, =2 dB, n = —20 dB, and A = 8 dB.

capacity for the unlimited Alice power serves as an upper bound on the average secrecy capacity

with the limited Alice power case.
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Figure 5.5: PNZC against dg /dy for A =0 dB, n =0 dB, and P» = 0 dB.
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Figure 5.6: e-Outage secrecy capacity against Py forn =0dB, A =0dB, € =0.1 and P» =2 dB.

Figure 5.9 shows the effect of interference power Pp on high SINR power offset with vary-
ing Pr. The high SINR power offset is obtained using (5.35). Figure 5.9 depicted that high
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Figure 5.7: Average secrecy capacity against dy; /dg for Ip = 8 dB, A = 0 dB, and = 20 dB.
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Figure 5.8: Average secrecy capacity against Ip for f; =5 dB, f =2 dB, A = —10 dB and n =20 dB.

SINR power offset increases with increasing Pp, which in turn decreases the average secrecy

capacity as shown in (5.31). Moreover, the high SINR power offset reduces with increasing Pr,
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Figure 5.9: High SINR power offset against 3, (in dB) with varying Pp and Pr.

increasing the average secrecy capacity. Moreover, as 3, increases, high power offset increases,
which decreases the PLS of the network. As [, increases, Eve becomes powerful in extracting

information from the main channel, reducing the secrecy capacity.

5.3.2 Imperfect CSI

This subsection discusses the impact of pp, pg, and pg as described in section 5.2.4 on secrecy
outage probability and average secrecy capacity. We assume Qo=0dB throughout our analysis.

Figure 5.10 shows the behaviour of SOP for varying pp/pEg, Bl / BZ and p for Pr = oo,
Ny=2,80=03 Ny=3,Ip=0dB, pr =02, A =10 dB, and n = —20 dB. We see that
the SOP enhances as ﬁl / ﬁz increases. It is because the quality of the main channel estimate
increases compared to the quality of the wiretap channel estimate. It is observed that the SOP
decreases as pp/pg increases from 0.5 to 5. Since for higher values of pg/pE, the main channel
estimates are much better than eavesdropper’s channel. Further, the network security capability
i1s improved as pg increases because the Alice-PR channel estimate quality increases. The
highest secrecy is obtained for p = 1, which signifies the perfect CSI of the Alice-PR channel.

Figure 5.11 illustrates the effect of p,,, p., and p on average secrecy capacity for &y =
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0.1, Ny=1,Ip =0dB, pg =02 dB, A = —10 dB, and n = 15 dB with unlimited Alice
power, Pr = co. As seen in Figure 5.11, since the improvement in the quality of main channel
estimates is much better than eavesdropper channel, we can find that ASC increases as Bl / 32
increases. It can be noted that the ASC is improved for higher values of pp/pr. Hence, a more
accurate estimate of the main channel is required to improve the secondary network’s secrecy

performance. Further, ASC improves with the quality of the Alice-PR channel estimate.

5.4 Conclusion

This chapter examined the consequences of interference caused by the primary transmitter on
the secrecy performance of an underlay CRN in the Rayleigh fading channel with limited and
unlimited Alice power adaptation schemes. We obtained the new closed-form expressions for
various performance metrics like SOP, intercept probability, PNZC, e-outage secrecy capacity,
and ASC in active and passive eavesdropping scenarios. Furthermore, we examined the conse-
quences of imperfect CSI of the Alice-PR link by considering the outage probability concept
on secrecy performance analysis. It has been perceived from derived expressions that SOP and
intercept probability decreases with increasing Pr, Ns and f;, and improves with increasing
primary interference power, Pp and the distance between Alice-Bob link, dj;. We also observed
that the proposed CRN’s data security capability increases when p, p,,, Na and B; increases and

decreases when p,, B> and Pp increases.



Chapter 6

Secrecy performance of

Interference-limited CRN

The performance of the secondary network is reduced by the interference produced by the
primary transmitter, PT, to secondary receivers. When the interference produced by the PT
is higher than the noise at the secondary receivers, the quality of interest is the signal-to-
interference ratio (SIR) [145] and such CRN is called interference-limited CRN. A receive
antenna selection scheme is a less complicated and less costly technique to receive the advan-
tages of diversity combining. Hence, we examine the secrecy performance of the RAS scheme
of the interference-limited underlay cognitive radio network over a general fading scenario (i.e.,
primary network undergoes a Rayleigh fading and a secondary network undergoes Nakagami-
m fading). This chapter determines the basic requirements to guard secret information against
eavesdropping in the presence of the PT’s interference to secondary receivers and outdated CSI
on the Alice-PR channel with a limited and unlimited Alice power adaptation scheme. Bob is
outfitted with multiple antennas to improve reliable data transmission without the necessity for
a secret key. Eve is also equipped with multiple antennas to intensify eavesdropping to extract
more information from the main channel. This chapter aims to study the PLS of interference-
limited underlay CRNs with a continuous power adaptation scheme while considering all these
factors, i.e., the interference power constraints, the outdated CSI, and the interference from
the PT. For this, we derive closed-form expressions of SOP, intercept probability, and aver-
age secrecy capacity. Furthermore, we use the extreme value theorem (EVT) to derive simple

closed-form asymptotic expressions in the limit of a large number of antennas at Bob and Eve.

120
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6.1 System Model

This chapter considers an interference-limited underlay CRN, where the secondary network and
the primary network transmit in the same spectrum band concurrently, as long as the amount
of interference inflicted on the PR is within a predetermined constraint. We consider a general
model of an interference-limited underlay CRN, consisting of Alice, a Bob, a PT, a PR, and
an Eve. Bob and Eve are outfitted with Np and Ng antennas, respectively, while all other
terminals are outfitted with a single antenna. Let g; indicate the channel gain from PT to i
(where i = 1,2....Np) antenna of the Bob, 7; represent the channel gain between PT and i
(where j = 1,2....Ng) antenna of Eve and hg represent the channel gain between Alice and PR.

Therefore, the channel gains |ho|, |g;| and |¢;| can be presumed to follow independent Rayleigh
2

s gﬂz and|pj

fading implying that |hg 2, are i.i.d exponential R.Vs with parameters QLO % and

%, respectively. Let | ;> denote the channel gain between Alice and i’ antenna of Bob and |s ;|2

denote the channel gain between Alice and j”* antenna of Eve. |h;|* and |s;|* are presumed to

1.i.d Gamma R.Vs with PDFs

y _y
hi(y) = =2 ¢ B, 6.1
(y) BImBF(mB)e 1 ( )
mg—1 y

sj(y) = me%, (6.2)
respectively, where the parameters mp,mg, 31 and 3, are positive real and I'(.) is the Gamma
function [118]. This is because the primary network is a traditional wireless network and it is far
away from the secondary network. Therefore, primary and secondary networks have different
channel models. As we are interested in the secrecy performance of the secondary network, a
more generalized channel fading model, i.e. Nakagami-m distribution, is considered. It includes
the Rayleigh fading as a special case when mp = mg =1. Further, the Rician distribution model
is used when a line-of-sight path exists between Alice and Bob. Generally, the Nakagami-
m distribution can precisely approximate the Rician distribution. Due to these reasons, the
PDFs of |h|?, and |s;|? are assumed to be the same. On the other hand, the Rayleigh fading
model is ideal for circumstances where there are large numbers of signal paths and reflections.
Typical situations incorporate cellular telecommunications where there are many reflections
from buildings. Similar to [112], it is believed that Alice has perfect CSI about the Alice-PR

channel, hy. Alice can be notified about /¢ by a mediate band manager between PR and Alice
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Figure 6.1: The wiretap interference-limited underlay CRN consists of single-antenna Alice, multi-antenna Bob,
multi-antenna Eve, a PR and a dominant interferer, PT

or through considering proper signaling [145]. With the assumption that |hg|? has perfectly
estimated, a continuous power adaption policy is assumed at Alice to constrain its interference
to the PR such that the instantaneous transmit power of the Alice can be restricted by peak
interference power. We consider the RAS scheme at Bob and Eve, where Bob and Eve pick out
the strongest antennas based on perfect CSI estimation via pilot signals transmitted by Alice.
Assuming that the noise at the Bob and Eve is negligible compared to the interference from the

PT, the instantaneous SIR of the main channel and eavesdropper’s channel can be expressed as

Yy = max Palhl* = max ¢ (6.3)
M LN Pplgil?  i=l.Ng '
Pylsj|*
Y= m = max ¢; 6.4)
j=1,.....Ng Pp‘lj’z j=1,....,Ng P
respectively, where Pp is the transmit power of the primary transmitter, PT, Pp|g;|? is PT inter-

ference power at i’ antenna of Bob, and Pplt j|2 is the interference power at j* antenna of Eve.

The PDF of ¢; for given Z = |ho|? can be calculated as

fore) = [ mteyes (2 )dy

1 x
Fax™e” / () gy
Ppﬁl BF mB l

Dmpxs—1

= Gor gy 6.5)
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(x) can be calculated by integrating f,z(x) as

Fyz(x) / foz(%) (X n Q) : (6.6)

Therefore, CDF and PDF of ¢y, for given |h|* are given by

P _X
where 2 = )?_1@ and g;(x) = e)f

X mBNB
Pl = s, oo = (=5 ) )
NBmBmeBNB 1
f‘I/M|Z( ) (x+ Q)mBNB+l ) (68)
respectively. Similarly, the CDF and PDF of g for given |h|? can be expressed as
X mENE
Fygjz(x) = <x - @) : (6.9)
NEmE.@meNE 1
Fueiz(x) = (1 QYT (6.10)

where ¥ = Aﬁz . The asymptotic distributions of yy, and yg for large value of Np and Ng are

given in followmg proposition.

Proposition 6.1. The asymptotic distributions of maximum of §/s, Wy, for given |hy | is Fréchet

distributions i.e.,

by
lim Fy, = — 6.11
-] o
where by = Q,L .
(47 )
Proof: 1t can be shown that
1—Fyz(x
lim L Foz() p (6.12)

x=e 1 — Fy7(px)

which implies that Fy,z(x) lies in the domain of maximum attraction of Fréchet distribution

[198, Th. 10.5.2].,i.e.,

lim Fy,z(x) =exp | ————£ ] , x>0, (6.13)
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where F | lZ( p)=—2 1~

lfpi@
Similarly, the CDF of g for a large value of Ng can be approximated as

lim Fy,z(x) = exp (—%) ) (6.14)

NE%OO

where bg = : .
((-3) ™)

6.2 Secrecy Performance Analysis for Interference-Limited

CRN

This section performs a complete secrecy performance analysis of interference-limited CRN.

We derive closed-form expressions for SOP intercept probability and average secrecy capacity.

6.2.1 Secrecy Outage Probability

In this subsection, we derive a novel expression for the exact SOP, as given in the Proposition

6.2.

Proposition 6.2. The SOP of interference limited underlay CRN with receive antenna selection

scheme can be expressed as

_Ip_ T-1+2
Pauzzc@lc@z(l—e QOpT)zFl <H1+1,I+M1;M1+H2+1;1——T@ 1>
1
Fr\F3 MW
0

where B(m,n) is the Beta function and >F\(a,b;x;y) is the Gauss hypergeometric function,

I'(.,.) is the upper incomplete Gamma function, and

, Prpi PTBZ Ipp1 Ipp>

W = mgNg, lp = mgNp, T 21 = AP D = 2 = AP D = Py’
JI M2 _ T— 149 Hk
c%l f.ulzo(l)( 1)“2 lB(l+“171_l+u2)7'@2:( @iu]> y

_ (lLl‘l + l)m (l+au1)m %3 — I+IJIZ“2 (T_ l)j (l—'_.ul _;UZ) 0@21+”1_“2_j,
m! (i + o+ 1), 7 J
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£ 0 () £ Q)

p=0

Proof: First, we drive the conditional SOP for given Z as

Pou (Rs|Z) = / yn|z(E(VE)) fy | z(WE)d WE

/ vz (T VE) =1)) fyp1z(WE)d Y- (6.16)

By putting (6.7) and (6.10) in (6.17) and utilizing [187], P,y (Rs|Z) can be calculated as

T—-1+2
Pout(Rs|Z) = F1 12 Fy (,ul + LI+ +pp+ 11— 7) , (6.17)
1
where 571 = (f_”z)@#, Then, unconditional SOP can be expressed as
Pout(Rs> = /0 Pour (RS‘Z) fZ(Z)dZ, (618)

Z
Q

where f7(z) = 5~

To this end, the SOP can be obtained as (6.15) after utilizing [199, eq.la], and [187,

eq. 3.351.2] and carrying out some simple mathematical manipulations. In proposition 2,
we concentrated on analyzing the SOP under the limited Alice power adaptation, i.e., P4 =
min (PT, D |2> it should be noted that simpler expression can be achieved under the unlimited

Alice power case. i.e., P4 = This expression is beneficial when Pr — . Moreover, it

\h |2
serves as upper bounds on the SOP under an unlimited Alice power case. Applying the results
from Proposition 2, we derive SOP for the RAS scheme with unlimited Alice power in the

Corollary 6.1.

Corollary 6.1. The SOP of interference-limited CRN for receive antenna selection scheme un-

der continuous power adaptation with unlimited Alice power can be expressed as

o — 1+ j+h)!
ng—l+j+h

Pou = G\ B W5 6.19)

Proof: By substituting Pr = o in (6.15) and performing some mathematical manipulation,

we can calculate the SOP with unlimited Alice power as mentioned in (6.19).
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6.2.2 Asymptotic Secrecy Outage Probability

In order to find more insight from proposed network, we proceed to derive asymptotic SOP for
two scenarios: 1) Np is very large i.e., Ngp — oo for arbitrary Ng, and 2) Np and Ng are very
large, which is mathematically described as Np — o and N — oo.

1. Np — oo: In this case, we derive asymptotic SOP for a large Np and arbitrary Ng and fixed

7. For large value of N, the CDF of the main channel is approximated as

b b
Fy,z (E(WE)) =~ exp (_S(VA/lE)) R exp (—%) (6.20)

By utilizing (6.20), the asymptotic SOP can be derived as

Bin

B ((1-%3)"”]3 —1) |

where U (m,n,z) = ﬁ Joo e ™11 +1)" ™~ 1dt is Tricomi hypergeometric function. Fol-

Po(Rs) = mU | 1,1 —py,

6.21)

lowing observations can be made from (6.21):

* From (6.21), it is clear that P, is directly proportional to u;. It means P,,, increases
with increasing Ng. On the other hand, confluent hypergeometric function is a decreasing
function of B;, n, mp and Np. Therefore, one can say that secrecy performance of the

interference-limited CRN improves with increasing 8, Np, mgp.

* Furthermore, confluent hypergeometric function is a increasing function of 7, f3; and A.
We can obsereve from here that secrecy performance of the interference-limited CRN

degrades with increasing B, Ng, mg and A.

2. Np — o and Ng — oo: For a significant value of Ng, the PDF of the eavesdropper channel

is approximated as

b b
Fuelz(WE) = ?E%exp (—w—’z) . (6.22)

By utilising (6.22), the asymptotic SOP for large value of Np and N can be expressed as

b -1
Pou(R) ~ (1 +%> . (6.23)
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From (6.23), we have drawn some insights as shown below:

o It is remarked that P, (Ry) expressed in (6.23) is a increasing with increasing Ng and

decreasing function of Np.
* For mp = mg =1, (6.23) approaches to [200, eq.19] for a single Bob.

* For Np = Ng and mp = mg, Py, (Rg) converges to a constant value i.e,

BiA >1
P (R~ (1 . 6.24
(R) ( " ™ B2 (6.24)

It reveals that for large of Ng and Ng, SOP converges to a constant value that only depends
on the B, B, and threshold rate R;. It is clear from (6.24) that SOP is inversely propor-
tional to B; that means SOP degrades with increasing §; and improves with increasing R;

and f3;.

6.2.3 Intercept Probability

This subsection calculates the novel expressions for exact and asymptotic intercept probability
for receive antenna selection scheme. The exact intercept probability can be calculated by

setting Ry = 0 in (6.15) as

Bin
B2

Hi Bin
P+ L+ sy + L1 —2— ). (6.25)

Pint:NIB(N1+N271)( oA

For a large value of Np, the asymptotic intercept probability can be calculated as

P = U | 1,1-pu, i (6:26)
AB, ((1 _ NLB> g 1)

6.2.4 Average Secrecy Capacity
The ASC for an arbitrary value of Np and Ng in closed form is defined as [68]

. 1= Fy (%) [ = }

G, — / L dyy | d

@ Jo 1ty |y o0
1 = FYE (YE)
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By substituting the asymptotic approximation of Fy,, (W) in (6.27), the closed form asymptotic

expression for the ASC with Ng = 1 in derived in Proposition (6.3).

Proposition 6.3. For large value of Ngp and Ng = mg = 1, the average secrecy capacity can be

expressed as

o Eo+.@<K(%)>+K(bNB) 941
' In(2)

(6.28)
Eo+K (bny) — byge®™sEi(—by,) 2 =1,

where, Ey = 0.577216 is the Euler constant, K (by,) and K (b%) are expressed in (6.35) and

(6.36) respectively.

Proof: Using (6.11) and the relation I'(1,y) =1 —y(1,y), then we have

b
1—Fy, (1) = y( ,_NB), (6.29)
YE

where y(1,z) = [5e *dx. By substituting (6.9) for Ny = mg = 1 and (6.29) in (6.27), which
yields

- 1 °° Vg by
C. ~ / ,—B)d . 6.30
In(2) Jo <1+wE><wE+@>y< we )V (0:30)
2V

Puty = Wg and integral representation of }/( ,b%) in (6.30), we have

G| /w (by)” /ye_xdxd 6.31)
F @) Jo Yo+ bug)(Zy+bny) Jo > |

Changing the order of the integration, we get

o L [T [T (bny)?
Cs~ln(2)/0 ‘ (/r y(y+bzv5)(@y+bzv3)dy> a, (6.32)

(. J/
-~

I(x)

where I(x) can be evaluated as

by,
—In(x)+ ZIn (x+22) —In(x+by,), Z#1
I(x) = ") n<x 7 > nwtbyy) 7 (6.33)

_1n(x)+ln(x—|—bNB)—( by 2 =1.

X+bNB) ’
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Hence, C, can be written as

o e —1n(x)+@1n(x+”?73>—1n(x+bNB), 241
_ —x 6.34)
= ) / . ) (
—1n(x)+ln(x+bNB)—m, 9 =1.
Let
K(bNB):/O e_xln(x—i—bNB)dx:ln(bNB)—ebNBEi(—bNB), (6.35)
K (2 :/we—xm ot 2 ) gy —n (P2 —e([W@B)Ei (e (6.36)
7 0 9 7 9 ' '
Further the integral ©e=_ &gy and [ e*In(x)dx can be calculated by using [187] as
0 (x—i—bN ) 0
B
Tet PN ge g i (—b
Oe mx——NB€Bl<— NB)
/ e~ In(x)dx = —Ep. 6.37)
0

To this end, by using (6.35), (6.36) and (6.37) in (6.34), we obtain the closed form expression
of ASC given in (6.28).

6.2.5 Secrecy Performance Analysis for Outdated CSI Scenario

In practical scenarios, only the partial information of the channel gain Ay is available at Alice.
Due to the time-varying nature of the wireless link, the CSI provided to Alice on channel gain
hg is outdated, and it can be described as (5.41). The transmit power of Alice due to outdated
CSI can be expressed as (5.42). We also consider imperfect CSI in the secondary network, i.e.,
CSI on h; and s is imperfect for a more realistic situation. The outdated CSI for 4; and s; can

be represented as

hi:Tﬁi+ l—pl%/’;i, i=1,2....... Np,
sj=pesi+1/1—pzsj, j=1,2....Ng, (6.38)

where, ﬁ,- and s are the outdated channel information on i'" antenna link between Bob and Alice,
and j antenna link between Eve and Alice respectively. i; ~ €4 (0,1) and §; ~ €4 (0,1)

are complex Gaussian R.V. with unity variance. As |/;|? and |s;|*> are Gamma distributed R.V.
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Secrecy outage probability

Exact

I Asymptoitc (Eq 6.17) 7’

o Asymptotic (Eq 6.19)

1078 ‘
0 5 10 15 20
B4/85

Figure 6.2: SOP versus f3; /B, for A =0dB,n =0dB, Ng =5, mg =2, mp=2and Ry =0.1

with parameters mg, mg, B; and B, respectively, similarly |fz,~]2 and |§ j|2 are also are Gamma
distributed R.V. with parameters mp, mg, [3A1 and [3A2 respectively.

This is noted that the expression for SOP with perfect CSI derived in previous subsections
also hold for outdated CSI on A after replacing Qg with f)_o, and Ip with oylp. Replacing

by, and by, with BNB and l;NE due to imperfect CSI on &; and s; respectively, where BNB and

by, are expressed as by, = Qf T and by, = @7 > Where 2= %}@ and
((INIB) mBl) ((INIE> mE1>

5 _ P

7=

6.3 Numerical Examples

In this section, the analytical SOP, intercept probability and average secrecy capacity expres-
sions are validated through corresponding Monte-Carlo simulation. We clearly see from the
obtained figures that the analytical results perfectly match the simulation results. We begin by
showing SOP and intercept probability in perfect CSI environment. We then present SOP under
peak interference power constraint in outdated CSI scenario.

Figure 6.2 plots SOP versus f3; /3, for different value of Ng. We validate the correctness of

the asymptotic SOP expressions derived in (6.21) and (6.23) by matching them with the exact
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Figure 6.3: SOP versus Pr for A =0dB,n=0dB, f; =10dB,Ng =5,R;=0.1, mg =2 and mg =2
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Figure 6.4: SOP versus Pp for Pr =10dB, f; =6dB, B, =6dB,A =2dB,n = —-20dB, Ir =0dB, mg =2, Ng
=3,Ng=2,and Qy=0dB

SOP result. First, we see that the SOP decreases as the antenna number at Bob, Np progresses.

Next, we observe that the asymptotic SOP expressions are less precise for small values of Np.
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Figure 6.6: SOP and intercept probability versus Np for P =10dB, f; =6 dB, , =6 dB,A =6 dB, n = —5dB,

IpzSdB,mB:1,mE:3,NE:2,PT:15dBandQ():0dB

It is because the asymptotic analysis exists with high correctness only for a large value of Np.

In Figure 6.3, we plot the SOP versus maximum transmit power Pr, for both limited Alice

power with Pr varies from 0 to 20 dB and unlimited Alice power Pr = oo, for Np = 1, 3. Fig. 6.3
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Figure 6.7: PNZC versus Pr/Pp for P =4dB, i =6dB, 3, =6dB,A =10dB,n=—10dB, [p =5dB, mp =2,
mgrg = 4, andNB =3.

Average secrecy capacity (bits/s/Hz)

- - - - Asymptotic

* Simulation

Figure 6.8: Average secrecy capacity versus 8 for Pr = 10dB, $, =5 dB, A =2dB, and 1 =4 dB

8, (dB)

10

15

depicts that secrecy performance of interference-limited CRN improves as Pr increases. It

is because Pr upper bounds Alice’s power, according to P4 = min (PT, \hITPIZ> As such, the

increase in Pr raises Alice’s transmit power, conclusively remedying the SOP. Nevertheless, the
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Figure 6.9: Secrecy outage probability versus correlation coefficient, p, with unlimited Alice power, Pr = oo,

6 =0.1.

security performance suffers the error floor at a large value of Pr. It is because Alice’s power is
restricted by a minimum of /p and Pr. Hence, when Pr is larger than a particular value, Alice’s
power is limited by /p, making the security performance unchanged despite increasing Pr. For
a significant value of Pr, SOP approaches the one with unlimited Alice’s power, Py = co. We
also observe that the SOP with unlimited Alice power serves as a lower bound on the SOP with
limited Alice power.

Figure 6.4 plots SOP versus Pp for Pr = 10dB, f; =6dB, B, =6 dB, A =2 dB, n =-20
dB, Ip =0dB, mp =2, Ng =3, Ng =2, and Qy = 0 dB. Figure 6.4 depicted that SOP improves
with increasing primary interference Pp . It is because the interference from Pr reduces the
signal to interference ratio at both Bob and Eve, which results in the enhancement in the SOP.
Furthermore, SOP also improves with the increment in the fading parameter of the eavesdropper
M.

In Figure 6.5, we plot intercept probability versus f;/B, for A =0dB, 1 =0dB, Ng =5
and mp = 2. It is also clear from Figure 6.5 that intercept probability improves with increasing
B1/B>. Intercept probability progresses with the increase in the number of antennas at Eve, Ng
and mp.

Figure 6.6 plots SOP and intercept probability versus Np for Pp = 10dB, B; =6 dB, B, =6
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dB,A=6dB,n=-5dB,Ip=5dB, mp =1, mg =3, Ngp =2, and Py = 15 dB for different
value of ;. We validate the correctness of our numerical results by performing Monte Carlo
simulation. It is observed from the Figure 6.6 that both SOP and intercept probability degrade
with increasing the number of the antenna of the Bob. From Figure 6.6, one can concludes that
intercept probability outperform the secrecy outage probability. Moreover, increasing 3; boots
up the secrecy performance of the system.

Figure 6.7 shows the variation of PNZC versus ?—; for Pp=4dB, B, =6dB, B =6dB,
A =10dB, n = —10dB, Ip =5 dB, mp = 2, mg = 4, and Np = 3 for different value of Ng. It
is observed from Figure 6.7 that when the Pr increases, PNZC improves and it reduces with
the increasing the number of antenna of the Eve. Furthermore, from Figure 6.7, we find that
non-zero secrecy capacity exists, even the SIR of the Eve link is greater than that of the Bob’s
link.

Figure 6.8 plots average secrecy capacity versus 3 for Pr =10 dB, B, =5 dB, A =2 dB
and 1 = 4 dB for different value of mp. We validate the asymptotic ASC using Monte Carlo
simulations. From Figure 6.8, it is observed that ASC improves with both ; and mgp.

Figure 6.9 shows the impact of outdated CSI on SOP. Figure 6.9 plots the SOP versus the
correlation coefficient of Alice-PR link, p, for Ng = 2 & 5, &y = 0.1 with unlimited Alice
power, Pr = c. We see that the secrecy performance increases as the channel estimate quality
increases, i.e., p increases from 0 to 1. As expected, the highest secrecy is realized for p =1,

which signifies the perfect CSI of the Alice-PR link.

6.4 Conclusion

This chapter examined the consequences of interference caused by primary transmitter P7 on
the secrecy performance of an underlay CRN with limited and unlimited Alice power adaption
schemes for interference-limited scenarios. We derived closed-form expressions for various per-
formance metrics like SOP, intercept probability, and ASC over a general fading scenario. We
examined the impact of imperfect CSI between the Alice-PR channel on secrecy performance.
It has been observed from derived expressions that SOP and intercept probability decreases with
increasing Pr, mp, Np, pp and i and increasing with increasing mg, Ng, pg and 3. Simulta-
neously, SOP and intercept probability improve with increasing primary interference power, Pp.

On the other hand, ASC also improves with increasing mg, Np, pp and B and degrades with
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increasing with increasing mg, Ng, pg and 3. We also observed that the proposed CRN’s data

security capability increases when p increases from O to 1.



Chapter 7

Conclusions and Future Scope

Information security has become a key concern in underlay CRNs because the broadcast nature
of wireless channels allows eavesdroppers to intercept their transmission. Traditionally, cryp-
tographic protocols have been designed and implemented to give security in the upper layer
of the protocols stack, based upon the assumption that the physical layer link is error-free. In
the wireless scenario, the distribution and management of secret keys may be challenging and
vulnerable to attacks. Hence, several research efforts are have been put toward the analysis of
PLS, which utilizes the properties of the wireless channel to provide secure data transmission.
The different diversity techniques can be utilized to improve the PLS against eavesdropping
attacks. This thesis aimed to examine the challenges to PLS in the underlay CRNs over fading
channel model with different diversity combining schemes. Following are the summary and

contributions of our thesis.

* In chapter 3, we investigated the PLS of an underlay CRN in a perfect CSI scenario in the
presence of multiple PRs under peak interference power constraint. The GSC scheme that
bridges the gap between SC and MRC scheme is adopted at Bob, and the MRC scheme
(i.e., worst-case scenario) is adopted in Eve. For multi-antenna Alice, depending upon
whether global CSI of main and Eve’s channels is available at Alice, we have proposed
OAS and SAS scheme and concluded that the OAS scheme performs better than the
SAS scheme. We have derived closed-form expression for exact and asymptotic SOP
and intercept probability in the Rayleigh fading environment. We have been found that
the proposed network’s secrecy performance degrades with increasing primary receivers,
Eve’s antenna, Ng, and eavesdropper channel’s SNR. However, the secrecy performance

increases with the increasing number of transmitting antennas, Ny, receiving antenna, Np

137



CHAPTER 7. CONCLUSIONS AND FUTURE SCOPE 138

at Bob, SNR of the main channel, and . We also compared the performance of the SOP

and intercept probability and found that intercept probability outperforms the SOP.

* In chapter 4, the PLS of underlay CRN with outdated CSI has been investigated. We
have considered two practical scenarios: passive eavesdropping and active eavesdropping.
For the passive eavesdropping scenario, we have measured the secrecy in terms of SOP,
intercept probability, and &- outage secrecy capacity. We have taken average secrecy
capacity as a leading performance metric for an active eavesdropping scenario since Alice
readjusts its transmission rate based on the global CSI to attain perfect secrecy. We have
studied the impact of pp, pg and pg on network security capability and found that the
PLS of the proposed network improves as pp increases from 0 to 1. As expected at
ps =1, i.e., perfect CSI of the main channel, maximum secrecy is achieved. However, the
secrecy performance of the network decreases as pg increases from O to 1. Furthermore,
the secrecy performance of the network degrades with increasing pg. We compared the
secrecy performances of either SC or MRC schemes at the legitimate receiver, Bob, and

affirmed that MRC performs better than the SC scheme.

* In chapter 5, the PLS of an underlay CRN is investigated under peak interference power
constraint and PU outdated CSI constraint when the primary transmitter, PT, lies in the
proximity of the secondary receivers. We have also examined the consequences of the pri-
mary interference on secrecy performance in the Rayleigh fading channel with limited and
unlimited Alice power adaptation schemes. We derived closed-form expressions for dif-
ferent performance metrics in both active and passive eavesdropping scenarios. We have
examined the impact of imperfect CSI between the Alice-PR channel on secrecy perfor-
mance. From derived expressions, it has been observed that SOP and intercept probability
decreases with increasing Pr, N4, and ;. Simultaneously, secrecy performance degrades
with increasing primary interference power Pp and distance between Alice and Bob, dy.
We also observed that the proposed CRN’s data security capability increases when p, pa,

Ny, and B increases and decreases when pg increases.

* In chapter 6, we have examined the secrecy performance of an interference-limited CRN
for perfect and outdated CSI scenarios with continuous limited and unlimited power adap-
tation at the Alice over general fading scenario (i.e., the primary network experienced

Rayleigh fading and the secondary network experienced Nakagami-m fading). We be-
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gan by investigating analytical expressions for SOP, intercept probability, and average
secrecy capacity for a perfect CSI scenario in the presence of interference caused by PT.
It has been observed from derived expressions that SOP and intercept probability de-
creases with increasing Py, mp, Np, pp and B; and increasing with increasing mg, Ng,
pe and 3. Simultaneously, these improve with increasing primary interference power,
Pp. We, therefore, studied the impact of outdated CSI between the Alice-PR channel on
secrecy performance. We also observed that the proposed CRN’s data security capability
increases when p increases from O to 1. As expected, the highest secrecy is obtained for
p = 1, which signifies the perfect CSI of the Alice-PR channel. The interference caused

by PT has restricted the secrecy performance of CRN.

7.1 Scope of Future Work

This thesis presents the research work of applying different physical layer security techniques
for underlay CRNs. However, some shortcomings of the research work in this the thesis has
been identified: (1) the cooperative jamming has not been studied for secure communication
in the presence of unknown Eves; (2) the correlation between channels and antennas is not
considered in this thesis; (3) second-order performance metric can be introduced to analyze
the secrecy performance; (4) machine learning algorithm can be introduced to handle resource
allocation problems for multiple-antenna systems and 5) a combination of cognitive radio and
non-orthogonal multiple access (CR-NOMA) can be considered to enhance spectral efficiency.
The extensions of research work carried in this thesis are manifested in the following subsec-

tions.

7.1.1 Cooperative Jamming

Cooperative jamming can also hide secret data and decrease the SNR of unknown eavesdrop-
pers. The critical approach of this method is to introduce a cooperative jammer to the system,
which can send jamming signals to disturb the unknown eavesdroppers. Hence, the potential
extension direction of the work in this thesis will be cooperative jamming-based robust designs
with unknown eavesdroppers. Furthermore, a combination of artificial noise and cooperative

jamming is also an exciting issue in future work.
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7.1.2 Channel and Antenna Correlation

This thesis considered that all channels are independent. However, in a practical scenario, this
assumption may not hold since a passive eavesdropper, or active jammer may be placed close
to the legitimate receiver to overhear the information as much as possible. This eavesdropper
may be the legitimate receiver for another system, but it acts as an eavesdropper for our system.
This close may result in the signal received at Bob and Eve experiencing similar fading to
some extent. In other words, the main channel and eavesdropper’s channel may be correlated
with each other with a specific correlation coefficient. In addition, this thesis also assumed
that multiple antennas are independent, which is a reasonable assumption when these multiple
antennas are placed spatially apart. In practice, due to space constraints, these antennas may be
correlated. Thus, the extension direction of the work given in this thesis will be the channel and

antenna correlation model with PU’s outdated CSI.

7.1.3 Second Order Performance Metric

The performance analysis of the proposed models in the thesis focused mainly on first-order
statistics, particularly the SOP and ASC, which have traditionally been the most commonly
used security measures for underlay CRN. To fully understand the performance of such systems,
we need second-order measures to have insights into the dynamics of such performance. For
example, secrecy outage probability provides an idea about the fraction of fading realizations
for which the channel can maintain a specific rate. However, it fails to give an idea of the
average length for which the channel cannot carry secure communication. Mobility is another
dimension where second-order statistics come to play. Hence, the work done in this thesis can
be extended by considering second-order performance metrics like the amount of secrecy loss

[201], average secrecy outage rate, and average secrecy outage duration [202].

7.1.4 Machine Learning for Multi-antenna System

TAS scheme is a widely employed technique in a multi-antenna system. With the rising appli-
cation of ML in many different domains, the application interest in the area of TAS problems
in wireless communications is also accelerating [203]. We can implement a deep neural net-
work (DNN) scheme [204] for TAS schemes considered in Chapters 3 and 5. DNN performs

better than traditional ML schemes and achieves almost the same secrecy rate as the conven-
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tional scheme. If there are any dependencies in the data set, the conventional recurrent neural
networks (RNNs) can be implemented for TAS. It has short-term memory and cannot handle

long-term dependencies in the data set [205].

7.1.5 Cognitive Radio Assisted Non-orthogonal Multiple Access

Traditionally, CR has been marked notably in recognizing its capability to enhance spectrum
utilization. The spectrum utilization efficiency of the traditional CRN can be enhanced further
by exploiting the application of NOMA [206, 207]. In recent years, NOMA has been proposed
and widely conducted due to its characteristics such as higher spectral efficiency, balanced user
fairness, and low access latency. Therefore, a combination of CR and NOMA (CR-NOMA)

will provide new expansion to our research work.

7.1.6 Physical Layer Security for Vehicle-to-Everything (V2X)

In the last few years, there has been a significant rise in the advancement of intelligent trans-
portation systems (ITS). The primary purpose of ITS is to handle the ever-increasing number
of accidents and improve traffic efficiency, road utilization, and safety [208]. Wireless commu-
nication is the main driving factor behind ITS, facilitating reliable communication between ve-
hicles,infrastructure, pedestrians, and networks, generally referred to as vehicle-to-everything
(V2X) communication. However, V2X may suffer from jamming and eavesdropping attacks
due to wireless communication’s broadcast nature, adversely affecting ITS [209]. The open
research directions for facilitating PLS for V2X are mobility and speed challenges. Due to the
high-speed mobility of vehicular equipment, channel modeling issues need to be addressed to
analyze the performance of V2X in the PLS aspects. The conventional channel models (such
as Rayleigh, Rician, and Nakagami) of stationary communication links do not suit well in esti-
mating different performance metrics, including the secrecy capacity. Recently, other channel
models (such as the double Rayleigh, Weibull, and k¥ — u shadowed fading) have been the-
oretically and empirically investigated to give a higher precision for describing the dynamic
non-line-of-sight communication links in V2X [210]. However, V2X performance yet requires

more in-depth studies.



Appendix A

Mathematical Proofs

This appendix provides the proof of various propositions stated in the different chapters of this

thesis.

A.1 Proof of Propositions 3.1 and 3.3

The SOP of the proposed network can be calculated as [62]
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The CDF of yy; with GSC scheme can be written as [211]
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The PDF of ¥z with MRC scheme can be written as
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Let hp is the channel coefficient of channel between Alice and Pp=1,2.... Np) primary

receivers. The PDF of ¥ = || can be written as

Np N oy
frly) = Z(—l)ﬂ“(;) Loty (Ad)
p=0

For Np = 1 i.e., for single PR, fy(y) reduces to

, ¥y>0. (A.5)
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Using relation [y’ xMe P dx = bﬁ%, and performing some simple analytical manipulation, J;

can be computed as

J1 = (Zi) [(1 —650>NP [1 — B Nil o8+ PBr— A3 (1 — 9B i a1C1>” , (A.9)

a=0 a=0
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where %), %,, a1, §) and A3 are already defined in the Chapter 3. For N), = 1, J; reduces to

N,
7= ()
Ne

(A.10) 1s corresponding to single PR and single antenna based Alice.
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By substituting (A.11), (A.12) and (A.4) in (A.1) andusmgf X"e Hdx=e" p“Zp Op ump;],
J» can be calculated as
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Hence, by substituting J; given as (A.9) and J; given as (A.13) in (A.1), the SOP for multiple
primary receivers and single-antenna based Alice can be calculated. In addition, by putting J;

given as (A.10) and J, given as (A.14) in (A.1), the SOP for single primary receivers i.e Np = 1
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and single-antenna based Alice can be calculated.

A.2  Proof of Propositions 3.2 and 3.4

For intercept probability R, = 0, this implies €(yg) = y£. The CDF of 3 can be rewritten as
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Using (A.15), (A.3) and (A.4) in (A.1), the intercept probability for N, primary users can be

calculated as
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For Np =1, (A.16) reduces to (3.16).

A.3 Proof of Propositions 3.3 and 3.6

We calculate the closed for expression for asymptotic SOP in high SNR regime y; — . Using

Maclaurin series expansion [187], the first order expansion of F |Y( (v£)) can be written as

w 1 e(ye)\®
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By utilizing binomial expansion theorem, we have
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Using (A.18), (A.3) and (A.4) into (A.1), the asymptotic SOP can be given by
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A.4 Proof of Proposition 3.7

The CDF of main channel with SAS scheme can be expressed as [114, eq.20]

F3AS (e(ve)) = [Fyy v (€(v)] ™. (A.20)

By utilizing multinomial theorem [212], we have
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By putting (A.22), (A.3) and (A.4) into (A.1) P345 can be expressed as (3.29).

> < outg

A.5 Proof of Proposition 5.1

12
Based on (1), we note that when Z < ( ) by = I\J(Jil"—;j;ﬁ’q)E = N(|:—{—+£\Tt|2’ and when Z >
Ip N 1/ S e :
(PT)’ Dy = ZorPrlsl) P = Z(No+ o) Hence, the SOP in (11) can be written as [62]
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where 2| = ﬁlPT and £(y) = T — 1 + 7y. The PDF of ®f can be expressed as
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where D; = 132 L. Substituting (A.24), (A.25) and fz(z) = ioe_ﬂio into J; of (A.23), J; can be
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By utilizing [187, eq. 3.352.4], .#| and ., are further simplified as
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where o1 = -+ @2 and @) = M

Applying Partial fraction expansion to decompose (A.33), we have

(z—1)
D 2ie ® [ [—Ji/ze_aly H e~ MY e MY
I3 = / + - dy, A34
’ T o L0t ren) orar]? (A3
where % = m. By utilizing [187, eq. 3.3524 , 3.353.4], .#3 can be written as
DD
1
Sy =" 1; [Jifze-@lo‘lEi(—al D) — A2
1
Ei(—@locl) - (alealDlEl( 061@1) 7 )] (A.35)
1
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where
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(A.40)
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Ig can be written as
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To this end, substituting (A.26) and (A.39) into (A.23) and performing some mathematical

manipulation, we obtain secrecy outage probability as in (5.11).

A.6 Proof of Proposition 5.2

The asymptotic SOP can be written as

Pout :/0 Pr(®y <t—1+4+1PF) f2(2)dz

~ /0 " Pr(@y < t05) f2(2)dz (A48)

By substituting (5.14), (A.25) and fz(z) in (A.48), and utilising [213, eq.39], the asymptotic
SOP of an underlay CRNs with primary interference for single antenna based Alice can be

calculated in (5.16).

A.7 Proof of Proposition 5.3

By recalling the definition of the achievable secrecy rate defined in (6.17), we have

Coz=[ [ Moga(1+) ~1oma(1 +3)] o s3I Pz ()dydx. — (A49)
0 Jy

To evaluate the above integral, we adopt the same steps developed in [67]. Applying some

mathematical manipulations, the conditional ASC can be represented as follows :

1 Fopiz(y) [
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By substituting (5.3) and (5.7) in (A.50), we have
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Applying partial fraction expansion and utilising [213, eq.39], (A.51) can be written as
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where %1 = m, %2 = m and %3 = m Then, the unconditional

ASC can be represented as

C= | Cuatalc)a:

zlfé) /O’Q; [(ﬁ{U (1,1%;})) U<1,1,131LPT>1 — {«%U(l,l,ul)
ol (i)
()] P e s

U(l,l,z >Hfz() ] (A.53)

To this end, substituting the PDF of Z into (A.53) and utilizing [187], the desired in (5.28) can

+ RU(1,1,) + AU (1,1, ?)})fz(z)dﬁ W
A Pr

be derived after some algebraic manipulations.

A.8 Proof of Proposition 5.4

Before going into the detail analysis of the asymptotic ASC, we first rewrite the conditional

G — . . . . .
CDF of @ as Fo,,(v)=1- A(y), where A(y) = Hi@e P2Pa . Taking this into consideration, the

conditional ASC in (A.50) can be re-expressed as

Gz = ln22) /0°° [/Ox 1 If;y) d)’} Jaoyz(x)dx =& — &, (A.54)
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where

1
1n2

" In(2) / /o 1+yf‘1’M|Z x)dydx. (A.56)

Next, we drive &; and &; in the high SINR region respectively. When x — oo, we have In(1+x) ~
In(x)[67]. Hence, by substituting PDF of ®; and utilizing [187, eq.4.231.5],we have
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By substituting (A.57) and (A.58) into (A.54), conditional ASC can be written as
| 9 1 1

Then, the unconditional asymptotic ASC can be written as

e = [ Ciufalo)

! /O’IJI; [m(e@l)—(l_@—l%)(U (1,1,%) ~U (1’1’[321—PT) )] f2(2)dz

~In2)
+/II; {mgz (%) - (Z?ZDZ> (U (1 1 n;’p) U (1,1%]13))} fz(z)dz]. (A.60)

By using [187] and performing some simple mathematical manipulations, the closed-form ex-

pression for asymptotic ASC can be derived as (5.30).
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